Sida
KALLELSE 1(2)

Datum

2026-08-28

Kommunfullmaktige
kallas harmed till sammantrade 2026-09-08 kl. 13.00 pé&/i Folkets
Hus, Hallefors for att behandla féljande arenden:

Sammantradet ar 6ppet for allmanheten fran klockan 13.00

OBS! Tank pa vara allergiker och anvand inte starkt doftande sprayer,
parfymer eller rakvatten!

Arenden

1 Upprop.

2 Val av justerare samt dag for justering, forslag Hakan Bergstrom (S)
och Thomas Malm (M) eller deras respektive ersattare fredag den
11/9 klockan 09.00.

3 Godkannande av Kkallelse till dagens sammantrade

4 Faststallande av dagordning.

Allmanhetens fragestund

Ledaméternas fragestund

Beslutsarenden

5 Valarenden

6 Inkomna medborgarférslag, motioner och interpellationer

7 Beslut om renovering av fotbollsplanerna pa Grythyttans
idrottsplats, dnr KS 26/00513

8 Beslut om justering av arbetsordning for revisorerna i Hallefors
kommun, dnr KS 26/00512

9 Beslut om omstéllningsstdd och pension till fortroendevalda (OPF-
KR), dnr KS 25/00256



10 Beslut om forandring av pensionsavtalet OPF-KR 26, dnr KS
26/00317

11 Beslut om att anta vattentjanstplan, dnr KS 26/00214

12 Beslut om partistod for Sverigedemokraterna, dnr KS 26/00375

Informationsarenden

13 Information om Information om rapportering av ej verkstallda
beslut enligt SoL och LSS g1 2026, dnr KS 26/00571

14 Information om Hallefors Bostads AB:s styrning och ledning,
gallande registrering hos Bolagsverket, dnr KS 26/00876

Delgivningsarenden

15 Beslut fran Lansstyrelsen om ny ledamot och ersattare for ledamot i
kommunfullmé&ktige efter Wilhelm Tham, dnr KS 26/00688

16 Léansstyrelsen Tillsynsprotokoll Bergslagens dverformyndarnamnd
2026 (dnr 18738—2025), dnr KS 26/00651 (ej bilaga)

17 Styrelseprotokoll fran Hallefors Bostads AB 2026-06-02, 2026-06-
18 och 2026-08-17, dnr KS 26/00280

18 Information fran Hallefors Bostads AB:s styrelse — projektplan for
granskning avseende VD-avtal tecknat 2026-06-01 (ej bilaga)

Gruppmote for (M), (C) och (GL) digital mandag den 7/9 kl. 18.00

Gruppmote for (S) i partilokalen torsdag den 3/9 kl. 18.00

Per Karlsson Mattias Kjellberg Christer Olken
Ordforande Vice ordférande 2:e vice ordfdorande
Sara Beya

kommunstrateg



Fran: "Madelene Jonsson" <madelene.jonsson@sd.se>

Skickat: den 1 augusti 2026 01:23:01
Till: "Sara Beya" <sara.beya@hellefors.se>
Amne: Avsigelse

Harmed avsager jag mig samtliga kommunala fortroendeuppdrag med undantag for mitt
uppdrag som ledamot i kommunfullmaktige, valndmden, samt ersattare i
Rinmanstiftelsen, vilket jag avser att fullfélja som partipolitiskt obunden ledamot.

Madelene Jonsson



Fran: "Madelene Jonsson" <madelene.jonsson1987 @outlook.com>

Skickat: den 26 augusti 2026 18:43:28

Till: "Sara Beya" <sara.beya@hellefors.se>
Amne: Valndmd

Hej!

Har med sager jag ifrdn mig mitt uppdrag i valnamden.

Mvh
Madelene Jonsson

Skickat fran Outlook fér Android



https://aka.ms/AAb9ysg

Fran: "Gabriella Ronn Larsson" <gabriella.rlarsson@gmail.com>

Skickat: den 31 augusti 2026 19:26:03
Till: "Sara Beya" <sara.beya@hellefors.se>
Amne: Avsigelse

Héarmed avsager jag mej uppdragen som ersattare i kommunstyrelsen, valberedningen samt
gruppledare.

2026-08-31

Gabriella Ronn Elwstrom
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Inledning

Revisorernas arbetsordning ar en dverenskommelse mellan revisorerna i
Hallefors kommun om gemensamma arbetsformer och forhallningssatt i
det I6pande arbetet. Overenskommelsen uppdateras infor varje
mandatperiod samt vid behov.

Arbetsordningen utgdr ett komplement till kommunallagen (2017:725),
god revisionssed i kommunal verksamhet 2022, Sveriges kommuner och
Regioner, och det av kommunfullmaktige faststallda revisionsreglementet
fran 2017.

Eftersom revisorerna inte ar en ndmnd i enlighet med kommunallagen utgor
arbetsordningen en grund for ett effektivt arbete i revisorsgruppen. Revisionen skall
utféras med helhetssyn och samverkan mellan sjalvstandiga revisorer och syftet med
arbetsordningen ar att forebygga eventuella oklarheter mellan revisorerna i gruppen.

2 Ordforande

Samtliga ledamoter utses av kommunfullméktige. Enligt revisionsreglementet
valjer revisorerna sjalva inom sig en ordférande och en vice ordférande
Ordfdranden ansvarar for att

e Kallelse och dagordning uppréttas till revisorernas sammantraden

e Ordféranden leder revisorernas sammantraden

e Ordftéranden tillser att minnesanteckningar och vid behov protokoll upprattas
vid sammantraden

e Kalla sakkunniga och andra experter

o Kallafortroendevalda i kommunfullmaktiges presidium och styrelse och
namnder

e Foretrada revisorerna i kommunfullméktige

e FOredra revisionsberattelse, bedomning av delarsrapport, arsrapport och
genomférda granskningar i kommunfullméaktige

Vice ordférande leder ssmmantrade i ordférandens franvaro och fullgor i
ovrigt de uppgifter som ordférande och vice ordférande dverenskommer.



3 Revisorernas arbetsformer

Revisorerna ar sjalvstandiga i forhallande till varandra men stravar efter
att fatta enhetliga beslut om revisionsarbetet och att arbeta gemensamt
och samordnat.

Revisorerna informerar sig om arenden och olika fragor i kommunen bl.a.
genom att foélja kommunstyrelsens kallelser, handlingar och protokoll
samt protokoll fran andra kommunala organ. Rapportering sker
kontinuerligt vid revisionens sammantraden.

Revisorerna foljer kommunfullmaktiges arbete genom protokoll och
narvaro pa fullméktigesammantraden.

Darutover méter revisorerna kommunstyrelsen minst en gang per ar for
avstamning av ekonomi, verksamhet m.m.

| syfte att effektivisera revisionsarbetet har revisorerna informellt sig
emellan gjort en arbetsfordelning i olika bevakningsomraden, se nedan.
Varje revisor ansvarar dock for all granskning och beddémning.

Bergslagens Raddningstjanst — Sture Beckman
BOAB — Ove Tenglin

SOFINT — Terje Frohlich

4 Sammantraden

Revisorerna sammantrader efter kallelse av ordférande och enligt
forutbestamd motesplanering. Vid behov kan ordférande kalla till extra
sammantraden.

5 Helhetssyn och samverkan

Revisorerna skall se den samlade verksamheten som en helhet och samarbetar med
sakkunniga i planering, granskning och prévning.

6 Ekonomi

Kommunfullmaktige beslutar om revisorernas budget och revisorerna erhaller
budgetuppfoljning fran ekonomienheten vid kommunen.

Beslut som innebér kostnader for revisionen tas vid revisionssammantrade. Beslut
om budgetaskande tas vid revisionssammantrade.



Arvoden, reserdkningar etc. hanteras i enlighet med kommunens attestregler.
Ordféranden attesterar revisionens fakturor, reserakningar och arvodesblanketter

7 Dokumentation, &rendehantering och rattsliga regler
Minnesanteckningar upprattas vid revisorernas sammantraden.

Anteckningarna forvaras i kommunens arkiv liksom 6évriga handlingar som skall
registreras som t.ex. inkomna skrivelser.

Vid forvaltningsarenden uppréttas protokoll som justeras av ordférande. Protokoll
blir allmanna handlingar efter justering medan minnesanteckningar inte ar allmanna
handlingar.

Inkomna skrivelser som stélls till revisorerna som grupp eller till en enskild revisor
tas upp i revisionsgruppen dar fragan om vidare handlaggning av arendet beslutas.

Eftersom revisionen ar en myndighet och revisorerna ar myndighetspersoner
omfattas de av det offentligrattsliga Sverige. Grundlagarna ar darfor relevanta,
regeringsformen, tryckfrihetsforordningen och offentlighets — och sekretesslagens
regleringar utgor tillsammans med férvaltningslagen det grundlaggande regelverket.
Principerna om objektivitet, legalitet och proportionalitet ar vagledande. Enligt JO ar
den kommunala revisionen en forvaltningsmyndighet.

8 Kompetensutveckling

Revisorerna skall delta i kompetenshéjande utbildning och delta i natverk med andra
revisorer i den omfattning som beddéms vara viktigt for uppdragets genomforande.
Beslut om deltagande fattas vid revisionens sammantrade och aterrapportering sker
vid efterfoljande sammantrade.

9 kommunikation

God kommunikation och dialog ar grundlaggande for ett fértroendegivande
revisionsarbete. Kontakt med media sker i forsta hand genom ordférande. Om
ordférande inte ar antraffbar trader annan revisor in.

Revisorerna 6verlagger med fullméaktiges presidium regelbundet, enligt reglementet
minst fyra ganger per ar.



10 Revisionsplan och projektplaner

Revisorerna genomfor arligen en riskanalys som ligger till grund for revisionsplanen
som innehaller vad som skall géras under aret, granskningar av arsredovisning,
delarsrapport, grundlaggande granskningar och fordjupade granskningar. Muntlig
information om planerade granskningar lamnas vid mote med fullmaktiges
presidium.

Sakkunnigt bitrade lagger, pa uppdrag av revisorerna, fram forslag till projektplan for
godkannande.

Kvalitetssakring av utforda revisionsprojekt sker genom att granskad verksamhet far
ta del av och lamna synpunkter pa utkast till revisionsrapport innan forslag till
revisionsrapport upprattas och éverlamnas till revisorerna som tar slutlig stallning
till hur rapporten skall handlaggas och kommer éverens om innehallet i foljebrevet
som skickas med rapporten. Féljebrevet undertecknas av ordférande.

11 Gemensamma namnden

Nar kommunen samverkar med andra kommuner i en gemensam namnd skall
revisorerna samverka med revisorerna i de dvriga kommunerna.

Den gemensamma namnden ar ingen egen juridisk person utan ingar i en av de
samverkande kommunernas organisation, s.k. vardkommun. Alla ingdende
kommuner ar huvudman. Uppgifterna for namnden skall preciseras i en
overenskommelse och det skall finnas ett reglemente for namnden. Den
gemensamma namnden skall granskas av revisorerna i var och en av de samverkande
kommunerna.

Foljande galler for samverkan mellan KNOL-kommunernas revisionsgrupper
avseende revision av gemensamma namnder.

Dessa ar (2023) Tekniska namnden i Lindesberg, Samhallsbyggnadsnamnden i
Lindesberg och Overformyndarnamnden i Ljusnarsberg.

vardkommunernas revisionsgrupper svarar for den grundldggande granskningen av
respektive ndmnd.

Denna gas igenom med 6vriga KNOL-kommuners revisionsgrupper vid ett arligt
mote innan februari manads utgang.

I bdrjan av en ny mandatperiod gor revisionsgrupperna en risk-och
vasentlighetsanalys for de gemensamma nadmnderna.

Om revisorerna beslutar sig for en djupgaende granskning férdelas kostnaderna
mellan revisionsgrupperna enligt 6verenskommelse.

Sammankallande till KNOL-méte sker arligen.



Hallefors kommun
Sikforsvagen 7, 712 83 Hallefors
0591-641 00
kommun@hellefors.se

Org.nr: 212000-1942
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MEDDELANDE FRAN Vart drendenr:
STYRELSEN NR 11/2024 SKR2024/00003

2024-10-31

Kommunstyrelserna
Regionstyrelserna

Meddelande fran styrelsen - Revidering av OPF-KL18
med nytt namn OPF-KR 25 (omstallningsstod och
pension for fortroendevalda)

Arendenr: SKR2024/01212

Forbundsstyrelsens beslut

Styrelsen for Sveriges Kommuner och Regioner (SKR) har vid sammantrade den 18
oktober 2024 beslutat

att anta foreslagna revideringar i OPF-KL18 géllande 8§ 5 pensionsavgifter,
att det reviderade regelverket byter namn till OPF-KR 25,
att informera samtliga kommuner och regioner om &ndringarna,

att uppdra at kansliet att under perioden 2025-01-01-2025-10-01 se 6ver regelverket
i dess helhet och identifiera om det foreligger behov av andra eventuella
forandringar. Oversynen ska ske i dialog med medlemmarna.

Sammanfattning

Paragraf 5 i OPF-KL18 revideras for att folja samma niva for pensionsavgifter som
tjanstepensionsavtalet AKAP-KR och byta namn till OPF-KR 25.

Arendebeskrivning

SKR (och tidigare Kommunfoérbundet och Landstingsférbundet) har genom aren haft
ett forslag pa standardregelverk for fortroendevaldas pensioner m.m. for lokalt
antagande. Regelverken har haft olika benamningar, och anpassats utifran andrade
forutsattningar i omvérlden.

Sedan 2014 bendmns SKRs regelverk OPF — forslag till bestammelser om
omstallningsstdd och pension for fortroendevalda. En barande tanke med OPF &r
att bestdmmelserna ska underlatta och mojliggora for fortroendevald att forena
arbetsliv och uppdrag och darmed har bestammelserna i mojligaste man anpassats till

Sveriges Kommuner och Regioner

Post: 118 82 Stockholm, Besdk: Hornsgatan 20
Tfn: vaxel 08-452 70 00, Fax: 08-452 70 50
Org nr: 222000-0315, info@skr.se, www.skr.se


mailto:info@skl.se

2024-10-29 Vért dnr
SKR2024/01212

de pensions- och omstallningsavtal som galler for anstallda inom kommuner,
regioner och kommunalférbund.

Davarande SKL:s styrelse beslot i § 157/2018-09-14 att anta OPF-KL 18. Nivan for
pensionsavgift foljde davarande tjanstepensionsavtal AKAP-KL.

Sedan den 1 januari 2023 géller pensionsavtalet AKAP-KR for anstéllda inom
kommuner och regioner. Det helt avgiftsbestdmda pensionsavtalet har
pensionsavsattningar om 6 % respektive 31,5 %, vilket &r hdgre &n foreliggande
avgiftsnivaer i OPF.

Kansliet ska under perioden 2025-01-01-2025-10-01 se Over regelverket i dess helhet
och identifiera om det foreligger behov av andra eventuella forandringar. Oversynen
ska ske i dialog med medlemmarna.

Ett antal mindre justeringar av redaktionell karaktar har ocksa gjorts.

Regelverket redovisas i bilaga 1.
Sveriges Kommuner och Regioner

Anders Henriksson
Ordfdrande



2024-10-09

Forslag till bestimmelser om omstallningsstod,
pension och familjeskydd for fortroendevalda (OPF-
KR 25)

Allmant om bestammelserna

OPF-KR 25 innehaller omstallningsstod, pensionsbestammelser samt
familjeskydd for fortroendevalda som avses i 4 kap. 1 § kommunallagen. OPF-
KR 25 antas lokalt av fullméktige inom kommun, region eller
kommunalférbund.

OPF-KR 25 indelas i fyra kapitel:
1. Inledande bestammelser
o Lokal pensionsmyndighet
e Andringar av och tillagg till bestimmelserna
2. Omstallningsstod
e Aktiva omstallningsinsatser
e Ekonomiskt omstallningsstod
e FOrlangt ekonomiskt omstallningsstod
3. Pensionsbestammelser
e Auvgiftshestamd pensionsbehallning
e Sjukpension
e Efterlevandeskydd
4. Familjeskydd



Kapitel 1

Inledande bestammelser

81 Lokal pensionsmyndighet

| anslutning till att OPF-KR 25 antas ska en lokal pensionsmyndighet utses.
Pensionsmyndigheten har i uppgift att tolka och tillampa bestdmmelserna i OPF-
KR 25.

§ 2 Andringar av och tillagg till bestammelserna

Fortroendevald &r skyldig att folja de &ndringar av och de tillagg till dessa
bestammelser som kommunen, regionen eller kommunalférbundet fran tid till
annan beslutar.



Kapitel 2

Bestammelser om omstallningsstod for fortroendevalda

8§ 1 Tillampningsomrade m.m.

Bestdammelser om omstallningsstod galler for fortroendevald som avses i 4 kap.
1 8 kommunallagen och som fullgor uppdrag hos kommunen, regionen eller
kommunalférbundet pa heltid eller betydande del av heltid, med sammanlagt
minst 40 procent av heltid.

Bestdmmelserna géller for fortroendevalda som tilltratt i samband med valet
2014 eller senare. Bestammelserna galler fran samma tidpunkt dven for
fortroendevalda som i tidigare uppdrag inte omfattats av PBF, PRF-KL eller
andra omstéllnings- och pensionsbestammelser for fortroendevalda.

§ 2 Omstallningsstod

Omstallningsstod syftar till att under en begransad tid underlatta évergangen till
arbetslivet nar en fortroendevald l&mnat sitt (sina) uppdrag. Omstéllningsstod
kan besta av aktiva omstallningsinsatser, ekonomiskt omstéllningsstod och
forlangt ekonomiskt omstallningsstod.

Omstallningsstod forutsatter att den fortroendevalde sjalv aktivt verkar for att fa
ett nytt arbete.

§ 3 Aktiva omstéllningsinsatser

Majlighet till aktiva omstallningsinsatser har fértroendevald som innehaft ett
eller flera uppdrag och som lamnat sitt (sina) uppdrag efter minst fyra ars
sammanhangande uppdragstid och som inte uppnatt motsvarande i 32 a § LAS
angiven alder nar han eller hon lamnar sitt (sina) uppdrag.

Respektive kommun, region och kommunalférbund har att utifran den
fortroendevaldes individuella forutsattningar ta stéllning till lampliga aktiva
omstallningsinsatser samt vilken kostnadsram som ska galla. De atgarder som
erbjuds kan exempelvis, som pa arbetsmarknaden i dvrigt, besta av
radgivningsinsatser och kompletterande utbildning.

8 4 Ekonomiskt omstallningsstod



Ratt till ekonomiskt omstéllningsstdd har fortroendevald som l&mnat sitt (sina)
uppdrag efter minst ett ars sammanhangande uppdragstid.

FOr varje ar i uppdraget utges ett ekonomiskt omstallningsstod om tre manader.
Ekonomiskt omstallningsstod utges i hogst tre ar.

Underlaget for det ekonomiska omstallningsstodet beraknas pa den
fortroendevaldes genomsnittliga manadsarvode ganger tolv under det senaste
aret. Det ekonomiska omstallningsstddet utges med 85 procent av underlaget
under de tva forsta aren och med 60 procent under ar tre.

Ekonomiskt omstallningsstod utges av kommunen, regionen eller
kommunalférbundet som langst till och med kalendermanaden innan den
fortroendevalde uppnatt riktaldern for pension enligt 2 kap. 10 a-10 ¢ 8§ SFB .

Ratten att erhalla ekonomiskt omstallningsstod upphdér om den fortroendevalde
pa nytt blir innehavare av uppdrag med sammanlagt minst 40 procent av heltid
hos kommunen, regionen eller kommunalférbundet eller far uppdrag i riksdagen
eller regeringen i minst motsvarande omfattning.

85 Forlangt ekonomiskt omstallningsstod

Ratt till forlangt ekonomiskt omstallningsstod har fortroendevald som l&mnat
sitt (sina) uppdrag efter minst atta ars sammanhangande uppdragstid.

Forlangt ekonomiskt omstallningsstdd kan utges till fortroendevald fran den
tidigaste uttagsaldern for allmén pension och endast i omedelbar anslutning till
att ekonomiskt omstallningsstod enligt § 4 upphort. Forlangt ekonomiskt
omstallningsstod kan utges for ett ar i taget och som langst till och med
kalendermanaden innan den fortroendevalde uppnatt riktaldern for pension
enligt 2 kap. 10 a-10 c 8§ SFB.

Forlangt ekonomiskt omstéllningsstdd utges av kommunen, regionen eller
kommunalforbundet efter arsvis ansokan fran den fortroendevalde. Det
forlangda ekonomiska omstallningsstddet utges med 60 procent av underlaget
enligt § 4.

Ratten att erhalla forlangt ekonomiskt omstallningsstod upphér om den
fortroendevalde pa nytt blir innehavare av uppdrag med sammanlagt minst 40
procent av heltid hos kommunen, regionen eller kommunalférbundet, eller far
uppdrag i riksdagen eller regeringen.

§ 6 Samordning



Ekonomiskt omstallningsstdd och forlangt ekonomiskt omstéllningsstdd enligt
88 4 och 5 ska samordnas/minskas med forvarvsinkomster eller andra inkomster
som ersétter forvarvsinkomster.

Om en fortroendevald utfor arbete utan ersattning eller mot Iag erséttning, eller
far annan ersattning an forvarvsinkomst enligt ovan, kan pensionsmyndigheten
besluta att minska omstéliningsstodet med ett uppskattat inkomstbelopp,
motsvarande den inkomst som kan anses vara skalig.

Omstallningsersattningarna enligt 88 4 och 5 ska samordnas/minskas med andra
forvarvsinkomster om inte annat anges.

Det forsta arets utbetalning av ekonomiskt omstallningsstod samordnas inte med
forvarvsinkomster. De tva foljande aren undantas arligen ett prisbasbelopp fran
samordning.

§ 7 Uppgiftsskyldighet

En fortroendevald ar skyldig att Iamna de uppgifter som pensionsmyndigheten
begar for att kunna faststélla ratten till och berédkna omstallningsstdd,
ekonomiskt omstéliningsstod och forlangt ekonomiskt omstallningsstod.

Har fortroendevald erhallit omstéllningsstod, ekonomiskt omstallningsstod eller
forlangt ekonomiskt omstéliningsstod obehorigen eller med for hdgt belopp
genom oriktiga uppgifter, underlatenhet att fullgora anmalningsskyldighet eller
pa annat satt eller har fortroendevald i annat fall bort inse att utbetalningen var
oriktig, ska det for mycket utbetalda beloppet aterbetalas. Pensionsmyndigheten
kan — om séarskilda skal foreligger — besluta att helt eller delvis avsta fran
efterkrav.

88 Ansokan om omstéallningsstod

Anstkan om omstallningsstod enligt 88 3-5 ska goras skriftligt enligt de
anvisningar som pensionsmyndigheten utféardar.

Ansokan om omstallningsstdd enligt 88 3-5 ska goras i anslutning till att den
fortroendevalde l&mnar/minskar sitt (sina) uppdrag.

8 9 Utbetalning av ekonomiskt eller forlangt ekonomiskt omstaliningsstod

Om rétt till ekonomiskt eller forlangt ekonomiskt omstallningsstod foreligger
bor den fortroendevalde fa sadant omstéllningsstéd utbetalat inom tre manader
efter det att pensionsmyndigheten tagit emot sadan ansokan.



Kapitel 3

Pensionsbestammelser

§ 1 Tillampningsomrade m.m.

Bestdmmelser om pension géller for fortroendevald som avses i 4 kap. 1 8
kommunallagen och som fullgor uppdrag hos kommunen, regionen eller
kommunalférbundet.

Bestdmmelserna géller for fortroendevalda som tilltratt i samband med valet
2014 eller senare. Bestammelserna galler fran samma tidpunkt dven for
fortroendevalda som i tidigare uppdrag inte omfattats av PBF, PRF-KL eller
andra omstallnings- och pensionsbestammelser for fortroendevalda.

Pensionsbestammelserna tillampas for fortroendevald, oavsett uppdragets
omfattning, om inte annat anges.

Pensionsbestammelserna galler inte for fortroendevald som vid tilltradet av sitt
(sina) uppdrag har uppnatt motsvarande i 32 a 8 LAS angiven alder.

§ 2 Pensionsférmanernas omfattning

Pensionsformaner enligt dessa bestammelser ér:

a. avgiftsbestamd alderspension
b. sjukpension
C. efterlevandeskydd

§ 3 Avgiftsbestamd alderspension

En fortroendevald har ritt till avgiftsbestamd alderspension enligt 88§ 4 — 9.

§ 4 Pensionsgrundande inkomst

En fortroendevalds pensionsgrundande inkomst beréknas per kalenderar och
begransas till hogst 30 inkomstbasbelopp.

Den pensionsgrundande inkomsten utgors av den fortroendevaldes arsarvode,
sammantrédeserséttningar samt andra i det pensionsgrundande uppdraget
(uppdragen) utgivna kontanta ersattningar.

For fortroendevald med uppdrag pa heltid eller betydande del av heltid som
under ledighet till foljd av sjukdom, olycksfall, arbetsskada eller



foraldraledighet fatt avdrag fran sitt arvode, ska den pensionsgrundande
inkomsten rdknas om (hojas) med vad som avdragits.

| den pensionsgrundande inkomsten ska inte inga ersattning som betalas ut till
fortroendevald enligt 4 kap. 12 § kommunallagen for forlorad arbetsinkomst,
semesterforman eller tjanstepensionsforman eller ersattning som utgor
traktamente eller kostnadsersattning.

§ 5 Pensionsavgifter

Pensionsavgiften berdknas i procent pa den fortroendevaldes pensionsgrundande
inkomst enligt § 4.

Pensionsavgiften ar 6 procent pa den pensionsgrundande inkomsten upp till och
med 7,5 inkomstbasbelopp.

Pensionsavgiften ar 31,5 procent pa de delar av den pensionsgrundande
inkomsten som 6verstiger 7,5 inkomstbasbelopp, intill dess den fortroendevalde
har uppnatt motsvarande i 32 a § LAS angiven alder. Darefter ar
pensionsavgiften 6 procent pa hela den pensionsgrundande inkomsten.

For fortroendevald med uppdrag pa heltid eller betydande del av heltid med
sammanlagt minst 40 procent av heltid, och som far rétt till sjuk- eller
aktivitetsersattning enligt SFB och som en f6ljd harav med stdd av 4 kap. 6 §
kommunallagen befrias fran sitt uppdrag foére mandatperiodens utgang, ska
pensionsavgift tillgodoraknas under tid da den fortroendevalde har ratt till sjuk-
eller aktivitetsersattning enligt SFB.

Anmarkning

Pensionsavgift ska avsattas i forhallande till nedsatt arbetsférmaga i uppdraget
(uppdragen). Pensionsavgiften berdknas pa den pensionsgrundande inkomsten aret fore
den fortroendevalde beviljas sjuk- eller aktivitetserséttning. Pensionsavgiften avsatts till
den fortroendevaldes pensionsbehallning.

Fortroendevald tillgodoraknas pensionsavgift fran kommunen, regionen eller
kommunalforbundet endast om den for kalenderaret &r hogre dn 3 procent av
samma ars inkomstbasbelopp. Da fortroendevald inte tillgodoraknas
pensionsavgift betalar kommunen, regionen eller kommunalférbundet ut
motsvarande belopp direkt till den fértroendevalde i form av erséttning som inte
ar pensionsgrundande. Fran och med 2019 uppréknas nivan 200 kr arligen med
forandringen av inkomstbasbeloppet.



86 Pensionsbehallning

Pensionsavgiften for ett kalenderar avsatts senast den 31 mars foljande ar till en
pensionsbehallning hos respektive kommun, region eller kommunalférbund, dar
den fortroendevalde har innehaft uppdrag. Med pensionsbehallning avses
summan av de arliga pensionsavgifter som intjanats hos respektive kommun,
region eller kommunalférbund.

Pensionshehallningen raknas upp arligen (indexeras) med forandringen av
inkomstbasbeloppet.

Pensionsbehallningen innehaller ett efterlevandeskydd enligt § 11.

8 7 Information

Pensionsmyndigheten ska l[amna information till den foértroendevalde om hans
eller hennes pensionsbehallning, pensionsgrundande inkomst och avséttning av
pensionsavgift.

§ 8 Utbetalning av avgiftsbestamd alderspension

Utbetalning av avgiftsbestamd alderspension, dvs pensionsbehallningen enligt §
6, sker manadsvis, livsvarigt, tidigast fran den tidpunkt den fortroendevalde kan
fa allman pension utbetalad och i évrigt enligt dverenskommelse mellan den
fortroendevalde och pensionsmyndigheten.

Ansokan om avgiftsbestamd alderspension ska goras enligt de anvisningar som
pensionsmyndigheten faststéllt. Den fortroendevalde bor fa pension utbetalad
inom tre manader efter det att pensionsmyndigheten tagit emot sadan ansokan.

Avgiftshestamd alderspension kan utbetalas som engangsersattning till
fortroendevald om vardet av pensionsbehallningen ar hogst 150 % av
inkomstbasbeloppet aret innan utbetalning av formanen borjar.

8 9 Uppgiftsskyldighet

Fortroendevald &r skyldig att lamna de uppgifter som pensionsmyndigheten
begar for att kunna faststélla ratten till och berékna avsattning till
pensionsbehallning. Lamnas inte sadana uppgifter kan pensionsmyndigheten
besluta att avsattningen ska minskas i skélig omfattning.

Om fortroendevald genom att lamna oriktiga uppgifter inte fullgér sin
uppgiftsskyldighet eller pa annat satt orsakar att for hog pensionsavgift avsatts,
kan detta belopp aterkréavas eller avraknas pa kommande avsattningar av
pensionsavgift.

Pensionsmyndigheten kan besluta att helt eller delvis efterge beloppet.



§ 10 Sjukpension

Sjukpension betalas ut till fértroendevald med uppdrag pa heltid eller betydande
del av heltid med sammanlagt minst 40 procent av heltid och som far ratt till
sjuk- eller aktivitetsersattning enligt SFB och som en foljd hérav med stod av 4
kap. 6 8 kommunallagen avgar fran sitt uppdrag fore mandatperiodens utgang.

Sjukpensionen grundas och berdknas pa det genomsnittliga manadsarvodet som
den fortroendevalde hade kalenderaret fore insjuknandetidpunkten ganger tolv.
Pensionsmyndigheten kan i sarskilt fall fatta beslut om annat
berakningsunderlag.

Sjukpensionens niva motsvarar nivan for den manadsersattning som utgar till
anstallda enligt AGS-KL.

Sjukpension utges under tid som den fortroendevalde har rétt till sjuk- eller
aktivitetsersattning enligt SFB. Upphor rétten till sjuk- eller aktivitetsersattning
upphor ocksa ratten till sjukpension.

Anmarkningar

1. Sjukpensionen utges i forhallande till nedsatt arbetsformaga i uppdraget
(uppdragen).

2. Sjukpensionen ska vérdesakras pa motsvarande satt som i de bestammelser som
galler for utbetalning av manadserséattning enligt AGS-KL.

Fortroendevald som befrias/frantrader sitt uppdrag p g a sjukdom har ratt till
efterskydd under 270 kalenderdagar. Efterskyddet innebér att ratt till
sjukpension foreligger om fortroendevald under efterskyddstid beviljas sjuk-
eller aktivitetsersattning.

Den fortroendevaldes ratt till efterskydd upphor om den fortroendevalde
tilltrader en anstéllning eller annat uppdrag férenat med pensionsrétt.

Pensionsmyndigheten kan i sarskilt fall fatta beslut om forlangd efterskyddstid.

§ 11 Efterlevandeskydd

Efterlevandeskydd enligt 8 6 innebar att den fortroendevaldes
pensionsbehallning betalas till efterlevande make/maka, registrerad partner,
sambo eller barn vid fortroendevalds dddsfall.

Efterlevandeskydd betalas i forsta hand till efterlevande make/maka, registrerad
partner och sambo. | andra hand betalas efterlevandeskydd till barn.

Om det finns flera barn med rétt till efterlevandeskydd ska pensionsbehallningen
delas lika mellan dessa barn.



Vid dodsfall utbetalas vardet av pensionsbehallningen, enligt § 6, till
formansberattigad efterlevande under fem ar.

Efterlevandeskydd kan utbetalas som en engangserséttning till efterlevande om
vérdet av pensionsbehallningen &r hogst 150 % av inkomstbasbeloppet aret fore
utbetalning av formanen borjar.

§ 12 Vissa inskrankningar i ratten till pensionsforman

Angaende pafoljd i pensionsférmanshanseende for den som uppsatligen
framkallat fortroendevalds arbetsoférmaga eller dod ska galla vad som anges i
18, 19, 20 a och 100 a 88 lagen om forsékringsavtal.

§ 13 Finansiering

For utfastelser enligt dessa bestammelser svarar kommun, region och
kommunalforbund.

8 14 Ansdkan om och utbetalning av sjukpension och efterlevandeskydd
Utbetalning av sjukpension och efterlevandeskydd sker manadsvis.

Anstkan om sjukpension och efterlevandeskydd ska goras enligt de anvisningar
som pensionsmyndigheten utférdar. Den fortroendevalde eller
formansberattigade bor fa sjukpension eller efterlevandeskydd utbetalad inom
tre manader efter det att pensionsmyndigheten tagit emot sadan ansokan.

§ 15 Uppgiftsskyldighet m.m.

Fortroendevald eller hans eller hennes efterlevande ar skyldig att [amna de
uppgifter som pensionsmyndigheten begér for att faststalla ratten till
sjukpension och efterlevandeskydd. Fortroendevald eller efterlevande som inte
fullgor de skyldigheter pensionsmyndigheten faststéllt forverkar ratten till
formaner och kan inte genom att senare fullgéra skyldigheten aterfa ratten till
forverkat belopp mer &n sex manader tillbaka. Pensionsmyndigheten kan dock
medge undantag.



Kapitel 4

Familjeskydd vid fortroendevalds dodsfall

§ 1 Tillampningsomrade m.m.

Bestdmmelser om familjeskydd galler for fortroendevald som avses i 4 kap. 1 §
kommunallagen och som fullgor uppdrag hos kommunen, regionen eller
kommunalférbundet pa heltid eller betydande del av heltid, med sammanlagt
minst 40 procent av heltid.

Bestammelserna om familjeskydd trader ikraft vid den tidpunkt da OPF-KR 25
antas av fullmaktige, eller fran den tidpunkt som fullmaktige beslutar.
Bestammelserna galler fran samma tidpunkt dven for fortroendevalda som i
tidigare uppdrag inte omfattats av PBF, PRF-KL eller andra omstélinings- och
pensionsbestammelser for fortroendevalda.

§ 2 Ratt till familjeskydd
En fortroendevalds efterlevande har ratt till

- familjeskydd vid fortroendevalds dodsfall till efterlevande vuxen,
och

- familjeskydd vid fortroendevalds dodsfall till efterlevande barn.
8§ 3 Familjeskydd vid fortroendevalds dodsfall

En fortroendevalds efterlevande har rétt till familjeskydd om den
fortroendevalde avlider:

a) under tid da han eller hon uppfyller forutsattningarna enligt § 1,
b) under tid da han eller hon far sjukpension enligt Pensionsbestammelser § 10

Ratten till familjeskydd vid den fortroendevaldes dodsfall galler ocksa om den
fortroendevalde avlider:

c) inom sex manader efter det att den fortroendevalde befrias/frantrader sitt
uppdrag.

En fortroendevalds efterlevande har inte ratt till familjeskydd enligt punkterna

b) — ¢) om den foértroendevalde vid tidpunkten for dodsfallet hade en anstallning
eller uppdrag med pensionsrétt och den fortroendevalde genom anstallning eller
uppdrag hade motsvarande skydd for efterlevande.



8 4 Familjeskydd till efterlevande vuxen

Familjeskydd till efterlevande vuxen betalas ut till den fortroendevaldes make,
maka, sambo och registrerad partner som den avlidne hade vid tidpunkten for
dodsfallet.

8§ 5 Berakning och utbetalning av familjeskydd till efterlevande vuxen

En efterlevande vuxen, med ratt till familjeskydd till efterlevande vuxen enligt
ovan, har ratt till forman i fem ars tid.

Fran och med manaden efter att den fortroendevalde avlidit och fram till och
med slutet av samma ar motsvarar den manatliga formanens varde

1,1 inkomstbasbelopp delat med tolv. Frmanen ska darefter arligen raknas upp
med forandringen av prisbasbeloppet.

Familjeskydd till efterlevande vuxen ska utbetalas manadsvis och i lika stora
delar.

§ 6 Familjeskydd till efterlevande barn

Familjeskydd till efterlevande barn betalas ut till den fortroendevaldes
arvsberéattigade barn till och med manaden innan barnet fyller arton ar.

Ratten till familjeskydd till efterlevande barn géller dven for den tid da barnet
har ratt till barnpension enligt SFB.

Ratt till familjeskydd till efterlevande barn har dven det barn som den
fortroendevalde med socialndmndens medgivande tagit emot i sitt hem for vard
och fostran i adoptionssyfte.

§ 7 Berakning och utbetalning av familjeskydd till efterlevande barn

Ett efterlevande barn, med ratt till familjeskydd enligt ovan, har, fran och med
manaden efter att den fértroendevalde avlidit och fram till och med slutet av
samma ar, ratt till en manatlig forman motsvarande 0,5 inkomstbasbelopp delat
med tolv. Férmanen ska darefter arligen raknas upp med férandringen av
prisbasbeloppet.

Det sammanlagda manatliga formansvéardet av familjeskydd till efterlevandes
samtliga barn kan dock aldrig 6verstiga vardet av 1,5 inkomstbasbelopp det ar
dodsfallet intraffade delat med tolv.

Vid fler an tre efterlevande barn bestams den manatliga formanens varde till vart
och ett av de efterlevande barnen till motsvarande en tolftedel av vardet av 1,5
inkomstbasbelopp aret da den fortroendevalde avled delat med antalet
efterlevande barn med ratt till familjeskydd till efterlevande barn, darefter
arligen uppraknat med forandringen av prisbasbeloppet.



Om ett efterlevande barn till en fortroendevald framstaller ansprak pa
familjeskydd till efterlevande barn forst efter det att sddan forman har bérjat
betalas ut, ska redan utbetalda formaner inte omfordelas mellan barnen.

Familjeskydd vid den fortroendevaldes dodsfall till efterlevande barn ska
utbetalas manadsvis och i lika stora delar.

§ 8 Utbetalning av férmaner

Familjeskyddet betalas ut till den fortroendevaldes efterlevande manadsvis,
senast tre manader efter det att kommunen, regionen eller kommunalférbundet
har tagit emot ett fullstandigt underlag for utbetalningen.

Om den fortroendevalde har befriats/frantratt sitt uppdrag och den
fortroendevalde omfattas av familjeskydd, ska den som gor ansprak pa forman
anmaéla dodsfall enligt anvisningar fran pensionsmyndigheten.

Nar anmalan inkommit, anses kommun, region eller kommunalforbund ha fatt
kannedom om dodsfallet.

For att ratten till forman ska kunna bedémas ska den som gor ansprak pa forman
lamna de uppgifter som begérs av pensionsmyndigheten samt lata
pensionsmyndigheten hamta in uppgifter om den fortroendevalde fran
nuvarande och tidigare arbetsgivare, uppdragsgivare, Skatteverket,
Forsékringskassan eller forsékringsinrattning.

Om efterlevande lamnar oriktiga uppgifter som leder till att for hogt
familjeskydd utbetalas, kan det for hogt utbetalda beloppet avraknas fran
kommande utbetalningar eller helt eller delvis aterkravas. Detta galler under
forutsattning att efterlevande insett eller borde ha insett att lamnade uppgifter
var oriktiga. Pensionsmyndigheten kan besluta att helt eller delvis efterge
beloppet.

Pensionsmyndigheten kan besluta att en efterlevande forlorar sin ratt till
familjeskydd med anledning av att han eller hon uppsatligen har framkallat den
fortroendevaldes dod. Omstandigheterna ska vara sadana som anges i 12 kap. 8
§ forsta stycket FAL.
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Sammanfattning

SKR:s styrelse har den 19 december 2025 antagit forslag till nya
bestammelser fér omstéllningsstdd, pension och familjeskydd for
fortroendevalda — OPF-KR 26. Reglerna géller for uppdrag som tilltrads
efter valet 2026 eller senare och &r indelade i fyra kapitel: inledande

bestammelser, omstallningsstdd, pensionsbestammelser och familjeskydd.

Foljande forandringar infors:

Omstallningsstod: En ny regel infors som utesluter omstéliningsstod vid
fangelsedom pa tva ar eller mer.

Tid hos annan uppdragsgivare far raknas in i kvalifikationstid.
Samordning med all inkomst redan fran forsta aret, med fribelopp
motsvarande en tolftedel av prisbasbeloppet.

Pension:

Ingen utbetalning av belopp under 250 kr per ar.

Kortare utbetalningstid (minst 10 ar) majlig.

Tidigaste uttag vid 62 ar, automatisk utbetalning vid 70 ar.
Sambobegreppet fortydligas.

Familjeskydd:
Endast ett helt familjeskydd kan betalas ut, &ven vid flera uppdrag.
Sambobegreppet klargors.

En ny forsakringsteknisk bilaga med uppdaterade delningstal samt en

reviderad kommentar som fortydligar och starker dokumentets végledande

funktion ar ocksa antagna.

Sveriges Kommuner och Regioner
info@skr.se, www.skr.se

Post: 118 82 Stockholm Besok: Hornsgatan 20
Tfn: 08-452 70 00 Org nr: 222000-0315
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OPF-KR 26

Sveriges Kommuner och Regioners styrelse har den 19 december 2025
antagit forslag till nya bestimmelser om omstéllningsstdd, pension och
familjeskydd till fortroendevalda (OPF-KR) for att kunna tillampas pa
fortroendevalda som tilltrader ett (eller flera) uppdrag efter valet 2026 eller
senare. Den nya versionen bendmns OPF-KR 26.

Forslag till OPF-KR 26 ar utformat med utgangspunkt att ett
fortroendeuppdrag inom kommuner och regioner utgor en viktig del av den
demokratiska strukturen och darfor kréver sarskilda villkor anpassade for
uppdraget.

OPF-KR 26 ar fortsatt indelat i fyra kapitel; inledande bestammelser,
omstéllningsstdd, pensionsbestdammelser samt familjeskydd.

Forslaget innehaller i korthet féljande forandringar:
Kapitel 2, bestdmmelser om omstéllningsstod for fortroendevalda.

En ny § 2a infors som ger rétt till att neka omstallningsstdd om den
fortroendevalde déms till fangelse i tva ar eller mer.

Tid i uppdrag hos annan uppdragsgivare som tillampar OPF-KR 26 eller
tidigare far tillgodoraknas vid berakning av kvalifikationstid for
ekonomiskt omstallningsstéd samt forlangt ekonomiskt omstéliningsstod.

Samordningsreglerna gallande ekonomiskt omstéllningsstod samt forlangt
ekonomiskt omstallningsstod forandras i §7. Omstallningsstoden foreslas
samordnas med all forvarvsinkomst och/eller annan inkomst fran och med
det forsta aret med omstallningsstod. Av administrativa skal foreslas att
fran samordningen undanta ett fribelopp som per manad motsvarar en
tolftedel av samma ars prishasbelopp.

Kapitel 3, pensionshestammelser

Belopp understigande 250 kronor avseende ett kalenderar utbetalas inte. |
tidigare versioner av OPF-KR justerades beloppet arligen genom
indexering, men denna rutin har av administrativa skal tagits bort.

En majlighet till kortare utbetalningstid av pensionsbehallningen om minst
10 ar har inforts.

Tidigaste alder for uttag av pensionsbehallning har justerats till 62 ar.

En regel om automatisk utbetalning av pensionsbehallningen vid 70 ar har
ocksa inforts. Detta for att pensionsbehallningen inte ska gldmmas bort.

Sambobegreppet fortydligas med hanvisning till sambolageni § 11,
efterlevandeskydd.
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Kapitel 4, familjeskydd vid fortroendevalds dodsfall

| 83 infors en regel om att endast ett helt familjeskydd kan falla ut oavsett
om man har flera uppdrag hos flera uppdragsgivare.

I ny anmérkning till § 4 har sambobegreppet fortydligats.
Kommentaren till OPF-KR 26

Kommentaren till OPF-KR 26 har reviderats i syfte att fortydliga och dka
dess vagledande funktion.
Ovrigt

En uppdaterad forsakringsteknisk bilaga med nya delningstal har inforts
och ersatter den tidigare fran 2014. Bilagan har moderniserats och
beskriver bland annat hur pensionsbehallningen ska raknas upp i hogre
aldrar.

SKR rekommenderar att lokalt antagande av OPF-KR 26 gors med
ikrafttradandedatum tidigast fran och med 15 oktober 2026.

Forslag till lokala beslut

I enlighet med Sveriges Kommuner och Regioners styrelses beslut foreslas:

att anta bestdammelser om omstallningsstdd, pension och familjeskydd for
fortroendevalda (OPF-KR 26) med tillhérande bilagor.

Fragor med anledning av detta cirkular besvaras av Victoria Bergner.

SLUT UPPGIFTER FOR CIRKULARDATABASEN

Sveriges Kommuner och Regioner
Avdelningen for arbetsgivarpolitik

Jeanette Hedberg

Victoria Bergner
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Bilagor:

Bilaga 1 - OPF-KR 26

Bilaga 2 - Kommentar till OPF-KR 26
Bilaga 3 - Delningstal OPF-KR 26



Delningstal OPF-KR 26

Forskottsranta 1,6%, inga belastningar
Finansinspektionens livslangdsantaganden enligt RIPS 2021
Generation 60 tal

Hansyn till linjar dédlighet fran 97

Dodsfall fore pensionsalder garanterad utbetalning i 5 ar

Delningstal
4,8067

Livsvarig utan

aterbetalnings-  Livsvarig med 20 ars

skydd/garanti utbetalnings-garanti

Kvinna 50% Man

50% Kvinna 50% Man 50%

Uttagsalder Delningstal Delningstal

6011 22,2576 23,264
6100 22,2092 23,2242
6101 22,1608 23,1845
6102 22,1124 23,1449
6103 22,0639 23,1053
6104 22,0154 23,0658
6105 21,9669 23,0263
6106 21,9183 22,9868
6107 21,8697 22,9475
6108 21,821 22,9081
6109 21,7724 22,8688
6110 21,7236 22,8296
6111 21,6749 22,7904
6200 21,6261 22,7513
6201 21,5773 22,7123
6202 21,5284 22,6733
6203 21,4796 22,6344
6204 21,4306 22,5955
6205 21,3817 22,5567
6206 21,3327 22,5179
6207 21,2837 22,4793
6208 21,2346 22,4406
6209 21,1855 22,4021
6210 21,1364 22,3636
6211 21,0873 22,3252
6300 21,0381 22,2869

6301 20,9889 22,2486



6302
6303
6304
6305
6306
6307
6308
6309
6310
6311
6400
6401
6402
6403
6404
6405
6406
6407
6408
6409
6410
6411
6500
6501
6502
6503
6504
6505
6506
6507
6508
6509
6510
6511
6600
6601
6602
6603
6604
6605
6606
6607
6608
6609
6610
6611
6700

20,9397
20,8904
20,8411
20,7918
20,7424

20,693
20,6436
20,5941
20,5446
20,4951
20,4456

20,396
20,3464
20,2968
20,2472
20,1975
20,1478
20,0981
20,0483
19,9985
19,9487
19,8989

19,849
19,7991
19,7492
19,6993
19,6493
19,5994
19,5494
19,4993
19,4493
19,3992
19,3491

19,299
19,2489
19,1987
19,1485
19,0983
19,0481
18,9978
18,9476
18,8973

18,847
18,7967
18,7464

18,696
18,6456

22,2104
22,1722
22,1342
22,0962
22,0583
22,0205
21,9827

21,945
21,9075
21,8699
21,8325
21,7952
21,7579
21,7207
21,6836
21,6466
21,6097
21,5729
21,5362
21,4995

21,463
21,4265
21,3902
21,3539
21,3178
21,2817
21,2457
21,2099
21,1741
21,1385
21,1029
21,0675
21,0321
20,9969
20,9618
20,9268
20,8919
20,8571
20,8224
20,7879
20,7534
20,7191
20,6849
20,6509
20,6169
20,5831
20,5493



6701
6702
6703
6704
6705
6706
6707
6708
6709
6710
6711
6800
6801
6802
6803
6804
6805
6806
6807
6808
6809
6810
6811
6900
6901
6902
6903
6904
6905
6906
6907
6908
6909
6910
6911
7000
7001
7002
7003
7004
7005
7006
7007
7008
7009
7010
7011

18,5952
18,5448
18,4944

18,444
18,3935

18,343
18,2926
18,2421
18,1915

18,141
18,0905
18,0399
17,9894
17,9388
17,8882
17,8376

17,787
17,7363
17,6857

17,635
17,5844
17,5337

17,483
17,4323
17,3817

17,331
17,2802
17,2295
17,1788
17,1281
17,0773
17,0266
16,9759
16,9251
16,8744
16,8236
16,7728
16,7221
16,6713
16,6205
16,5698

16,519
16,4682
16,4175
16,3667
16,3159
16,2651

20,5158
20,4823

20,449
20,4158
20,3827
20,3497
20,3169
20,2843
20,2517
20,2193

20,187
20,1549
20,1229
20,0911
20,0593
20,0278
19,9963
19,9651
19,9339
19,9029
19,8721
19,8414
19,8109
19,7805
19,7503
19,7202
19,6903
19,6605
19,6309
19,6014
19,5721

19,543

19,514
19,4852
19,4566
19,4281
19,3998
19,3716
19,3436
19,3158
19,2882
19,2607
19,2334
19,2063
19,1794
19,1526

19,126



7100
7101
7102
7103
7104
7105
7106
7107
7108
7109
7110
7111
7200
7201
7202
7203
7204
7205
7206
7207
7208
7209
7210
7211
7300
7301
7302
7303
7304
7305
7306
7307
7308
7309
7310
7311
7400
7401
7402
7403
7404
7405
7406
7407
7408
7409
7410

16,2144
16,1636
16,1129
16,0621
16,0113
15,9606
15,9098
15,8591
15,8084
15,7576
15,7069
15,6562
15,6055
15,5548
15,5041
15,4534
15,4027
15,3521
15,3014
15,2508
15,2001
15,1495
15,0989
15,0483
14,9977
14,9471
14,8966

14,846
14,7955

14,745
14,6945
14,6441
14,5936
14,5432
14,4927
14,4423

14,392
14,3416
14,2913
14,2409
14,1906
14,1404
14,0901
14,0399
13,9897
13,9395
13,8894

19,0996
19,0733
19,0472
19,0214
18,9956
18,9701
18,9448
18,9196
18,8946
18,8698
18,8452
18,8208
18,7966
18,7725
18,7486

18,725
18,7015
18,6782
18,6551
18,6322
18,6094
18,5869
18,5646
18,5424
18,5205
18,4987
18,4772
18,4558
18,4346
18,4136
18,3929
18,3723
18,3519
18,3317
18,3117
18,2919
18,2723
18,2529
18,2337
18,2147
18,1959
18,1773
18,1589
18,1407
18,1227
18,1049
18,0873



7411
7500
7501
7502
7503
7504
7505
7506
7507
7508
7509
7510
7511
7600
7601
7602
7603
7604
7605
7606
7607
7608
7609
7610
7611
7700
7701
7702
7703
7704
7705
7706
7707
7708
7709
7710
7711
7800
7801
7802
7803
7804
7805
7806
7807
7808
7809

13,8392
13,7891
13,7391

13,689

13,639

13,589

13,539
13,4891
13,4392
13,3894
13,3395
13,2897
13,2399
13,1902
13,1405
13,0908
13,0412
12,9916

12,942
12,8925

12,843
12,7936
12,7441
12,6948
12,6454
12,5962
12,5469
12,4977
12,4485
12,3994
12,3503
12,3013
12,2523
12,2033
12,1544
12,1056
12,0568

12,008
11,9593
11,9107

11,862
11,8135

11,765
11,7165
11,6681
11,6198
11,5714

18,0699
18,0527
18,0357
18,0189
18,0023
17,9859
17,9697
17,9537
17,9379
17,9222
17,9068
17,8916
17,8766
17,8617
17,8471
17,8326
17,8184
17,8043
17,7905
17,7768
17,7633
17,7501

17,737
17,7241
17,7113
17,6988
17,6865
17,6743
17,6624
17,6506

17,639
17,6276
17,6164
17,6053
17,5945
17,5838
17,5733

17,563
17,5528
17,5429
17,5331
17,5235

17,514
17,5048
17,4957
17,4867

17,478



7810 11,5232 17,4694

7811 11,475 17,461
7900 11,4269 17,4527
7901 11,3788 17,4446
7902 11,3308 17,4367
7903 11,2828 17,4289
7904 11,2349 17,4212
7905 11,187 17,4138
7906 11,1393 17,4065
7907 11,0915 17,3993
7908 11,0439 17,3923
7909 10,9962 17,3854
7910 10,9487 17,3787
7911 10,9012 17,3721
8000 10,8538 17,3657

RIPS 21 (version 2021) Ett nytt livslingdsantagande infordes 2021 genom beslut i SKR:s
styrelse 23 april. Det nya antagandet bygger pa data for kommunsektorns egna anstélldas
dodlighet och inkomster. Vid skattning av dodlighetsparametrar har ocksa en annan metod
tillampats, sa kallad ekonomisk dodlighet, vilken beaktar skillnader i dédlighet fér anstallda
i olika inkomstskikt.
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Kommentar till bestdmmelser om omstallningsstdd, pension
och familjeskydd for fortroendevalda (OPF-KR 26)

Inledning

I kommentaren till OPF-KR 26 behandlas de foreslagna bestdmmelserna om
omstéllningsstdd, pension och familjeskydd for fortroendevalda. Kommentaren foljer
samma struktur som OPF-KR 26.

OPF-KR 26 ar utformat for att tillampas pa fortroendevalda som tilltrader ett eller
flera uppdrag for forsta gangen efter valet 2014 eller senare. Bestammelserna galler i
vissa delar &ven for fortroendevalda som tidigare inte omfattats av PBF, PRF-KL eller
andra pensionsbestammelser for fortroendevalda. OPF-KR 26 ersétter samtliga av de
tidigare regelverken OPF-KR 25, OPF-KL 18 och OPF-KL 14.

En uppdaterad forsakringsteknisk bilaga har inforts och ersatter den tidigare fran
2014. Bilagan har moderniserats och beskriver bland annat hur pensionsbehallningen
raknas upp i hogre aldrar.

Kommuner, regioner och kommunalférbund som annu inte har antagit OPF-KR (eller
tidigare OPF-KL) bor notera att de framtagna kommentarerna och riktlinjerna for
tillampning bygger pa antagandet att OPF-KL 14, OPF-KL 18 och/eller OPF-KR 25
redan ar antagna.

SKR rekommenderar att OPF-KR 26 antas med ikrafttraédande den 15 oktober 2026.
Datumet &r valt for att sammanfalla med starten av en ny mandatperiod. Syftet ar att
undvika forandringar av villkor under pagaende mandatperiod och skapa
forutséagbarhet och likvardighet for de fortroendevalda.

Definitioner och forklaringar i OPF-KR 26

Fortroendevald som avses i 4 kap. | “"Med fortroendevalda avses i denna lag

1 8 kommunallagen (2017:725) ledaméter och ersattare i fullméaktige,
namnder och fullméktigeberedningar, de som
fullgér fortroendeuppdrag som angesi 2 §
forsta stycket samt revisorer.

Med fortroendevalda avses ocksa ledamater
och erséttare i den beslutande forsamlingen,
forbundsstyrelsen eller ndgon annan namnd,
de beslutande férsamlingarnas beredningar
samt revisorer i ett kommunalférbund. ”

Fullmaktige Med fullmaktige avses kommunfullmaktige,
regionfullméktige samt forbundsfullméktige.
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Lokal pensionsmyndighet Det beslutande organ, eller funktion, som ska
ha till uppgift att tolka och tillampa
bestammelserna i OPF-KR 26. Den lokala
pensionsmyndigheten kan vara fullméktige
eller kommunstyrelsen men kan ocksa
delegeras till exempelvis arvodesberedningen
eller tjanstefunktion.

Fullgor uppdrag pa betydande del Med betydande del av heltid, avses
av heltid sammanlagt minst 40 procent av en
heltidstjanst. Att betydande del anges till 40
procent &r en uttolkning av kommunallagen.

Forvarvsinkomst Med forvarvsinkomst, och andra inkomster
som ersatter forvarvsinkomst, avses sadana
inkomstslag som anges

- 159 kap. socialforsékringsbalken (SFB)
t.ex. sjukpenning, foraldrapenningférmaner,
inkomstrelaterad sjuk- och
aktivitetsersattning samt

enligt Skatteverkets definition av
forvéarvsinkomst.

All annan inkomst &n kapitalinkomst &r
forvarvsinkomst.

De vanligaste forvarvsinkomsterna ar en pa
basis av ett arbetsforhallande erhallen 16n och
en inkomst som ska jamstallas med denna
samt pension. Aven en i stallet for denna
inkomst erhallen inkomst, forman eller
ersattning, t.ex. arbetsloshetsdagpenning och
dagtraktamente av olycksfallsforsakring, ar
forvéarvsinkomst.

Forvarvsinkomsten ansluter sig dock inte
alltid till utférande av arbete, eftersom &ven
t.ex. en fortackt dividend &r forvarvsinkomst.
Forvarvsinkomst ar enligt rattspraxisen ocksa
en garantiprovision (HFD 1994/2895).

Av resultatet av néringsverksamhet och
jordbruk kan &ven en del vara
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forvéarvsinkomst. Av dessa inkomster avskiljs
forst kapitalinkomstandelen och resten
beskattas som forvarvsinkomst. Aven
inkomstandelen for en delégare i en
sammanslutning och den dividend som ett
annat bolag én ett borsbolag har utbetalat
indelas i en kapital- och
forvarvsinkomstandel.

Pensionsgrundande inkomst Den fortroendevaldes arsarvoden,
sammantradesersattningar samt andra i det
pensionsgrundande uppdraget (uppdragen)
utgivna kontanta ersattningar.

Mandatperiod En mandatperiod &r den period den
fortroendevalde har sitt uppdrag. | Sverige
utgor en politisk mandatperiod oftast fyra ar
och mandatperioden fér kommunfullméktige
I6per mellan valen fran och med den 15
oktober valaret (kap 5 § 9 forsta stycket
kommunallagen).

Cirkuléar och évrig information avseende OPF-KR/KL
Cirkulér 25:64 — OPF-KR 26

Cirkuldr 24:63 — OPF-KR 25

Cirkulér 18:31 — OPF-KL 18

Cirkular 13:75 — OPF-KL 14

Arbetsgivarnytt nr 31/14

Arbetsgivarnytt nr 28/12

Overgripande om bestammelserna

OPF-KR 26 omfattar fortroendevald som avses 4 kap. 1 § kommunallagen och som
fullgér uppdrag hos kommun, region eller kommunalférbund.

OPF-KR 26 &r utformat for tillampning hos respektive kommun, region eller
kommunalférbund. For att bestimmelserna ska &ga giltighet krévs ett lokalt antagande
av fullmaktige. OPF-KR 26 utgar fran den enskilda kommunen, regionen eller
kommunalférbundet. Med “tidigare uppdrag” avses i kommentaren uppdrag hos
samma uppdragsgivare och ska inte sammanblandas med uppdrag hos annan
uppdragsgivare.


https://sv.wikipedia.org/wiki/Kommunfullm%C3%A4ktige
https://sv.wikipedia.org/wiki/Kommunfullm%C3%A4ktige
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Bestammelserna i OPF-KR 26 ska underlatta och mojliggora for fortroendevald att
forena arbetsliv och uppdrag och bestammelserna har i mojligaste man anpassats till
de pensions- och omstéllningsavtal som géller for anstéllda inom kommuner, regioner
och kommunalférbund.

Kommunala aktiebolag

Styrelseledaméter i kommunala aktiebolag omfattas inte av bestimmelserna i OPF-

KR 26, villkor for styrelseledaméter regleras i forsta hand genom aktiebolagslagen.

Det ar dock majligt att besluta om en modell som ger férmaner eller nivaer liknande
OPF-KR 26 aven for kommunala aktiebolag. Om ett sadant beslut fattas maste man

beakta att aktiebolagslagen och kommunallagen &r tva separata regelverk med olika
krav och principer. Konsekvenserna av att infora OPF-KR 26-liknande villkor inom
ramen for aktiebolagslagen har inte utretts, vilket innebér att rattsliga och praktiska

effekter ar mycket osékra.

Om en kommun eller region dnda véljer att sla samman uppdrag och ersattningar for
fortroendeuppdrag och styrelsearbete i kommunala aktiebolag rekommenderas att en
ersattningspolicy utarbetas och dokumenteras som tillagg till OPF-KR 26. Tillagget
bor tydligt beskriva hur OPF-KR 26 ska tillampas, inklusive om formaner som
omstéllningsstdd omfattar hela uppdraget — daven den del som avser styrelsearbete i
kommunala aktiebolag.

Bestdmmelserna ar indelade i fyra kapitel; inledande bestammelser, bestimmelser om
omstallningsstdd, pensionsbestammelser samt familjeskydd.

Bestammelser om omstallningsstdd for fortroendevalda

Att inneha ett fortroendeuppdrag &r férenat med sarskilda forutsattningar. Ett politiskt
uppdrag utgor inte en anstallning, och den fortroendevalde &r saledes inte anstalld av
kommunen, regionen eller kommunalférbund. Den fortroendevalde omfattas darfor
inte av bestammelser i lagstiftning som reglerar arbetsmarknaden, exempelvis
semester, arbetstid, anstéliningsskydd eller tjanstepension. Fértroendeuppdraget
innebér att den fortroendevalde verkar i en miljo dar olika samhallsintressen behdver
balanseras. Det kan i vissa fall medféra en viss distans till den lokala
arbetsmarknaden.

Mot denna bakgrund &r det rimligt att den som lamnar ett fortroendeuppdrag ocksa
erbjuds stod for att hitta en ny vag tillbaka till arbetslivet. Med hansyn till att de
fortroendevalda har olika bakgrund och varierande forutsattningar &ar det av vikt att
sakerstalla att adekvata stod- och atergangsmajligheter finns.

Omstallningsbestdmmelserna i OPF-KR 26 syftar till en aktiv omstalining genom
riktade insatser och tidsbegransade ekonomiska stod, med malet att 6ka maojligheterna
for individen att utvecklas och ga vidare i sin karriar efter slutfort uppdrag.

I OPF-KR 26 justeras samordningsreglerna géllande ekonomiskt omstéllningsstod
samt forlangt ekonomiskt omstéllningsstdd. Omstéllningsstoden ska samordnas med
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all forvarvsinkomst och/eller annan inkomst fran och med det forsta aret med
omstéllningsstod.

I OPF-KR 26 infors &ven forslag till regler om nekad ratt till omstallningsstod.
Fullmaktige ges mojlighet att besluta att en fortroendevald inte ska ha ratt till
omstallningsstdd enligt 88 3-5 i bestdmmelserna.

Pensionsbestammelser

Pensionsbestammelserna for sektorns fortroendevalda klassificeras inte som
tjanstepensionsforsakring eftersom det inte foreligger nagot anstallningsforhallande
mellan kommunen, regionen eller kommunalférbundet och den fértroendevalde. For
att mojliggora tjanstepension for fortroendevalda kravs en andring av nuvarande
skattelagstiftning. Formanerna i pensionshestammelserna motsvarar i stora delar
pensionsavtalet AKAP-KR och strukturen i regelverket foljer av AKAP-KR.
Intjanandet till den avgiftsbestamda pensionsbehallningen bygger pa en
livsinkomstprincip i uppdraget.

Nagon nedre aldersgrans for att omfattas av bestammelserna finns inte.
Bestammelserna galler inte om den fértroendevalde tilltrader ett uppdrag efter
motsvarande i 32 a § lagen om anstéllningsskydd (LAS) angiven alder.

Familjeskydd vid fortroendevalds dodsfall

| OPF-KR 26 finns ocksa ett familjeskydd. Familjeskyddet syftar till att de
fortroendevalda i huvudsak ska ha samma skydd for efterlevande som anstallda i
sektorn.

Tidigare pensionssystem och évergangsbestammelser

Fortroendevaldas pensionsvillkor i kommuner och regioner regleras utifran olika
pensionsbestdimmelser som har forandrats dver tid.

Vilket regelverk som géller beror bade pa nar uppdraget paborjades och nér och hur
kommunen eller regionen antog nya bestimmelser. Aldre reglementen, sdsom PBF
(Pensionsbestammelser for fortroendevalda) och PRF-KL (Pensionsreglemente for
fortroendevalda i kommuner och landsting), bygger pa formansbestamda principer dar
pensionen baseras pa slutlig inkomst och tid i uppdraget. Senare regelverk,
exempelvis OPF-KR 26, utgar istallet fran en livsinkomstprincip i
uppdraget/uppdragen.

Tillampning

Intjanande enligt aldre reglementen och OPF-KR 26 &r kopplat till den organisation
dar uppdraget utfors. Vid nytt uppdrag hos ny uppdragsgivare bor OPF-KR 26
tillampas.

De dldre reglerna upphor att gélla for en fortroendevald som frantrader sitt uppdrag
utan att vara beréattigad till pensionsforman enligt dessa. Om rtt till pensionsforman
foreligger, fortsétter de aldre bestammelserna att gélla (t.ex. PBF § 1 mom. 3).
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Bestammelserna bor inte medfora att det ar mer formanligt att helt avsta fran fortsatta
politiska uppdrag an att kvarsta som fortroendevald i mindre omfattning. Darfor bor
uppbérande av avgangsersattning inte hindra att den fortroendevalde omfattas av OPF-
KR 26 och tjanar in formaner parallellt. Om rétt till egenpension enligt aldre
reglementen foreligger pa grund av uppdrag hos annan kommun, region eller
kommunalforbund, bor fragan om denna rétt utgor hinder for intjanande enligt OPF-
KR 26 regleras i tillampningsanvisningar.

En fortroendevald som fore inférandet av OPF-KR 26 omfattades av &ldre
reglementen och hade ett uppdrag om minst 40 procent av heltid, kan fortsétta att
omfattas av dessa sa lange uppdraget kvarstar med minst samma omfattning. Om
uppdraget minskar till under 40 procent och den fortroendevalde saknar ratt till
visstidspension, sjukpension eller alderspension enligt de &ldre reglerna, kan den
fortroendevalde istéllet omfattas av OPF-KR 26.

Overgéng fran aldre regelverk till OPF-KR 26

De tidigare formansbestamda regelverken, sasom PBF och PRF-KL, skiljer sig
vasentligt fran det nuvarande avgiftsbestamda regelverket OPF-KR 26. | ett
formansbestamt system &r pensionen kopplad till en viss niva baserad pa slutlon
(arvode) och tjanstetid, medan pensionen i ett avgiftsbestdmt system styrs av storleken
pa “inbetalda” avgifter (till en pensionsbehallning) och vardeutveckling dver tid.

En fortroendevald som omfattas av dldre regelverk kan, efter att tidigare
pensionsformaner har varderats och en noggrann beddémning av lampligheten har
gjorts, 6verga till OPF-KR 26 genom dverenskommelse med uppdragsgivaren. Det
rekommenderas att en skriftlig 6verenskommelse uppréattas mellan uppdragsgivaren
och den fortroendevalde, dar konsekvenserna av évergangen tydligt framgar.

Eftersom regelverken bygger pa olika grundprinciper bor ett byte mellan dessa endast
ske pa initiativ av den enskilde fortroendevalde och med stor forsiktighet. En
overgang kan fa betydande konsekvenser for den framtida pensionsférmanen.

Kommunen eller regionen bor tillsammans med den fortroendevalde vérdera tidigare
intjdnade pensionsréttigheter och jamfora med OPF-KR 26. Resultatet bor redovisas
till den fortroendevalde. En sadan redovisning ska baseras pa individuella
forutsattningar, sdsom alder, tjanstetid och planerade framtida uppdrag.

SKR kommer under varen 2026 att ta fram ett forslag till riktlinjer for hur en 6vergang
mellan regelverken kan genomforas.

OPF-KR/KL har tidigare inte samordnats med &ldre reglementen, men vissa aldre
reglementen kan samordnas med OPF-KR 26 (samt tidigare versioner), exempelvis
PBF 8 2 mom. 3.
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Detaljerad genomgang av paragrafer i OPF-KR 26

Kapitel 1 Inledande bestammelser

8 1 Lokal pensionsmyndighet

Fullmaktige beslutar om en lokal ’pensionsmyndighet” som ansvarar for att tolka och
tillampa bestdimmelserna i OPF-KR 26. Den lokala pensionsmyndigheten kan utgdras
av fullmaktige eller kommunstyrelsen, men uppgiften kan dven delegeras till
exempelvis arvodesberedningen eller en tjanstefunktion.

Syftet med en lokal pensionsmyndighet &r att sékerstélla en enhetlig, rattssaker och
transparent hantering av fragor som ror de fortroendevaldas pensionsrétt, familjeskydd
och eventuella omstéllning. Eftersom OPF-KR 26 tillampas lokalt och kan ge upphov
till individuella bedomningar — till exempel vid avgangar, dvergangar mellan uppdrag
eller tolkning av sérskilda villkor — beh6ver det finnas en tydligt angiven instans som
fattar beslut i sadana arenden.

§ 2 Andringar av och tillagg till bestammelserna

Gallande andringar och tillagg till bestammelserna sa ar den fortroendevalde som
tilltratt vid valet 2014 eller senare skyldig att félja de andringar som foljer av OPF-KR
26 samt de eventuella &ndringar och tillagg till bestimmelserna som fullméktige
beslutar.
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Kapitel 2 Bestdmmelser om omstallningsstod for
fortroendevalda

Bestdmmelserna om omstallningsstdd syftar till att starka den fortroendevaldes
mojligheter att dverga mellan uppdragstid och arbetsliv. Grundprincipen ar att
samtliga omstallningsstdd ska betraktas som tidsbegransade insatser som underlattar
atergang i arbete.

Omstallningsfonden (organisationsnummer 802012-0963) kan uppdras att hantera den
fortroendevaldes omstéllning. Fonden har till uppgift att stodja fortroendevalda som
lamnar sina politiska uppdrag, med sarskilt fokus pa att underlatta atergangen till
arbetslivet efter uppdragstiden.

Varje kommun, region och kommunalférbund svarar for kostnaden for de olika
omstallningsstoden. | handelse av att fortroendevald gar fran uppdrag i kommun till
region eller kommunalférbund, eller vice versa, kan det vara l[ampligt att det
Overenskoms om hantering av kvalifikationstider och eventuell kostnadsférdelning.

Administrationen av aktivt omstéliningsstod kan dver tid komma att utvecklas eller
kompletteras. Det pagar en utredning kring majligheten att infora en
forsakringsldsning.

Kommunen, regionen eller kommunalférbundet kan dven uppdra at annan aktor &n
Omstéllningsfonden att tillhandahalla motsvarande stod.

&1 Tillampningsomrade m.m.

Bestammelser om de olika omstéllningsstoden galler for fortroendevald som avses i 4
kap. 1 § kommunallagen och som fullgdr uppdrag hos kommun, region eller
kommunalforbund pa heltid eller betydande del av heltid, med sammanlagt minst 40
procent av en heltid. Olika kommuner, regioner och kommunalférbund har olika
forutsattningar, exempelvis beroende pa storlek, for omfattningen av
fortroendeuppdragen vilket kan beaktas i samband med faststallandet av det lokala
regelverket.

Ytterligare regler/kriterier kan framga nedan under specifik ersattning.

§ 2 Omstallningsstod

Omstallningsstod syftar till att under en begransad tid underlatta 6vergangen till
arbetslivet nér en fortroendevald l&mnat sitt (sina) uppdrag. Omstéllningsstdd kan
besta av aktiva omstallningsinsatser, ekonomiskt omstallningsstdd och forlangt
ekonomiskt omstallningsstod.

Ratt till omstallningsstod forutsatter att den foértroendevalde aktivt medverkar i
omstallningsarbetet i syfte att sa snart som majligt erhalla en ny forsérjning genom
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anstallning eller eget foretagande. Medverkan innefattar bland annat att soka arbete,
delta i relevanta insatser samt i vrigt vidta atgarder som kan framja atergang i arbete
eller etablering av naringsverksamhet. Om pensionsmyndigheten finner att den
fortroendevalde inte uppfyller dessa krav far myndigheten besluta att
omstéllningsstodet ska reduceras eller upphdora.

8§ 2a Nekad ratt till omstallningsstod enligt 88 3-5

Rekommendationen ar att ratten till omstéallningsstod ska vara starkt skyddad och sta
helt fri fran otillborlig paverkan. Det &r inte tillatet, varken direkt eller indirekt, att
paverka en fortroendevalds tjansteutévning, exempelvis genom att forsoka fa den
fortroendevalde att fatta andra beslut eller kringga regler genom utnyttjande av ratten
till omstéllningsstod.

Fullmaktige far besluta att en fortroendevald inte har ratt till omstallningsstod enligt
88 3-5, om det finns sarskilt skal i enlighet med 4 kap. 9 § kommunallagen. Sadant
sarskilt skal foreligger om den fortroendevalde domts for ett brott pa vilket fangelse i
lagst tva ar kan folja och domen har fatt laga kraft. Fortroendevald &r skyldig att
meddela lagakraft vunnen dom till den lokala pensionsmyndigheten.

Om den fortroendevalde genom lagakraftvunnen dom domts till fangelse i lagst tva ar,
ska utbetalt omstallningsstod aterbetalas. Overenskommelse kan traffas om att
utbetalning av stdd tills vidare ska ansta till dess att dom har meddelats och vunnit
laga kraft. Det foreslagna tillagget avseende nekad rétt till omstéliningsstod syftar till
att ge fullmaktige ett handlingsutrymme i sddana mycket sarskilda fall.

Nekad ratt till omstallningsstod stéller hoga krav pa:
 att brott ska vara fastslaget genom dom som vunnit laga kraft.

o att beslut om nekad rétt till omstallningsstod ska foregas av beredning och att
den fortroendevalde ska fa mojlighet att yttra sig.

o att beslutet om nekad ratt till omstéllningsstod kan 6verklagas enligt
kommunallagen.

SKR: s anmérkning till § 2a

SKR bedomer att det foreligger svarigheter att koppla en fortroendevalds ratt till
omstallningsstdd till nekad ansvarsfrihet, dven i de fall ansvarsfrihet har nekats pa
grund av allvarliga brister i uppdraget, sasom ekonomiska oegentligheter, brottsliga
handlingar av l&gre grad eller andra betydande regelOvertradelser.

SKR:s beddémning &r att det finns flera omstandigheter som talar emot att nekad
ansvarsfrihet ska kunna utgéra grund for nekad rétt till omstéllningsstod.
Ansvarsprovningen innebdr som huvudregel en kollektiv bedémning, vilket innebér
att ett beslut om att inte bevilja ansvarsfrihet normalt omfattar samtliga ledaméter i det
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politiska organet. Det ar saledes ovanligt att beslutet enbart riktas mot enskilda
ledamoter.

SKR beddmer vidare att en ordning dér nekad ansvarsfrihet leder till nekad rétt till
omstallningsstod kan innebara risk for otillborlig anvandning. En sadan bestammelse
skulle kunna komma att tillampas av andra skal &n att hantera faktiska brister i
uppdraget.

83 Aktiva omstallningsinsatser

Bestammelserna om aktiva omstéllningsinsatser géller for fértroendevald som
innehaft ett eller flera uppdrag med sammanlagt minst 40 procent av en heltid och som
lamnat sitt uppdrag efter minst fyra ars sammanhangande uppdragstid hos (samma)
kommun, region eller kommunalférbund och som inte uppnatt motsvarande 32 a §
LAS angiven alder nar han eller hon lamnar sitt (sina) uppdrag.

Vid eventuell bedomning av sammanhangande uppdragstid ar foraldraledighet,
sjukdom och liknande inte att bedéma som att det bryter uppdragstiden.

I handelse av att fortroendevald gar fran uppdrag i kommun till region eller
kommunalférbund, eller vice versa, kan det vara lampligt att det 6verenskoms om
hantering av kvalifikationstider och eventuell kostnadsfordelning.

Det finns inte faststallt vilka aktiva insatser en fortroendevald kan fa eller hur mycket
en insats far kosta. Tanken med aktiva omstéllningssinsatser ar att de ska vara
individuellt anpassade och kan exempelvis besta av radgivningsinsatser och
kompletterande utbildning. Det ar upp till respektive fullméktige att faststélla
eventuell kostnadsram och vad som ska galla utifran den fortroendevaldes individuella
forutsattningar. Ledning kan hamtas fran Omstallningsfonden eller andra system for
omstallning pa arbetsmarknaden avseende exempelvis typ av insatser och
kostnadsram.

Omstallningsfonden kan ges i uppdrag att ombesdrja den aktiva omstéllningsinsatsen.
Kontaktuppgifter till Omstéllningsfonden ar 08-452 79 98 eller
info@omstallningsfonden.se.

84 Ekonomiskt omstallningsstod

Omfattning och syfte

Bestammelser om ekonomiskt omstéllningsstod géller for fortroendevald som innehaft
ett eller flera uppdrag med sammanlagt minst 40 procent av en heltid och som ldmnat
sitt (sina) uppdrag efter minst ett ars sammanhangande uppdragstid hos (samma)
kommun, region eller kommunalférbund.
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Vid eventuell bedomning av sammanhangande uppdragstid ar foraldraledighet,
sjukdom och liknande inte att bedéma som att det bryter uppdragstiden.

Syftet med omstallningsstod enligt OPF-KR 26 &r att under en begransad tid
underlatta 6vergangen till arbetslivet nar en fortroendevald lamnat sitt (sina) uppdrag.
Det ar darfor viktigt att det ekonomiska omstallningsstodet tillampas sa att det inte
motverkar detta syfte.

Utbetalning och samordning

For varje ar i uppdraget utges ett ekonomiskt omstéllningsstod om tre manader.
Ekonomiskt omstallningsstod kan utbetalas som langst under tre ar och ska samordnas
med forvarvsinkomster och/eller andra inkomster som ersétter forvarvsinkomst, se § 6
nedan.

Ekonomiskt omstéllningsstod utges av kommunen, regionen eller kommunalférbundet
som langst till och med kalendermanaden innan den fortroendevalde uppnatt
motsvarande 32 a § LAS angiven alder .

Ekonomiskt omstéliningsstod ar att jamstélla med inkomst av tjanst och ar
pensionsgrundande till allman pension.

Beréakning

Underlaget for det ekonomiska omstallningsstodet beraknas pa den fortroendevaldes
genomsnittliga manadsarvode under det senaste aret ganger tolv. Om det inte finns
manadsarvode for 12 manader bakat sa kan pensionsmyndigheten fatta beslut om
berékning baserad pa det genomsnittliga manadsarvodet under uppdragstiden eller det
manadsarvode som den fortroendevalde hade haft om denne inte hade varit ledig pa
grund av sjukdom eller foréldraledighet.

Det ekonomiska omstallningsstodet utges med 85 procent av underlaget under de tva
forsta aren och med 60 procent under ar tre.

Ekonomiskt omstallningsstéd och nytt uppdrag

Ratten att erhalla ekonomiskt omstallningsstod upphor om den fortroendevalde pa nytt
blir innehavare av uppdrag med sammanlagt minst 40 procent av en heltid hos
kommunen, regionen eller kommunalférbundet eller far uppdrag i riksdagen eller
regeringen i minst motsvarande omfattning.

Aven om det ekonomiska omstallningsstodet som huvudregel ska upphéra om den
fortroendevalde pa nytt blir innehavare av ett uppdrag éverstigande 40 procent av en
heltid sa ar inte syftet att det ekonomiska omstallningsstodet ska hindra att ta nya
politiska uppdrag. Om en fortroendevald med ekonomiskt omstallningsstod pa nytt
blir innehavare av uppdrag hos kommun, region eller kommunalférbund med en lagre
omfattning eller lagre erséttning an i tidigare uppdrag sa kan omstallningsstodet i
sadana fall justeras i motsvarande omfattning. Pensionsmyndigheten kan saledes fatta
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beslut om att istallet for att omstallningsstodet helt ska upphdra omreglera det
ekonomiska omstallningsstodet.

Exempel 1: Kommunalrad A hade uppdrag med omfattning om 100 % och far darefter
ekonomiskt omstallningsstod i motsvarande omfattning. Efter ett drygt ar far
kommunalradet A ett nytt uppdrag med en omfattning av 100 % men med vasentligt
lagre ersattning i jamforelse med det ursprungliga uppdraget. Det ekonomiska
omstallningsstodet kan da samordnas enligt samordningsreglerna i § 6 och fortsatt
utbetalas.

Exempel 2: Kommunalrad B hade uppdrag med omfattning 100 % och far darefter
ekonomiskt omstallningsstod i motsvarande omfattning. Efter ett drygt ar far
kommunalradet B ett nytt uppdrag med en omfattning av 40 % av en heltid. Det
ekonomiska omstallningsstodet kan da justeras utifran det nya uppdraget samt i dvrigt
samordnas enligt samordningsreglerna i § 6.

Uppdrag hos tidigare uppdragsgivare

I handelse av att fortroendevald gar fran uppdrag i kommun till region eller
kommunalférbund, eller vice versa, kan det vara lampligt att det 6verenskoms om
hantering av kvalifikationstider och eventuell kostnadsfordelning. SKR ser att tid i
uppdrag hos annan kommun, region eller kommunalférbund som tillampar OPF-KR
26 (eller tidigare OPF-KR/KL) bor kunna tillgodoréknas vid berékning av
kvalifikationstid for ekonomisk- samt forlangt ekonomiskt omstélliningsstdd, under
forutsattning att det tidigare uppdraget innehafts inom tva ar fére det pagaende
uppdraget. Det aligger den fortroendevalde att i samband med ansokan och
redovisning skriftligen begéra tillgodorakning av tidigare uppdrag samt styrka dessa
med relevanta underlag. Tillgodorakning kan beviljas endast under forutsattning att
omstallningsstod inte har utgatt fran den tidigare uppdragsgivaren, detta i syfte att
sakerstalla att dubbla formaner inte uppstar.

Nar tillgodorakning beviljas bor kostnadsansvaret fordelas mellan nuvarande och
tidigare uppdragsgivare. Denna konstruktion bidrar till en rattvis och balanserad
forman och sakerstaller att kostnaderna fordelas pa ett ansvarsfullt sétt.

Genom att mojliggora tillgodordkning skapas forutsattningar for 6kad rorlighet mellan
uppdrag, vilket gor det enklare for fortroendevalda att byta uppdragsgivare utan att
forlora intjanade rattigheter. Detta bidrar till att behalla och utveckla erfarenhet och
kunskap inom det politiska systemet. Pa sa satt framjas kvaliteten i det demokratiska
arbetet och bidrar till att sékra tillgangen pa engagerade och kompetenta
fortroendevalda.

12
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§5 Forlangt ekonomiskt omstallningsstod

Omfattning och syfte

Bestammelser om forlangt ekonomiskt omstallningsstod géller for fortroendevald som
innehaft ett eller flera uppdrag med sammanlagt minst 40 procent av en heltid och som
lamnat sitt (sina) uppdrag efter minst atta ars sammanhangande uppdragstid hos (i
forsta hand samma uppdragsgivare) kommun, region eller kommunalférbund.

Vid eventuell bedémning av sammanhangande uppdragstid ar fordldraledighet,
sjukdom och liknande inte att bedéma som att det bryter uppdragstiden.

| handelse av att fortroendevald gar fran uppdrag i kommun till region eller
kommunalforbund, eller vice versa, kan det vara lampligt att det 6verenskoms om
hantering av kvalifikationstider och eventuell kostnadsférdelning.

Syftet med omstallningsstod enligt OPF-KR 26 &r att under en begransad tid
underlatta 6vergangen till arbetslivet nar en fortroendevald lamnat sitt (sina) uppdrag.
Viktigt ar darfor att det forlangda ekonomiska omstallningsstodet tillampas sa att det
inte motverkar detta syfte.

Villkor

For att fa ratt till forlangt ekonomiskt omstallningsstod kravs att den fortroendevalde
arligen inkommer med ansokan och kan styrka att han eller hon har forsokt att hitta
annan forsorjning.

Utbetalning och samordning

Forlangt ekonomiskt omstallningsstod kan utges till fortroendevald fran den tidigaste
uttagsaldern for allmén pension och endast i omedelbar anslutning till att ekonomiskt
omstéllningsstdd enligt § 4 upphort.

Det innebar att forlangt ekonomiskt omstallningsstdd kan sdkas av och utges till
fortroendevald:

a. som fyllt motsvarande lagsta alder for uttag av allman pension,
b. lamnat sitt (sina) uppdrag och

c. i direkt anslutning fatt ekonomiskt omstallningsstod utbetalt fran
avgangstidpunkten.

Forlangt ekonomiskt omstallningsstdd kan utges for ett ar i taget och ska samordnas
med forvarvsinkomster och/eller andra inkomster som ersétter forvarvsinkomst, se § 6
nedan.

Forlangt ekonomiskt omstallningsstdd utges av kommunen, regionen eller
kommunalforbundet som langst till och med kalendermanaden innan den
fortroendevalde uppnatt motsvarande 32 a § LAS angiven alder .
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Forlangt ekonomiskt omstallningsstod ar att jamstalla med inkomst av tjanst och ar
pensionsgrundande till allman pension.

Berakning

Det forlangda ekonomiska omstallningsstddet utges med 60 procent av underlaget
enligt § 4.

Forlangt ekonomiskt omstéllningsstod och nytt uppdrag

Ratten att erhalla forlangt ekonomiskt omstallningsstod upphér om den
fortroendevalde pa nytt blir innehavare av uppdrag med sammanlagt minst 40 procent
av en heltid hos kommunen, regionen eller kommunalférbundet, eller far uppdrag i
riksdagen eller regeringen i minst motsvarande omfattning.

Uppdrag hos tidigare uppdragsgivare

Samma principer som anges i § 4 om ekonomiskt omstéliningsstod bor tillampas dven
vid forlangt ekonomiskt omstallningsstod. Det innebdr att hantering av
kvalifikationstid och eventuell kostnadsférdelning bor 6verenskommas vid byte av
uppdragsgivare. For detaljerade regler om tillgodorékning hénvisas till § 4.

86 Samordning

Ekonomiskt omstallningsstdd och forlangt ekonomiskt omstallningsstdd enligt 88 4
och 5 ska samordnas/minskas med forvarvsinkomster och/eller andra inkomster som
ersatter forvarvsinkomster. Av administrativa skal far fran samordningen undantas ett
fribelopp som per manad motsvarar en tolftedel av samma ars prisbasbelopp.

Samordning bor ske enligt kontantprincipen, dvs. det ar inkomsten erhalls eller &r
tillgangligt for lyftning.

Om en fortroendevald utfor arbete utan ersattning eller mot lag ersattning, eller far
annan erséttning an forvarvsinkomst enligt ovan, kan pensionsmyndigheten besluta att
minska omstéllningsstddet med ett uppskattat inkomstbelopp, motsvarande den
inkomst som kan anses vara skélig.

§ 7 Uppgiftsskyldighet

En fortroendevald ar skyldig att lamna de uppgifter som pensionsmyndigheten begér
for att kunna faststalla ratten till och berdkna ekonomiskt omstéllningsstod och
forlangt ekonomiskt omstéllningsstdd, enligt 88 4 och 5.

En fortroendevald &r dven skyldig att Idamna de uppgifter som pensionsmyndigheten
begér for att kunna faststélla rétten till och berékna aktiva omstéllningsinsatser enligt
§3.

14
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For att pensionsmyndigheten ska kunna beddma samordningsbelopp enligt 8 6 ska den
fortroendevalde lamna uppgifter om samordningsbara ersattningar, inkomster m.m.
Denna uppgiftsskyldighet galler under hela den tid som omstallningsstod enligt 8§ 4
och 5 betalas ut. Andrade inkomstforhallanden m.m. ska anmélas sa att ratt belopp kan
betalas ut. Om uppgifter inte lamnas, eller felaktiga uppgifter lamnas, kan
pensionsmyndigheten besluta att minska stodet i skélig omfattning eller att ratten till
omstallningsstdd ska upphora.

Har en fortroendevald obehdrigen eller med for hdgt belopp erhallit aktiva
omstélIningsinsatser, ekonomiskt omstéllningsstod eller forlangt ekonomiskt
omstallningsstod till foljd av oriktiga uppgifter, underlatenhet att fullgéra
anmalningsskyldighet eller annan omsténdighet, eller om den fortroendevalde
skaligen borde ha insett att utbetalningen var felaktig, ska det felaktigt utbetalda
beloppet aterbetalas. Pensionsmyndigheten kan — om sarskilda skal foreligger —
besluta att helt eller delvis avsta fran aterkrav.

§ 8 Ansokan om omstéllningsstod

For att fa ratt till de olika omstallningsstoden enligt 88 3-5 kravs skriftlig ansokan,
enligt de anvisningar som den lokala pensionsmyndigheten tagit fram.

Ansokan om omstéllningsstod enligt 88 3-5 ska lamnas i ndra anslutning till att
uppdraget avslutas eller reduceras. Med néra anslutning avses en tidsperiod om hogst
sex manader fran uppdragets avslut eller reducering.

For att fa ratt till forlangt ekonomiskt omstallningsstod kravs aven att den
fortroendevalde arligen inkommer med ansokan och kan styrka att han eller hon har
forsokt att hitta annan forsorjning.

8 9 Utbetalning av ekonomiskt eller forlangt ekonomiskt
omstallningsstod

Om rétt till ekonomiskt eller forlangt ekonomiskt omstallningsstéd enligt 8§ 4 och 5
foreligger bor den fortroendevalde fa sadant omstéllningsstod utbetalat inom tre
manader efter det att pensionsmyndigheten tagit emot sadan ansokan.

15



2025-12-19

Kapitel 3 Pensionsbestammelser
Pensionshestammelserna kannetecknas av féljande principer:

Avgiftsbestamd pensionsbehallning innebar en samlad pensionsbehallning som
grundar sig pa arliga insattningar av “pensionsavgifter” och att dessa avgifter uttrycks
som en procentuell andel av den fortroendevaldes pensionsgrundande arsinkomst. Den
avgiftsbestamda pensionsbehallningen bendmns &ven som avgiftsbestamd
alderspension.

Livsinkomstprincipen &r utgangspunkt for pensionsintjanandet exempelvis beraknas
pensionsavgifterna pa arsarvode och sammantradesersattning oavsett
uppdragets/uppdragens omfattning.

&1 Tillampningsomrade m.m.

Pensionsbestammelserna galler for fortroendevald som avses i 4 kap. 1 8
kommunallagen och som fullgér uppdrag hos kommunen, regionen eller
kommunalférbundet.

Fortroendevald omfattas av avgiftsbestdmd pensionsbehallning enligt § 3 samt
efterlevandeskydd enligt § 11 oavsett uppdragets omfattning. Sjukpension enligt 8 10
géller dock endast for fortroendevald som innehaft ett eller flera uppdrag med
sammanlagt minst 40 procent av en heltid.

Nagon nedre aldersgrans for att omfattas av pensionsbestammelserna finns inte.
Déremot sa géller inte pensionsbestammelserna for fortroendevald som vid tilltradet
av sitt (sina) uppdrag har uppnatt motsvarande i 32 a § LAS angiven alder.

Ytterligare regler/kriterier kan framga nedan under specifik ersattning.
§ 2 Pensionsférmanernas omfattning

Pensionsformanerna omfattar avgiftsbestamd pensionsbehallning, sjukpension samt
efterlevandeskydd.

83  Avgiftsbestamd pensionsbehallning

En fortroendevald har rétt till avgiftsbestamd pensionsbehallning enligt §8§ 4-9.

Ingen samordning goérs med andra pensionssystem avseende den avgiftsbestamda
pensionsbehallningen.
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§ 4 Pensionsgrundande inkomst

I den pensionsgrundande inkomsten ingar den fortroendevaldes arsarvode,
sammantradesersattningar samt andra i det pensionsgrundande uppdraget (uppdragen)
utgivna kontanta ersattningar. Pensionsgrundande inkomst begransas, pa samma satt
som i pensionsavtalet AKAP-KR, till 30 inkomstbasbelopp.

| den pensionsgrundande inkomsten ska inte inga ersattning som betalas ut till
fortroendevald enligt 4 kap. 12 § kommunallagen for forlorad arbetsinkomst,
semesterforman eller tjanstepensionsférman eller ersattning som utgor traktamente
eller kostnadsersattning. Utbetald ersattning for forlorad arbetsfortjanst r inte en
pensionsgrundande inkomst men det &r dock inte ovanligt att denna erséttning
schablonmaéssigt raknas upp for att kompensera den enskildes pensionsforlust i hans
eller hennes ordinarie anstallning (se Arbetsgivarnytt nr 28/12). Detta procentuella
paslag ska inte forvaxlas med en pensionsavséttning som gors i enlighet med OPF-KR
26.

For fortroendevald med uppdrag pa heltid eller betydande del av heltid, med
sammanlagt minst 40 procent av en heltid, som fatt avdrag fran sitt arvode pa grund av
ledighet for sjukdom, olycksfall, arbetsskada eller féraldraledighet ska den
pensionsgrundande inkomsten omréknas/h6jas med vad som avdragits.

Det finns inget hinder for att fortroendevald kan avsta en del av arvodet och i stéllet fa
motsvarande belopp tillgodoraknat i sin pensionshehallning (s.k. arvodesvaxling).

85 Pensionsavgifter

Pensionsavgiften beréknas i procent pa den fortroendevaldes pensionsgrundande
inkomst enligt § 4.

Fortroendevald tillgodoraknas pensionsavgift fran kommunen, regionen eller
kommunalférbundet endast om den for kalenderaret &r hdgre an 3 procent av samma
ars inkomstbasbelopp. | det fall fortroendevald inte tillgodoraknas pensionsavgift
betalar kommunen, regionen eller kommunalférbundet ut motsvarande belopp direkt
till den fértroendevalde i form av ersattning som inte ar pensionsgrundande. Belopp
understigande 250 kronor avseende ett kalenderar utbetalas inte.

Nagon nedre aldersgrans for tillgodoraknande av pensionsavgift finns inte och det
finns heller inte nagon dvre aldersgrans. Men observera att pensionsbestammelserna i
OPF-KR 26 inte galler om den fortroendevalde tilltrader ett uppdrag efter
motsvarande i 32 a § LAS angiven alder.

Pensionsavgiften ar 6 procent pa den pensionsgrundande inkomsten upp till och med
7,5 inkomstbasbelopp. Pensionsavgiften ar 31,5 procent pa de delar av den
pensionsgrundande inkomsten som 6verstiger 7,5 inkomstbasbelopp, intill dess den
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fortroendevalde har uppnatt motsvarande i 32 a § LAS angiven alder. Darefter ar
pensionsavgiften 6 procent pa hela den pensionsgrundande inkomsten.

Pensionsavgiften beréknas varje kalenderarsskifte och ska avsittas till en
pensionsbehallning (8 6) som forvaltas i kommunen, regionen eller
kommunalfoérbundet. Pa grund av de begransningar som finns enligt
inkomstskattelagen kan fortroendevald inte vélja en placering av pensionsavgiften till
en tjanstepensionsforsakring. Med tjanstepensionsforsakring avses en
pensionsforsakring som har samband med tjanst och som den férsakrades arbetsgivare
atagit sig att betala samtliga premier for.

Det &r mojligt att gora bruttoavdrag pa arvodet i syfte att gora en storre avsattning till
pensionsbehallningen.

Vid avséttning till pensionsbehallningen kostnadsfors den sarskilda I6neskatten, men
betalas forst nar pensionen betalas ut.

Pensionsavgift vid sjuk- eller aktivitetsersattning

For fortroendevald med uppdrag pa heltid eller betydande del av heltid, med
sammanlagt minst 40 procent av en heltid, och som far ratt till sjuk- eller
aktivitetsersattning enligt Socialforsakringsbalken (SFB) och som en f6ljd harav med
stod av 4 kap. 6 § kommunallagen befrias fran sitt uppdrag fére mandatperiodens
utgang, ska pensionsavgift tillgodoraknas under tid da den fortroendevalde har réatt till
sjuk- eller aktivitetsersattning enligt SFB.

Pensionsavgift ska avséttas i forhallande till nedsatt arbetsformaga i uppdraget
(uppdragen) d.v.s. avgiften avséatts proportionellt till graden av arbetsoférmaga.
Formuleringen “nedsatt arbetsforméga i uppdraget” ska inte anses vara en begriansning
av denna princip.

Pensionsavgiften berdknas pa den pensionsgrundande inkomsten aret fore
insjuknandetidpunkten enligt § 10.

Pensionsavgiften avsitts till den fértroendevaldes pensionsbehallning (8§ 6).

For fortroendevald som far ratt till partiell sjuk- eller aktivitetsersattning, och pa grund
av detta maste lamna ett uppdrag vars omfattning Gverstiger den grad av sjuk- eller
aktivitetsersattning som beviljats, ar det mojligt att genom lokalt beslut avsatta
pensionsavgift i forhallande till det inkomstbortfall som frantradandet orsakar. Det bor
beaktas att en avsattning som inte grundar sig pa graden till arbetsoférmaga kan, om
den fortroendevalde pabdrjar en anstéllning i vilken han eller hon far
pensionsavséattning, resultera i avsattningar som oéverstiger vad som skulle intjanats
vid heltidsarbete. Av den anledningen rekommenderas att beslut om avséttning i
forhallande till inkomstbortfallet tidsbegransas till att omfatta enbart mandatperioden.
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§ 6 Pensionsbehallning

Pensionsavgiften for ett kalenderar avsatts senast den 31 mars féljande ar till en
pensionsbehallning hos respektive kommun, region eller kommunalférbund, dar den
fortroendevalde har innehaft uppdrag. Det innebér att avgifterna behalls av respektive
kommun, region eller kommunalférbund och att ett kapital byggs upp. Med
pensionsbehallning avses summan av de arliga pensionsavgifter som intjanats hos
respektive kommun, region eller kommunalférbund.

Pensionsbehallningen innehaller ett efterlevandeskydd enligt § 11.
Upprakning innan utbetalning

Pensionsbehallningen réknas upp arligen (indexeras) med férandringen av
inkomstbasbeloppet (IBB). Regleringen utgdr en vérdesékring och &r inte avsedd att
ge en relativ utveckling. Saledes ska beloppet endast raknas upp och inte ned om
forandringen &r negativ.

For tid innan pensionsbehallningen borjar betalas ut ska pensionsbehallningen réknas
upp for ett kalenderar (t) genom att multipliceras med kvoten av inkomstbasbeloppet
(IBB) for kalenderaret (t+1) dividerat med inkomstbasheloppet for kalenderaret (T).
Upprakning sker vid utgangen av kalenderaret (t+1).

Borjar pensionsbehallningen betalas ut under kalenderaret (t+1) ska
pensionsbehallningen istallet raknas upp genom att multipliceras med en tolftedel av
det enligt ovan beraknade vardet multiplicerat med antalet kalendermanader under
kalenderaret (t+1) innan pensionsbehallningen borjar betalas ut. Upprakningen sker
vid utgangen av den kalendermanad som narmast féregar den da pensionsbehallningen
borjar betalas ut. Pensionsbehallning enligt OPF-KR 26 ska darefter raknas om i
samma grad som gallande IBB éandrats i forhallande till IBB for det kalenderar da
pensionen borjade betalas ut.

For omrakning/upprakning under utbetalningstid se § 8 nedan.

8 7 Information

Pensionsmyndigheten ska Idmna information till den fortroendevalde om hans eller
hennes pensionsbehallning, pensionsgrundande inkomst och avsattning av
pensionsavgift.

§8 Utbetalning av avgiftsbestamd pensionsbehallning

Uttagsalder/tidpunkt

Utbetalning av avgiftshestamd pensionsbehallning, dvs. pensionsbehallningen enligt §
6, kan goras tidigast fran den tidpunkt da allman pension enligt SFB minus tva ar kan
utbetalas. Utbetalningstidpunkt av avgiftsbestamd pensionsbehallning kommer pa sa
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satt att folja de eventuella &ndringar som sker i lagstiftning om tidigaste uttagstidpunkt
av allmén pension.

Ansodkan

Ansokan om avgiftshestamd pensionsbehallning ska goras enligt de anvisningar som
pensionsmyndigheten faststéllt. Den fortroendevalde bor fa pension utbetalad inom tre
manader efter det att pensionsmyndigheten tagit emot sadan ansokan.

Om utbetalning inte paborjats eller ansdkan om sadan utbetalning inte inkommit till
pensionsmyndigheten (eller enligt anvisning fran pensionsmyndigheten) vid den
tidpunkt den fortroendevalde har uppnatt i 32 a § LAS angiven alder plus 12 manader
paborjas utbetalning vid denna tidpunkt.

Utbetalningstid

Utbetalning av avgiftsbestamd pensionsbehallning sker manadsvis och livsvarigt till
och med den manad den fortroendevalde avlider.

Den fortroendevalde kan, efter sérskild 6verenskommelse mellan den fortroendevalde
och pensionsmyndigheten i samband med ans6kan om utbetalning av avgiftsbestamd
pensionsbehallning, valja utbetalning under Kortare tid, dock som lagst 10 ar.

Omrékning/uppréakning

Nar den avgiftsbestamda pensionsbehallningen ska betalas ut ska det totala kapitalet
raknas om till ett manadsbelopp. Vid omrakningen ska man bland annat beakta en
forvantad ranta/avkastning under utbetalningstiden samt hur lange individen forvantas
leva (sjalva formanen utbetalas dock i normalfallet livsvarigt). Den antagna rantan &r
1,6 % per ar (samma rantesats som tillampas vid berékning av allman pension).

For att forenkla omrakningen har SKR tagit fram sa kallade delningstal, som &r
beréknade utifran dessa antaganden. Dessa delningstal ar kénsneutrala.

Vid berakningen av pensionen under uttagsaret raknas forst pensionsbehallningen upp
I takt med forandringen av inkomstbasbeloppet (med tolftedelar fram till
uttagstidpunkten). Darefter delas den uppréknade behallningen med delningstalet, i
vilket forskottsrantan redan &r inréknad.

Om det tillkommer en pensionsavgift raknas aven denna forst upp i forhallande till
inkomstbasbeloppets forandring. Darefter divideras den tillkommande
pensionshehallningen med delningstalet (inklusive forskottsrantan) och det
framraknade beloppet laggs till pa utbetalande pensionen.

Engangsersattning

Avgiftsbestamd pensionsbehallning kan utbetalas som engangserséattning till
fortroendevald om vardet av pensionsbehallningen ar hogst 150 procent av
inkomstbasheloppet aret innan utbetalning av férmanen borjar.
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8 9 Uppgiftsskyldighet

Fortroendevald ar skyldig att Ilamna de uppgifter som pensionsmyndigheten begér for
att kunna faststalla ratten till och berakna avsattning till pensionsbehallning. Lamnas
inte sddana uppgifter kan pensionsmyndigheten besluta att avsattningen ska minskas i
skalig omfattning.

Om fortroendevald genom att Iamna oriktiga uppgifter inte fullgor sin
uppgiftsskyldighet eller pa annat satt orsakar att for hdg pensionsavgift avsitts, kan
detta belopp aterkravas eller avraknas pa kommande avséttningar av pensionsavgift.
Pensionsmyndigheten kan besluta att helt eller delvis efterge beloppet.

§ 10 Sjukpension

Sjukpension galler endast for fortroendevald med uppdrag pa heltid eller betydande
del av heltid, med sammanlagt minst 40 procent av en heltid och som far rtt till sjuk-
eller aktivitetsersattning enligt SFB. Dessutom krévs att den fortroendevalde i
samband med detta befrias fran uppdraget fore mandatperiodens utgang med stod av 4
kap. 6 § kommunallagen.

Sjukpension utges under tid som den fortroendevalde har rétt till sjuk- eller
aktivitetsersattning enligt SFB. Upphor ratten till sjuk- eller aktivitetsersattning
upphor ocksa ratten till sjukpension.

Beréakning

Sjukpensionen grundas och beraknas pa det genomsnittliga manadsarvodet som den
fortroendevalde hade kalenderaret fore insjuknandetidpunkten ganger tolv.
Pensionsmyndigheten kan i sérskilt fall fatta beslut om annat berédkningsunderlag. Om
det inte finns manadsarvode for 12 manader bakat sa kan pensionsmyndigheten fatta
beslut om berakning baserad pa det genomsnittliga manadsarvodet under
uppdragstiden eller det manadsarvode som den fortroendevalde hade haft om denne
inte hade varit ledig pa grund av sjukdom eller foraldraledighet.

Sjukpensionens niva motsvarar nivan for den manadsersattning som utbetalas till
anstallda enligt AGS-KL.

Sjukpension bor utges i proportion till den tidigare uppdragsgraden med héansyn till
sjuk- eller aktivitetsersattningens omfattning. Vid beslut om sjuk- eller
aktivitetsersattning maste saledes aven ursprunglig och eventuellt kvarvarande
omfattning pa uppdraget faststallas.

Om en fortroendevald har ett uppdrag pa 100 procent och sedan avgar p.g.a. att sjuk-
eller aktivitetsersattning beviljats med 50 procent sa ska sjukpensionen baseras pa
halva arsarvodet.
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Om sjuk- eller aktivitetsersattningens omfattning &r mindre an uppdragets omfattning
sa bor sjukpension beraknas i relation till sjuk- eller aktivitetsersattningens omfattning
dividerat med uppdragets omfattning.

Om sjuk- eller aktivitetsersattningens omfattning &r hogre an uppdragets omfattning sa
kan sjukpensionen inte gverstiga uppdragets omfattning.

Berdkning av pensionsgrundande inkomst

Den pensionsgrundande inkomsten faststélls aret fore den fortroendevalde beviljas
sjuk- eller aktivitetsersattning. Darefter indexeras den pensionsgrundande inkomsten
med prisbasbeloppet och beloppet ska endast rdknas upp och inte ned om férandringen
ar negativ.

Véardesakring

Sjukpensionen ska vardesakras pa motsvarande satt som i de bestammelser som galler
for utbetalning av manadsersattning enligt AGS-KL.

Efterskydd

Fortroendevald som befrias/frantrader sitt uppdrag p.g.a. sjukdom har rétt till
efterskydd under 270 kalenderdagar. Efterskyddet innebér att ratt till sjukpension
foreligger om fortroendevald under efterskyddstid beviljas sjuk- eller
aktivitetsersattning.

Den fortroendevaldes ratt till efterskydd upphdr om den fortroendevalde tilltrader en
anstallning eller annat uppdrag férenat med pensionsrétt.

Pensionsmyndigheten kan i sérskilt fall fatta beslut om forlangd efterskyddstid.

811 Efterlevandeskydd

Pensionsbehallningen enligt & 6 innehaller ett obligatoriskt efterlevandeskydd. Med
“efterlevandeskydd” avses att vid dodsfall sa far den fortroendevaldes efterlevande
vardet av intjanad pensionsbehallning utbetalt. Beloppets storlek bestams av hur stor
pensionsbehallningen ar innan dodsfallet och om den avgiftsbestamda
pensionsbehallningen har borjat betalas ut till den fortroendevalde eller inte.
Efterlevandeskyddet liknar det aterbetalningsskydd som anstallda kan vélja for det
pensionskapital som ar inbetalt i en tjanstepensionsforsakring. Pa grund av de
begrénsningar som finns enligt inkomstskattelagen kan dock efterlevandeskyddet inte
tecknas i en faktisk tjanstepensionsforsékring.

Vid fortroendevalds dodsfall betalas det sparade kapital som finns i pensions-
behallningen ut under fem ar till i forsta hand make/maka, registrerad partner, sambo
och i andra hand till barn. Avseende definitionen av sambo hanvisas till sambolagen.

Om det finns flera barn med rétt till efterlevandeskydd ska pensionshehallningen delas
lika mellan dessa barn.
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Engangsersattning
Efterlevandeskydd kan utbetalas som en engangsersattning till efterlevande om vardet

av pensionsbehallningen ar hogst 150 procent av inkomstbasbeloppet aret fore
utbetalning av formanen borjar.

§ 12 Vissa inskréankningar i ratten till pensionsférman

For den som uppsatligen framkallat fortroendevalds arbetsoférmaga eller dod ska
gélla vad som anges i 18, 19, 20 a och 100 a 8§ lagen om forsékringsavtal (FAL)
angaende pafoljd i pensionsformanshanseende.

8 13 Finansiering

Kommun, region och kommunalférbund svarar for utfastelser enligt dessa
pensionsbestdmmelser.

8 14 Ansdkan om och utbetalning av sjukpension och
efterlevandeskydd

Utbetalning av sjukpension och efterlevandeskydd sker manadsvis.

Ansdkan om sjukpension och efterlevandeskydd ska géras enligt de anvisningar som
pensionsmyndigheten utfardar. Den fortroendevalde eller formansberattigade bor fa
sjukpension eller efterlevandeskydd utbetalad inom tre manader efter det att
pensionsmyndigheten tagit emot sadan ansokan.

§ 15 Uppgiftsskyldighet m.m.

Fortroendevald eller hans eller hennes efterlevande ér skyldig att lamna de uppgifter
som pensionsmyndigheten begér for att faststalla ratten till sjukpension och
efterlevandeskydd.

Fortroendevald eller efterlevande som inte fullgor de skyldigheter
pensionsmyndigheten faststallt forverkar ratten till formaner och kan inte genom att
senare fullgora skyldigheten aterfa ratten till férverkat belopp mer dn sex manader
tillbaka. Pensionsmyndigheten kan dock medge undantag.
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Kapitel 4 Familjeskydd vid fértroendevalds dodsfall

§ 1 Tillampningsomrade m.m.

Bestammelser om familjeskydd galler for fértroendevald som avses i 4 kap. 1 8
kommunallagen och som fullgér uppdrag hos kommunen, regionen eller
kommunalforbundet pa heltid eller betydande del av heltid, med sammanlagt minst 40
procent av en heltid.

Familjeskydd vid fortroendevalds dddsfall syftar till att ge de fortroendevalda ett
liknande skydd vid dennes dddsfall som de anstéllda inom kommuner, regioner och
kommunalférbund har. Med ”familjeskydd” avses en faststélld forman som vid
dodsfall utbetalas till den fortroendevaldes efterlevande.

§ 2 Ratt till familjeskydd

Familjeskydd bestar av tva delar, dels familjeskydd till efterlevande vuxen, dels
familjeskydd till efterlevande barn. Med barn avses arvsberattigat barn eller det barn
som den fortroendevalde tagit emot i sitt hem i adoptionssyfte.

Familjeskydd vid fortroendevalds dddsfall bor ses som en “forsékringsliknande”
konstruktion. Annan kan uppdras att administrera familjeskyddet.

Om den foértroendevalde har en samtidig anstallning med ratt till annat motsvarande
skydd ska ratten till familjeskydd beddémas av den lokala pensionsmyndigheten.

8 3 Familjeskydd vid fortroendevalds dodsfall

En fortroendevalds efterlevande har rétt till familjeskydd om den fortroendevalde
avlider:

a) under tid da han eller hon uppfyller forutsattningarna enligt § 1,

b) under tid da han eller hon far sjukpension enligt Pensionsbestammelser § 10

Ratten till familjeskydd vid den fortroendevaldes dodsfall galler ocksa om den
fortroendevalde avlider:

c) inom sex manader efter det att den fortroendevalde befrias/frantrader sitt uppdrag.

En fortroendevalds efterlevande har inte rétt till familjeskydd enligt punkterna b) — c)
om den fortroendevalde vid tidpunkten for dodsfallet hade en anstéllining eller
uppdrag med pensionsrétt och den fértroendevalde genom anstallning eller uppdrag
hade motsvarande skydd for efterlevande.

For en och samma avliden kan det hogst utges ett familjeskydd, detta oavsett om den
fortroendevalde hade fler &n ett uppdrag som var och en innebdr att den avlidne
uppfyller dessa villkor.
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84 Familjeskydd till efterlevande vuxen
Familjeskydd till efterlevande vuxen betalas ut till den fortroendevaldes make/maka,

registrerad partner eller sambo som den avlidne hade vid tidpunkten for dodsfallet.

Med sambo avses den ogifta person som stadigvarande bodde tillsammans med den
ogifte fortroendevalde vid hans eller hennes déd, och

a) som tidigare varit gift eller registrerad partner med den fortroendevalde,
eller

b) har eller har haft barn, eller da vantade barn med den fortroendevalde.

8 5 Berakning och utbetalning av familjeskydd till efterlevande
vuxen

En efterlevande vuxen, med rétt till familjeskydd till efterlevande vuxen enligt ovan,
har ratt till forman i fem ars tid.

Fran och med manaden efter att den fortroendevalde avlidit och fram till och med
slutet av samma ar motsvarar den manatliga formanens varde 1,1 inkomstbashelopp
delat med tolv. Formanen ska darefter arligen raknas upp med forandringen av
prisbasbeloppet.

Familjeskydd till efterlevande vuxen ska utbetalas manadsvis och i lika stora delar.

8 6 Familjeskydd till efterlevande barn

Familjeskydd till efterlevande barn betalas ut till den fortroendevaldes arvsberattigade
barn till och med manaden innan barnet fyller arton ar.

Ratten till familjeskydd till efterlevande barn galler dven for den tid da barnet har ratt
till barnpension enligt SFB.

Ratt till familjeskydd till efterlevande barn har &ven det barn som den fortroendevalde
med socialndmndens medgivande tagit emot i sitt hem for vard och fostran i
adoptionssyfte.

§ 7 Berakning och utbetalning av familjeskydd till efterlevande barn

Ett efterlevande barn, med rétt till familjeskydd enligt ovan, har, fran och med
manaden efter att den fortroendevalde avlidit och fram till och med slutet av samma
ar, ratt till en manatlig forman motsvarande 0,5 inkomsthasbelopp delat med tolv.
Formanen ska darefter arligen raknas upp med forandringen av prishasbeloppet.
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Det sammanlagda manatliga formansvardet av familjeskydd till efterlevandes samtliga
barn kan dock aldrig 6verstiga vardet av 1,5 inkomstbasbelopp det ar dodsfallet
intraffade delat med tolv.

Vid fler an tre efterlevande barn bestdams den manatliga formanens varde till vart och
ett av de efterlevande barnen till motsvarande en tolftedel av vardet av 1,5
inkomstbasbelopp aret da den fortroendevalde avled delat med antalet efterlevande
barn med ratt till familjeskydd till efterlevande barn, déarefter arligen uppraknat med
forandringen av prisbasbeloppet.

Om ett efterlevande barn till en fortroendevald framstéller ansprak pa familjeskydd till
efterlevande barn forst efter det att sddan forman har borjat betalas ut, ska redan
utbetalda férmaner inte omfordelas mellan barnen.

Familjeskydd vid den fortroendevaldes dodsfall till efterlevande barn ska utbetalas
manadsvis och i lika stora delar.

§ 8 Utbetalning av formaner

Familjeskyddet betalas ut till den fortroendevaldes efterlevande manadsvis, senast tre
manader efter det att kommunen, regionen eller kommunalférbundet har tagit emot ett
fullstandigt underlag for utbetalningen.

Om den fortroendevalde har befriats/frantratt sitt uppdrag och den fortroendevalde
omfattas av familjeskydd, ska den som gor ansprak pa forman anméla dodsfall enligt
anvisningar fran pensionsmyndigheten.

Nar anméalan inkommit, anses kommun, region eller kommunalfoérbund ha fatt
kannedom om dodsfallet.

For att ratten till forman ska kunna bedémas ska den som gor ansprak pa forman
lamna de uppgifter som begars av pensionsmyndigheten samt lata
pensionsmyndigheten hamta in uppgifter om den fortroendevalde fran nuvarande och
tidigare arbetsgivare, uppdragsgivare, Skatteverket, Forsakringskassan eller
forsakringsinrattning.

Om efterlevande lamnar oriktiga uppgifter som leder till att for hogt familjeskydd
utbetalas, kan det for hogt utbetalda beloppet avraknas fran kommande utbetalningar
eller helt eller delvis aterkravas. Detta galler under forutsattning att efterlevande insett
eller borde ha insett att lamnade uppgifter var oriktiga. Pensionsmyndigheten kan
besluta att helt eller delvis efterge beloppet.

Pensionsmyndigheten kan besluta att en efterlevande forlorar sin ratt till familjeskydd
med anledning av att han eller hon uppsatligen har framkallat den fortroendevaldes
dod. Omstandigheterna ska vara sadana som anges i 12 kap. 8 § forsta stycket FAL.
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Sammanfattning

Vattentjanster ar vattenforsorjning och avlopp (VA).

Riksdagen har beslutat i Lag (2006:412) om allménna vattentjanster (LAV) att det ska finnas en aktuell
vattentjanstplan i varje kommun. Vattentjanstplanen &r ett vagledande dokument som redovisar
kommunens langsiktiga planering av hur behovet av allmanna vattentjanster kan tillgodoses. |
Héllefors finns vattentjanster for dricksvatten och avloppsvatten. Det finns sex avloppsreningsverk och
fyra vattenverk med tillhérande ledningar. Kommunalt VVA-finansieras genom VA-taxa som debiteras
alla anslutna fastigheter.

| Hallefors kommun bor idag ca 6 300 invanare med en vikande befolkningsutveckling.

Det pagar flera utredningar infor kommande VA-planering som till exempel férnyelseplanering,
utredningar for att justera taxor, avtal och verksamhetsomradets gréanser.

VA-anlaggningarnas eventuella paverkan fran skyfall behdver utredas.
Vattentjanstplanen ska aktualitetsprévas vart fjarde ar av kommunfullmaktige.

Vattentjanstplanen har samratts, under samradet framkom det inga synpunkter som utgér grund till
forandringar eller revideringar i vattentjanstplanen, darfér kommer planen inte att stéallas ut for
granskningstid. Vattentjanstplan ar nu i skede for beslut om antagande.

Samrad
*Oppet samrad med *Granskning om *Beslut om antagandei
utstallning i fyra samradet har resulerat kommunfullmaktige
veckor. i synpunkter som * Antagande av
*Samradsredogérelse vasentligt &ndrar vattentjanstplaneni
upprattas. planen. kommunfullmaktige
*Ingen granskningom
andringar av mindre
betydelse
\ J J . J




1.Inledning

Bakgrund

Riksdagen har beslutat i Lag (2006:412) om allménna vattentjanster (LAV) att det ska finnas en aktuell
vattentjdnstplan i varje kommun. Vattentjinstplanen &r ett vdgledande dokument som redovisar
kommunens langsiktiga planering av hur behovet av allménna vattentjanster kan tillgodoses.
Kommunfullmaktige beslutar om antagande och dndring av en vattentjénstplan och ska minst vart fjarde
ar aktualitetsprova vattentjanstplanen.

Vattentjanster ar en sammanfattande benamning pa olika tjanster for vattenforsorjning och avlopp. Nar
tjansterna tillnandahalls genom en allman VA-anlaggning kallas de allméanna vattentjansterna ofta for
kommunalt VA. Av LAV 2 § framgar att med vattenforsorjning menas "tillhandahallande av vatten som
ar lampligt for normal hushallsanvandning” och att avlopp avser “bortledande av dagvatten och
dranvatten fran ett omrade med samlad bebyggelse eller fran en begravningsplats, bortledande av
spillvatten eller bortledande av vatten som anvants for kylning”.

Grunduppdraget for VA-huvudmannen &r att arbeta for ett friskt dricksvatten, rena sjéar och vattendrag
samt for att sakerstdlla manniskors tillgang till langsiktiga hallbara vattentjanster inom VA-
verksamhetsomradet.  Hallefors kommuns  vattentjanster — innebar att inom faststallda
verksamhetsomraden leverera dricksvatten av god kvalitet och ta emot och rena spill- och avloppsvatten
fran fastigheter.

Héllefors vattentjanstplan &r framtagen i samarbete mellan VVA-verksamheten och vattenplanerare. Till
denna forsta version av vattentjanstplan har befintliga planer och underlag anvénts tillsammans med
pagaende planering och framtaget material som ger en helhetshild dver vattentjansterna.

Syfte med vattentjanstplan

Vattentjanstplanen innehaller kommunens langsiktiga planering for hur behovet av allménna
vattentjanster ska tillgodoses. Vattentjanstplanen ar ett verktyg for langsiktigt hallbar planering av
dricksvatten- och avloppsforsorjningen i hela kommunen. Planen innehaller, férutom
nulagesbeskrivning och paverkansanalys, dven redovisning av behovet av atgarder for att sakra
vattentjansterna.

Lagar, myndighetskrav och andra styrande dokument

Kommunens ansvar for vatten och avlopp styrs av flera lagar, forordningar och foreskrifter. Nedan
foljer en kort beskrivning av de lagar som paverkar vattentjansterna mest.

e Lag (2006:412) om allmanna vattentjanster (LAV) ska garantera att allman VVA-forsorjning
ordnas ur ett langsiktigt perspektiv. Enligt LAV ar kommunen skyldig att ordna vatten- och
avloppsforsorjning om det av halso- eller miljoskal behdver 16sas i ett storre sammanhang.

e Plan- och bygglag (2010:900) (PBL) syftar till att framja en samhallsutveckling med jamlika
och goda sociala levnadsforhallanden och en god och langsiktigt hallbar livsmiljo for
manniskorna i dagens samhalle och for kommande generationer.



Miljobalk (1998:808) (MB) innehaller bestimmelser som syftar till att framja en hallbar
utveckling som innebér att nuvarande och kommande generationer tillforsékras en hélsosam
och god miljo. Avlioppsvatten ska tas om hand utan risk for att oldgenheter fér méanniskors hélsa
eller miljon uppstar, vilket galler for bade allman och enskild avloppsanlaggning.

Livsmedelslagen reglerar hanteringen av dricksvatten i vattenverk och distributionen av
dricksvatten.

Héllefors kommuns allménna bestdmmelser for anvdndande av den allmdnna vatten- och
avloppsanlaggningen (ABVA) innehaller bestammelser for fastighetsagares anvandning av den
allménna VVA-anlaggningen.

Vattentjanstplanens forhallande till andra planeringsdokument

Vattentjanstplanen ger vagledning om hur vattentjansterna kan utformas och utvecklas for att méta
behoven i kommunen.

Hallefors Oversiktsplan ger riktlinjer och ramar for den fysiska planeringen inom kommunen.
Genom att samordna VVA-planering och dversiktsplanering kan man sakerstélla att
utbyggnaden av vatten- och avloppsystemen sker i enlighet med den évergripande fysiska
planeringen, samhallsutvecklingen och reglerna i LAV.

Vattenforsorjningsplan Bergslagen beskriver nuvarande och potentiella framtida vattenresurser
for dricksvattenforsorjning.

VA-utbyggnadsplan beskriver hur den allménna VA-anlédggningen ska byggas ut, for att
sékerstélla att behovet av allménna vattentjanster kan tillgodoses déar behoven finns.
Utbyggnadsplanen &r framtagen parallellt med vattentjanstplanen.

VA-utvidgningsplan for utredning av avtal och verksamhetsomradets granser behandlar
administrativa och tekniska delar for avtalens omfattning, anlaggningar och tidplaner.

VA-fornyelseplan beskriver hur ledningsnatet ska fornyas och underhallas.

VA-underhallsplan beskriver hur den 6vriga tekniska infrastrukturen i den allménna VA
anlaggningen som exempelvis reningsverk, vattenverk och tryckanordningar ska fornyas och
underhallas.

Strategiska dokument for dagvatten beskriver hur kommunen férhaller sig till fragor som
géller dagvatten och hur det ska omhéndertas.

Brand- och slackvattenplan beskriver hur kommunen kan tillhandahalla brandvatten som
motsvarar raddningstjanstens behov och hur slackvatten kan hanteras.



Vattentjanstplanens forhallande till miljokvalitetsnormer

Vattentjanstplanens syfte ar att sdkra vattentjansterna enligt LAV, inte att vattentjansterna ska utforas
pa ett sadant satt att miljokvalitetsnormerna for yt- och grundvatten enligt miljébalken kan foljas.
Atgarder som VA-huvudmannen behdver genomfora for att folja kraven kopplade till
miljokvalitetsnormer kommer darfor inte behandlas i vattentjanstplanen, medan atgarder som syftar till
att sdkra leverans av vattentjansterna tas upp i vattentjanstplanen.

Strategisk miljobeddmning

Parallellt med framtagandet av vattentjanstplanen har behovet av en strategisk miljobedémning
undersokts. Vattentjanstplanen bedéms inte ha behov av strategisk miljébedémning. Hur detta har
gjorts och resultatet av undersékningen beskrivs i bilaga 1, till detta dokument.

2. Ansvarsfordelning och roller for vatten och avlopp

Kommunen har genom kommunfullmaktige det 6vergripande ansvaret for VA-forsorjningen enligt
LAV. Det omfattar att sakerstalla och tillhandahalla vattenforsorjning och avlopp nar det behéver
ordnas i ett storre sammanhang. Kommunfullméktige beslutar om vattentjanstplanen,
verksamhetsomraden, allmanna bestammelser for VA och taxan. Kommunen behéver planera, bygga
ut och dvervaka infrastrukturen for att mota behoven av vattentjanster och for att skydda manniskors
hélsa och miljon.

Kommunen har en skyldighet att fordela ansvaret for vatten och avlopp internt sa att de krav som finns
i lagen om allméanna vattentjanster, miljobalken samt plan- och bygglagen uppfylls. Genom Bygg- och
miljonamnden har kommunen en tillsynsroll for att uppratthalla lagkrav och kvalitetsstandarder for
bade allmanna och enskilda VA-anlaggningar. Genom att ta ansvar for dessa uppgifter sakerstaller
kommunen en palitlig och hallbar vattenforsorjning och avloppshantering for invanarna.

Hallefors kommun ar VA-huvudman som &ger anlaggningen och har ansvar for verksamheten. Utifran
beskrivning i reglemente fullgdr Tekniska ndmnden Héllefors kommuns uppdrag som huvudman for
kommunalt VVA. Verksamhetsansvaret ar delegerat fran Tekniska namnden till VA-verksamheten.

Den allméanna VA-anlaggningen bestar av vatten- och avloppsreningsverk, pumpstationer och
ledningar. De allmanna vattentjénsterna finansieras av VVA-taxa som betalas av fastighetségare eller
annan avgiftsskyldig.

Den enskilda anvédndarens ansvar for den kommunala VA-anlaggningen finns beskrivet i bland annat
LAV, ABVA och Miljobalken (MB). Den enskildes ansvar kan innebdra att ansluta fastigheten till det
kommunala ledningsnatet, betala avgifter for vattentjansterna och anvanda VA-anlaggningen sa att det
inte uppkommer oldgenheter.

Fastighetsagare som har fastigheter utanfor verksamhetsomradet for allmant VA, har eget ansvar for
drift och underhall av sina egna vatten- och avloppssystem.

Lansstyrelsen utdvar tillsynen éver att kommunen fullgor skyldigheten enligt LAV 6 § att tillgodose
behovet av vattentjanster. Lansstyrelsen far foreldgga kommunen att fullgora skyldigheten.



3. Samhallsutveckling

| Hallefors kommun bor idag ca 6 300 invanare fordelade Gver ett stort geografiskt omrade i
forhallande till befolkningsantalet. | Hallefors tatort bor ca 4100 invanare och i Grythyttan ca 800, ca
1400 invanare bor pa mindre orter och pa landsbygden. Hallefors kommun har haft en vikande
befolkningsutveckling de senaste 30 aren.

Figur 1Héllefors utvecklingsstrategi

I Gversiktsplanen och utvecklingsstrategin ar tatorterna Hallefors och Grythyttan utpekade som platser
dit den huvudsakliga samhéllsutvecklingen ska koncentreras. Det ar dven har befintlig kommersiell
och kommunal service koncentreras. Genom att i huvudsak koncentrera samhallsutvecklingen inom
kommunen till redan bebyggda omraden kan befintliga kommunikationer och teknisk férsorjning
anvandas figur 1.

Emellertid finns ett antal omraden som omfattas av LIS tillagget till Gversiktsplanen som delvis kan
innebara behov av ny infrastruktur. Urvalet av omraden som omfattas av LIS har anpassats efter var
infrastruktur finns i anslutning. LI1S- omradena samt utvecklingsstraken som pekas ut i éversiktsplanen
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ar en del av kommunens arbete med att starka kommunens attraktivitet. Det finns tre utvecklingstrak
utpekade i Hjulsj6, Bredsjo samt i Loka.

Den 1 december 2022 undertecknade Hallefors kommun tillsammans med alla andra kommuner i lanet
en regional avsiktsforklaring for Agenda 2030 med mal om att ta gemensamma Kkliv framat for
hallbarhetsarbetet. Kommunens arbete med agenda 2030 genomsyrar saval politiska inriktningsmal
som resultatmal. Arbetet med samhéllsutveckling i Hallefors kommun ska darmed framja en hallbar
utveckling ur ekonomiskt, ekologiskt och socialt perspektiv.

Tabell 1 Zitgérder fér VA-planering i samhéllsplaneringen

Atgarder Syfte Ansvar Tidplan
Arbeta Samverka forvaltningsévergripande  Forvaltnings- Lopande
forvaltningsovergripande vid  for att spara resurser Overgripande
planering av nya samverkan
bostadsomraden
Utreda for brand-och Séakerstalla brand-och Forvaltnings- 2027-2030
slackvattenplan slackvattenhantering Overgripande

samverkan
Dagvattenpolicy Klargéra mal och ansvar for Férvaltnings- 2026-2029

dagvattenhantering Overgripande
samverkan

4. \VVA-ekonomi

En ekonomi i balans och VA-taxans storlek

Hallefors kommun star infor stora investeringar da mycket av den nuvarande infrastrukturen for den
kommunala VA verksamheten &r alderstigen. Kapitalkostnader for fornyelse och utbyggnad behdéver
finansieras av avgifter via kommunens VA-taxa, vilket kommer att paverka VA-taxans storlek.

LAV reglerar kommunens mojlighet att ta ut avgifter for vattentjanster. VA-verksamheten ansvarar for
att ta fram forslag till revidering av VA-taxa for beslut i Tekniska ndmnden och kommunfullméktige.

VA- avgifternas belopp och hur avgifterna ska betalas ska framga av en bestdamd taxa, vars storlek och
fordelning bestams av kommunfullméktige. Det totala avgiftsuttaget far inte 6verstiga de kostnader
som ar nddvandiga for att ordna och driva VA-anléggningen och fordelningen av avgiftsuttaget ska ske
utifran vad som ar skaligt och rattvist.

En strategiskt langsiktig ekonomisk planering ar av vikt for att sakerstalla tillrackliga ekonomiska
resurser, samt for att kunna félja och planera taxeutvecklingen. Genom langsiktig ekonomisk planering
och en jamn och stabil taxeutvecklingsplan kan en mer hallbar ekonomisk situation skapas.



Tidshorisonten for en taxeutveckling ska skrivs fram med en prognos pa 5 till 10 ar utifran fornyelse-,
underhalls- och utbyggnadplaneringen.

For Hallefors kommunala VA finns fa nytillkomna brukare och det finns en trend med minskad
forbrukning hos de befintliga brukarna. Det pagar en 6versyn for att justera enskilda taxor for att fa sa
rattvis taxa som mojligt for alla brukare. Det planeras for att installera digitaliserade och fjarrstyrda
vattenmétare. Vattenmétarna kommer att géra det enklare med avlasning, mer korrekt vattendebitering
och matarna kan dven méjliggéra tidig indikation pé eventuella vattenlackor. Atgérder for VA-
ekonomi och taxa finns i tabell 2.

Tabell 2 Atgarder, VA ekonomi och taxa

Atgarder Syfte Ansvar Tidplan
Planera langsiktigt for jamn Planera utifran fornyelse-, underhalls- och VA-verksamheten Ldpande
och stabil taxeutveckling utbyggnadplaneringen med prognos for

taxeutveckling med tidshorisont pa 5 och 10

ar
Oversyn for att justera enskilda ~ Réttvis taxa for olika typer av fastigheter VA-verksamheten 2026-2029
avtal och taxor
Faststalla dagvattentaxa Kostnadstécka dagvattenverksamheten VA-verksamheten 2025-2028
Planera for att installera Exaktare métning i realtid vilket ger mer VA-verksamheten 2026-2034

digitala vattenmatare

korrekt vattendebitering och tidig indikation
pa vattenlackor.

5. Nulagesbeskrivning av Hallefors vattentjanster

Halleforskommun har verksamhetsomraden for dricks- och avloppsvatten. Avloppsvatten ar ett
samlingsnamn for spillvatten, dagvatten, kylvatten och vatten fran begravningsplats. Utom de redan
pagadende administrativa och fysiska atgarderna ar behovet av bade narstaende- och framtida
investeringar kopplade till den allméanna VVA-anldggningen mycket stort.

| Hallefors kommun ar den allmanna VA-forsérjningen utbyggd pa elva platser, figur 2. Hallefors och
Grythyttans tatorter ar de storsta omradena. Ut6ver dem finns det mindre verksamhetsomraden i
kommunen. Ar 2024 var omkring 90%, av kommuns befolkning om ca 6 300 personer, anslutna till
allman VA-forsorjning. For Silvergruvan finns det beslut om att inratta verksamhetsomrade for
dricksvatten. Det pagar teknisk utredning for att verkstalla beslutet om dricksvattenvattenforsorjning
till Silvergruvan.



Figur 2 VA verksamhetsomréaden

Avloppsreningsverk och ledningsnat for spillvatten

Héllefors kommun har 6 avloppsreningsverk, med ca 110 km avloppsledningar, ca 60 km
dagvattenledningar och dartill hdrande pumpstationer och dvriga anlaggningsdelar. Under 2024
mottog avloppsreningsverken totalt ca 1,7 miljoner m® avloppsvatten, av det beraknas ca 80 % vara
tillskottsvatten. Tillskottsvatten kan vara inldckage av hdgt grundvatten eller éverkoppling av dag- och
dranvatten till avioppsledningarna. For att atgarda mangden tillskottsvatten och minska den ska
ledningar, pumpstationer och braddavlopp ses éver, tabell 3. Aven avtal ska ses 6ver i syfte att minska
méngden tillskottsvatten vatten.



Dagvatten

Det finns omraden med sa kallade kombinerade ledningar dar spillvatten och dagvatten leds i samma
ledning. Dagvatten bor inte ledas till avloppsreningsverken utan ska avledas for sig och vid behov
behandlas i anlaggningar som ar speciellt framtagna for dagvattenrening. | de fall dar kombinerade
ledningar behover separeras finns det behov av bade administrativa som fysiska atgarder for att skapa
en fungerande 18sning. Utredningar av behovet och for forutsattningar att separera ledningar utfors i
fornyelseplanen.

Dricksvattentakter, dricksvattenverk och dricksvattenledningsnat

EU:s dricksvattendirektiv anger de minimikrav som maste uppfyllas for vatten avsett som
dricksvatten. Detta har inforlivats i svensk lagstiftning genom Livsmedelsverkets foreskrifter
(2022:12) om dricksvatten. Vid handelse av att det ordinarie dricksvattenledningsnétet ar ur bruk eller
att vattnet riskerar att inte uppfylla gallande gransvarden, kan vatten behdva distribueras pa annat sétt
for att i mojlig man uppratthélla dricksvattenforsorjning till allmanhet och prioriterade verksamheter.

Héllefors nddvattenplanering foljer Livsmedelsverkets guide for planering av nédvattenférsorjning.

Hallefors har 4 vattenverk dar ca 0,7 miljoner m?® ravatten tas ut for dricksvattenproduktion. Det finns
ca 125 km dricksvattenledningar, ledningarnas kondition &r under pagaende utredning i VA
fornyelseplanen. Ca 20% av den producerade dricksvattenmangden berdknas att bortfalla genom olika
former av utlackage. Tre av kommunens fyra dricksvattentakterna saknar modernt skyddsomrade.
Vattenskyddsomraden bestar av geografiska omraden med skyddsforeskrifter. Kommunen arbetar for
att skapa moderna vattenskyddsomraden for alla dricksvattentékter. Ansokan ar inlamnad for
inrattande av moderna vattenskyddsomraden for vattentikterna i Savsjon, Nyhammar och Alvestorp.
Det pagar utredning for att forse Silvergruvan med allméant dricksvatten, dar aven tillstand for
vattenuttag och vattenskyddsomrade kommer att hanteras.

Brandvatten och slackvatten

Brandposter ar en del av den allméanna VVA-anlaggningen, till skillnad fran 6vriga anlaggningsdelar ar
det en skattefinansierad del. Hallefors ar en glesbefolkad kommun, men med manga brandposter samt
en méngd ventiler och andra anordningar for brandvattenforsorjning. Det planeras for att ta fram en
brand -och slackvattenplan 2027-2030.

Paverkan fran kraftiga regn och skyfall

Skyfall definieras enligt Sveriges meteorologiska och hydrologiska institut (SMHI) som ett regn med
regnvolym om minst 50 mm/tim. eller 1 mm/min. Dagvattensystem ska ha kapacitet for att avleda
vatten enligt dimensionerings praxis, vilket klart understiger 50 mm/tim, figur 3. Vid skyfall kan
darfor dagvattensystemen Gverbelastas da dagvattensystemets kapacitet ar mycket begransad i
forhallande till skyfallets intensitet och volym. Skyfall ska inte avledas i dagvattensystemet utan
avrinna ytligt eller pa annat sarskilt ordnat satt.

En analys av hur ledningsnat och annan VA infrastruktur paverkas av kraftiga regn planeras att utforas
under 2027-2030.
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Figur 3 Praxis for dimensionering och ansvarsférdelning inom kommunen.

Tabell 3 Atgarder for att skyfallssékra anlaggning

Atgarder Syfte Ansvar Tid
Analysera VA infrastruktur som Minska méangden tillskottsvatten till VA- 2026-2031
tillfor tillskottsvatten. avloppsreningsverk verksamheten

Bygga bort kombinerade Minska méangden tillskottsvatten till VA- 2026-2031
ledningar, se 6ver pumpstationer,  avloppsreningsverk verksamheten

braddavlopp och analysera avtal

Identifiera VA-anldaggningar i Oversyn av VA-anlaggningar i lagpunkter VA- 2026-2027
lagpunkter verksamheten

6.Pagaende arbeten och planering

Det pagar manga olika arbeten med VA-planering. Nedan redovisas pagaende arbeten och utredningar,
som ska leda till underlag for atgarder som ska sékerstalla en langsiktig leverans av vattentjanster. En
del planer behdver utredas fore andra utredningar kan starta.

Planerade arbeten och utredningar

Utredning for avtal och verksamhetsomradets granser

Utredning for dagvatten gata och dagvatten fastighet.

Pagar dricksvatten utredning for Silvergruvan

Pagar utredning for en dverforingsledning for aviopp fran Grythyttan till Hallefors
Pagar utredning av reservvatten for Hallefors

Inrattande av moderna vattenskyddsomraden for vattentakterna i Savsjon, Nyhammar och
Alvestorp.

Planer och program

Den pagaende VA-fornyelseplaneringen kommer att beskriva hur reinvesteringar i samtliga befintlig
ledningsinfrastruktur ska utforas, planen beréknas vara klar 2026.
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Den pagaende VA-underhallsplaneringen kommer att beskriva hur det langsiktiga underhallsbehovet
for VA-anléggningar ska utforas och beraknas vara klar 2026.

Det pagar arbete med att utreda avtal och verksamhetsomrades omfattning genom att faststélla granser
och beslut for dricks- och spillvattenverksamhetsomraden och att uppratta verksamhetsomrade for
bade dagvatten gata och dagvatten fastighet. Det pagar dven arbete med utredning av sarskilda
anslutna verksamheters avtal, dar verksamheter utreds for behovet av sarskild anvéndning, som inte
kan betraktas vara allmén anvandning enligt LAV 28.

Parallellt med vattentjanstplanen har VA-utbyggnadsplaner utarbetats. | de utredningar har det
identifierats flera fastigheter som ligger i nara anslutning till befintliga verksamhetsomraden.
Fastigheterna kan da betraktas som att de kan ingar i sammanhallen bebyggelse med befintligt
verksamhetsomrade. Utredning av de identifierade fastigheterna och verksamhetsomradenas granser
samt granskning av avtal kommer att redovisas separat i en plan for verksamhetsomradets omfattning

som beraknas vara klar 2025.

Tabell 4 Atgérder VA-férsérjning ledning och verk

Atgarder Syfte Ansvar Tid
Arbeta utefter fornyelseplanen och Minska tillskottsvattenvatten i VA VA-verksamheten 2026-2034
atgardsplan for ledningsnatet for att anlaggningar.
minska mangden inladckage och se dver
avtal.
Revidera vattenskyddsomraden och dess = Skapa moderna villkor for VA-verksamheten 2025-2034
vattenskyddsforeskrifter. vattenskyddsomréadena.
Arbeta med férnyelseplaneringen Arbeta for en utbytestakt pa VA-verksamheten 2026-2034
ledningsnatet sa att en robust VA-
anlaggning kan uppréatthallas éver tid
och komplettera med
dagvattenledningar dar det idag bara
finns avloppsledningar.
Planera for att installera Sékerstélla att braddningsmétning ska = VVA-verksamheten 2026-2028
matningsutrustning for braddmaétningar utforas pa aven aldre anlaggningar.
Utreda villkor i avtal och Bygga ut VA-anlaggningen utefter VA-verksamheten 2026-2028
verksamhetsomréadets omfattning samt behov och bestdmma
uppratta verksamhetsomraden for verksamhetsomradets granser.
dagvatten
Genomfora utbyggnad av kommunalt VA = Ddr det finns ett behov av VA i ett VA-verksamheten 2026-2034

enligt planering

stérre sammanhang enligt tidigare
utredning.
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7. Behovet av utbyggnad av den allmanna VA
anlaggningen

Principer for VA-utbyggnad

VA-utbyggnadsomrade &r ett omrade som har stort behov av forandrad VA-forsorjning och ska darfor
upptas i det allmanna VA-verksamhetsomradet. Behovet for utbyggnad har utretts i VA-
utbyggnadsplan for Hallefors kommun. Behovsbedémningen har utgatt fran kriterier for halsa, miljo
och samhalle, figur 4.

Enligt 68 LAV ska kommunen, om det med hansyn till skyddet fér ménniskors hélsa eller miljon
behdver ordnas vattenforsorjning eller avlopp i ett stérre sammanhang for en viss befintlig eller
blivande bebyggelse

1. bestamma det verksamhetsomrade inom vilket vattentjansten eller vattentjansterna
behdver ordnas, och

2. se till att behovet snarast, och sa lange behovet finns kvar, tillgodoses i
verksamhetsomradet genom en allman va-anlaggning.

Kommunen ska vid bedémningen av behovet enligt forsta stycket, ta sarskild hansyn till
forutsattningarna att tillgodose behovet av en vattentjanst genom en enskild
anlaggning, som kan godtas med hansyn till skyddet for manniskors halsa och miljon.

Enligt rattspraxis har det tolkats att kommuners skyldigheter brukar intrada fran ca 20-30 hushall och
uppat, aven endast 15 hushall har forekommit i vissa fall. I arbetet med VA utbyggnadsplanen, med
utgangspunkt fran LAV och géangse praxis har darfor bostadshuskluster sokts ut for att identifiera
sammanhallen bebyggelse som behdver inga i behovsanalysen. Omraden med 15 bostader eller fler
dar avstandet mellan bostaderna ar 150 meter eller mindre har utretts. Omradena har vidare utvarderats
med antalet hus med permanentboende, tillgang till dricksvatten och recipientens status.

Sambhalle

Hushalli
samman-
hangande

Recipienten Andel
s kanslighet

och status

Dricksvatte Dricksvatte
n- tillgang n- kvalitet

Utslapp av
spillvatten

permanent
bebyggelse boende

Figur 4, Schematiskt skiss for hur behovet for kommunalt VA bedéms utifran hélsa, miljéo och sammanhallen bebyggelse.
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8. Resultatet av utredningen ar att nuvarande VA-
forsorjning ar godtagbar

Sammanlagt identifierades 15 omraden som har utretts, varav 4 omraden ar mindre kluster som ligger i
7, Saxhyttan omradet, figur 5. Ingen av de utredda omradena bedéms ha behov av att anslutas till
kommunalt VA pa grund av bedomning fér sammanhallen bebyggelse med miljo- eller halsoskal.

11 omraden beskrivs med tabellerna 5 och 6 och kartbilden nedan som visar omradets lokalisering.

Figur 5 VA-utbyggnadsplanens utredningsomraden
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Tabell 5 Va- utbyggnadsplanens bevakningsomraden

11
22 . .
Omrade med blandad bebyggelse med ca 50% andel permanentboende, stora tomter och lag

Gréngshyttan tathet. Medel hélso-och miljorisk. Eget vatten, egna avloppslésningar.

Knuthojden 17 - . . . .

J Tva mindre permanentbostadsomraden som ligger néra varandra, stora tomter Medel hélso-och
13+14 Iag miljorisk. Enskilda vatten och avloppsldsningar.

Lungsalven | 20 8 . . . e A

g Omrade med bade permanent och fritidsbostads hus. Medel till lag hdlso-och miljérisk.
Enskilda vatten och avloppslésningar.

Saxhyttan 20 14 | Permanentbostads omrade, sma tomter, ganska tatt mellan husen. Medel halso-och miljorisk.
Eget och gemensamt vatten, enskilda avloppsl6sningar dar manga har tillstand enligt
miljobalken.

Silvergruvan | 24 14

Permanentbostadsomrade, stora tomter. Medel halsorisk och lag miljérisk. Enskilda aviopp.
Beslut om kommunalt dricksvatten, det pagar teknisk utredning for att genomfora beslutet.

Tabell 6 Va-utbyggnadsplanens fritidshusomraden.

Karstenshult

21 Omrade med blandad bebyggelse med Iag andel permanentboende, stora tomter och lag tathet.
Bjorksjon 2 | Lag halso-och lagmiljorisk. Enskilda vatten- och avloppsldsningar.
25
Mijdlnartorp 8 | Permanetbostadsomrade med lag grad av permanentboende. Medel halso-och lag miljorisk.
Enskilda vatten- och avloppslésningar.
Sanghyttan | 26 1 | Fritidshusomrade med sma sommarhus invid strandkanten. Enskilda vatten-och
Stugomrade avloppslosningar.
Sangshyttan | 26 8 | Blandat fritidshus-och permanentbostadsomrade. Medel hélsorisk och lag miljorisk. Enskilda
vatten- och avloppslésningar.
Sor Algen 62 9 | Fritidshusomrade dar fastigheterna ligger pa rad utefter sjostranden, ca 3 km langt kluster, stora
och tomter. Hog halsorisk- lag miljorisk. Gemensamma och enskilda vatten-och avloppslosningar,

som variera mycket beroende pé husets standard.




VA- bevakningsomraden

I ndra anslutning till Saxhyttan finns flera mindre bostadskluster som vid en fortatning skulle kunna
véaxa samman, varfor dven de omradena har utretts. Knuthojden ar ett permanentbostadsomrade som
bestar av tva mindre kluster som egentligen inte &r sammanhangande, men betraktas som ett omrade i
den har utredningen, da de ligger mycket nara varandra. Grangshyttan och Lungsélven & mindre
permanentbostadsomraden med omkring 20 bostadshus. Grangshyttan, Lungsalven. Silvergruvan ar
mindre permanentbostadsomraden med omkring 20 bostadshus. Silvergruvan har beslutats att inga i
verksamhetsomrade for kommunalt dricksvatten, figur 2, och att det pagar tekniska utredningar for att
genomfora beslutet. | nulaget ar VA-forsorjning godtagbar genom olika enskilda I6sningar. Omradena
bedéms ha mojlighet till godtagbar enskild VA-forsorjning och kunna fortsétta i nuvarande
utstrackning for den aktuella planeringsperioden. Om bebyggelsen skulle uttkas eller férdndras &r det
dock inte sjalvklart att vatten- och avloppsituationen skulle fungera langsiktigt hallbart, i sa fall
kommer en ny beddmning goras. Kommunen kommer darfor bevaka till exempel antalet
tillkommande bygglov eller forandring i nyttjandet av bebyggelsen i dessa omraden.

Omraden identifierade med fritidshuskaraktar

Olika fritidshusomraden har hus med olika standard och darmed olika behov av kommunalt VA.
Fritidshusomradena har utretts for att beddma om omradet, trots den formodat lagre
anvandningsgraden anda har behov av kommunalt VA. Omréadena har utretts for halso-och miljoskal
och paverkan pa vattenforekomsterna, aven aldre planbestammelser och vilken typ av
avloppslésningar som &r mest forekommande har undersokts. Utredningen har tillampats utefter att
omraden med mesta delen hus standarder som inte &r tankta eller lampade for helarsboende och med
mesta delen BDT-avlopp, beddms att inte ha behov av kommunalt VVA. Eftersom BDT- avlopp har
lagre negativ paverkan pa vattenforekomster jamfort med WC-avlopp. Hus lampade for
sommarvistelse med BDT-avlopp har da lagre behov av kommunalt VA, jamfort med hus som har WC
och ar lampade for helarsboende.

Bjorksjon, Mjolnartorp, omraden med mesta delen permanentbostadsbebyggelse med lag ande
permanentboende och kategoriseras darfor som fritidshusomraden i den har utredningen.

Utmed Sangens 6stra strand finns bade sommarstugeomrade och omrade med permanentbostéader.

Sor Algens 6stra strand utgor ett sommarstugeomrade som stricker sig ca tre kilometer utmed
strandlinjen.
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9. VA-forsorjning utanfor verksamhetsomrade for allméan
VA-anlaggning

Det finns ca 1000 enskilda
avloppsanléaggningar, de flesta betjanar
ett hus. En mindre andel fastigheter &r
anslutna till ett gemensamt avlopp,
eller ar medlem i nagon VA- eller
vattenforening. Enskilda fastigheter
eller omraden kan vara anslutna via
avtal till allménna kommunala
vattentjanster utan att for det vara en
del av verksamhetsomradet. En enskild
anlaggning kan vara for
dimensionerade for bade WC och
BDT- vatten eller med en torr
toalettlosning och for bara BDT-
vatten. De flesta har vattenférsérjning
via borrade brunnar. En del av
fastigheterna utanfor
verksamhetsomrade for kommunalt VA
ar fritidshus vars syfte inte ar
helarsvistelse.

Bygg-och miljéonamnden har tillsyn och prévning for sma avloppsanlaggningar, det finns ingen
generell tillsyn eller provning for enskilda dricksvattentékter. Dricksvattenanldggningar som forsorjer
fler fastigheter eller som anvands inom livsmedelsproduktion har tillsyn enligt Livsmedelsverkets
foreskrifter. FOr att tillsynen av enskilda avloppsanlédggningar ska vara mer effektiv och traffséker kan
riskbaserade tillsynsplaner anvéndas som underlag.

Tabell 7, Vatten och avlopp utanfor VA verksamhetsomrade

Atgarder Syfte Ansvar Tid
Utreda en riskbaserad Tillsyna enskilda avlopp efter behov Miljéenheten 2027-2030
tillsynsplan
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10. Uppfoljning och utvardering

Héllefors vattentjanstplan &r framtagen i samarbete mellan VVA-verksamheten och vattenstrateg. Under
planperioden ska vattentjanstplanen féljas upp av VA-verksamheten. Vattentjanstplanen ska
aktualitetsprovas vart fjarde ar av kommunfullméktige.

11. Sammanstallning av atgarder

Tabell 8, Sammanstallning av atgarder

Atgarder

(med hanvisning till tabeller)

1, Arbeta
forvaltningsovergripande vid
planering av nya bostadsomraden

1, Utreda for brand-och
slackvattenplan

1, Dagvattenpolicy

2, Planera langsiktigt for jamn
och stabil taxeutveckling

2, Oversyn for att justera enskilda
avtal och taxor

2, Faststalla dagvattentaxa

Syfte

Samverka forvaltningsévergripande for
att spara resurser.

Sékerstélla brand-och
slackvattenhantering.

Klargéra mal och ansvar for
dagvattenhantering.

Planera utifran fornyelse-, underhalls-
och utbyggnadplaneringen med prognos
for taxeutveckling med tidshorisont pa 5
och 10 ar.

Rattvis taxa for olika typer av
fastigheter.

Kostnadstacka dagvattenverksamheten.

Ansvar

Forvaltnings-
Overgripande
samverkan

Férvaltnings-
Overgripande
samverkan

Férvaltnings-
Overgripande
samverkan

VA-
verksamheten

VA-
verksamheten

VA-
verksamheten

Tid

Ldpande

2027-
2030

2026-
2029

Ldpande

2026-
2029

2025-
2028
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2, Planera for att installera
digitala vattenmatare

3, Analysera VA infrastruktur som
tillfor tillskottsvatten vatten.

3, Bygga bort kombinerade
ledningar, se 6ver pumpstationer,
braddavlopp och analysera avtal

3, ldentifiera VA-anlaggningar i
lagpunkter

4, Arbeta utefter fornyelseplanen och
atgardsplan for ledningsnatet for att
minska méangden inl&ckage och se
over avtal.

4, Revidera vattenskyddsomraden
och dess vattenskyddsforeskrifter.

4, Arbeta med fornyelseplaneringen

4, Planera for att installera
matningsutrustning for
braddmatningar

4, Utreda villkor i avtal och
verksamhetsomradets omfattning
samt uppratta verksamhetsomraden
for dagvatten

7, Utreda en riskbaserad
tillsynsplan

Exaktare métning i realtid vilket ger mer
korrekt vattendebitering och tidig
indikation pa vattenléackor.

Minska mangden tillskottsvatten till
avloppsreningsverk

Minska méangden tillskottsvatten till
avloppsreningsverk

Oversyn av VA-anlaggningar i
lagpunkter

Minska tillskottsvattenvatten i VA
anlaggningar.

Skapa moderna villkor for
vattenskyddsomradena.

Arbeta for en utbytestakt pa ledningsnatet sa
att en robust VVA-anldaggning kan
uppratthallas éver tid och komplettera med
dagvattenledningar dar det idag bara finns
avloppsledningar.

Sékerstélla att braddningsmétning ska
utforas pa aven éldre anlaggningar.

Bygga ut VA-anlaggningen utefter behov

och bestamma verksamhetsomradets granser.

Tillsyna enskilda avlopp efter behov.

VA-
verksamheten

VA-

verksamheten

VA-
verksamheten

VA-
verksamheten

VA-verksamheten

VA-verksamheten

VA-verksamheten

VA-verksamheten

VA-verksamheten

Miljéenheten

2026-
2034

2026-
2031

2026-
2031

2026-
2027

2026-
2034

2025-
2034

2026-
2034

2026-
2028

2026-
2028

2027-
2032
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12. Ordlista och begreppsforklaring

ALLMAN VATTEN OCH AVLOPPSANLAGGNING (Kommunalt VA) En VA-anlaggning 6ver
vilken en kommun ansvarar for och som har ordnats och anvénds for att uppfylla VA- huvudmannens
skyldighet enligt LAV. | VA-anlaggningen ingar avloppsrenings-och vattenverk, ledningsnat och andra
anordningar som kravs for att anlaggningen ska fungera.

AVLOPPSVATTEN Ar ett samlingsnamn for spillvatten, dagvatten, kylvatten och vatten fran
begravningsplats.

BRADDNING En braddning innebér ett tillfalligt utslapp av orenat avlioppsvatten till foljd av att
ledningsnét eller reningsverk &r 6verbelastat och vattenméngden &r storre &n vad VA-systemet klarar
av.

DAGVATTEN Regn- och smaltvatten som avrinner ytligt pa marken.

DRANVATTEN (draneringsvatten) Vatten som kommer fran dranering av husgrunder.

ENSKILD VATTEN- ELLER AVLOPPSANLAGGNING En VA-anlaggning som inte ingar i
verksamhetsomrade for den allmanna VVA-anlaggningen. Fastighetsagaren ar ofta ocksa
verksamhetsuttvaren som ansvarar for anldggningens drift.

FORBINDELSEPUNKT Grans mellan VA-huvudmannens och fastighetségarens ansvarsomréde.
GEMENSAMHETSANLAGGNING Gemensamhetsanlaggningar for VA ar en form av VA-lsning
dar flera fastighetsagare gar ihop for att driva en gemensam vatten- och/eller avloppsanlaggning.
LAV Forkortning for Lag om allménna vattentjanster SFS 2006:412

RECIPIENT Sj0, vattendrag, kustvatten eller grundvatten som ar mottagare for dagvatten eller
spillvatten.

SPILLVATTEN I regel fororenat vatten fran hushall eller verksamhet. Med spillvatten likstalls allt
avloppsvatten som huvudmannen bedémer att ska avledas till spillvattenledning.
TILLSKOTTSVATTEN Ovidkommande vatten som genom felkopplingar eller in lackage av vatten
belastar spillvattenledningar, pumpstationer eller avloppsreningsverk.

VA Forkortning for vatten och avlopp.

VA-ANLAGGNING En anlaggning som har till &ndamal att tillgodose behovet av vattentjanster
VA-FORSORJINING Ordnande av en eller flera tjanster av dricksvatten, spillvatten, dagvatten och
dranvatten.

VA-HUVUDMAN Den som dger en allman VVA-anldggning och ansvarar for VA-verksamheten
juridiskt och ekonomiskt. Huvudman for den allménna VVA-anlédggningen &r Ljusnarsbergs kommun.
VA-KOLLEKTIV Alla fastigheter som dr anslutna till allmant VA &r en del av VA-kollektivet.
VATTENSKYDDSOMRADE Ett geografiskt faststallt omréde till skydd for en vattenférekomst med
betydelse for vattentékt, antingen for en existerande vattentékt eller for en mojlig framtida vattentak.
VATTENTJANST Vatten- och/eller avloppsforsorjning

VERKSAMHETSOMRADE (VO) Allménna vatten- och avloppstjanster bedrivs inom ett faststallt
geografiskt omrade, ett verksamhetsomrade, inom vilket en eller flera vattentjanster har ordnats eller
skall ordnas genom en allman VVA-anlaggning.
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Strategiskplanering

Bilaga 1

Hallefors kommun

Undersokning av behov av
strategiskmiljobedomning

Bilaga till vattentjanstplan

dnr KS 26/00214

Antagningsdatum: [datum]

Framtagen av: Anuliina Svensson, Vattenstrateg
Dokumentsansvarig:

Giltighetstid:

Kommunfoérvaltningen, Sikforsvagen 7, 712 83 Hallefors
Telefon: 0591-641 00  Mejl: kommun@hellefors.se
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Sammanfattning
Parallellt med framtagandet av vattentjanstplanen har behovet av en strategisk miljébedémning

undersokts. Atgdrderna i vattentjanstplanen anger vad som behéver géras men fastslar inte hur, det vill
saga teknisk losning eller eventuellt markansprak. Det utreds vidare i respektive atgardsprojekt.
Vattentjanstplanen bedéms inte ha behov av strategisk miljobedémning.



Inledning
Vattentjanstplanen ska visa kommunens langsiktiga planer for att tillgodose behovet av allmanna

vattentjanster och redogora for atgarder som behdver vidtas for att den allmanna anlaggningen ska
fungera vid skyfall och éversvamningar. Enligt miljobalken (6 kap. 3 och 5 §8) ska en kommun, som
upprattar en plan som krévs i lag, géra en strategisk miljobedémning om genomférandet av planen kan
antas medfora en betydande miljopaverkan.

Figur 1 ar hamtad frdn Naturvardsverkets handledning for strategiska miljobedémningar och
sammanfattar processen som har forts parallellt med arbetet med vattentjanstplanen.

Respektive steg i processen ar markerat i figuren och beskrivs aven i texten nedan.

Processbeskrivning och lagrum
Den schematiska figuren ar hamtad fran Naturvardsverkets handledning for strategiska

miljobeddmningar, den sammanfattar processen som genomférts med framtagandet av
vattentjanstplanen for att tillgodose befintliga lagkrav. (https://www.naturvardsverket.se/vagledning-
och-stod/miljobalken/miljobedomningar/strategisk-miljobedomning/#E1280723062, 2024-04-22), Den
réda numreringen 1-6 i figuren visar de steg och bedémningar som gjorts och redovisas nedan i
respektive steg.

Figur 4, Schematisk figur fér undersékning for om det behover géras en strategisk miljiobedémning.


https://www.naturvardsverket.se/vagledning-och-stod/miljobalken/miljobedomningar/strategisk-miljobedomning/#E1280723062
https://www.naturvardsverket.se/vagledning-och-stod/miljobalken/miljobedomningar/strategisk-miljobedomning/#E1280723062

Steg 1 och 2, i figuren
Steg 1: Upprattas planen av myndighet/kommun och kravs den i lag/forfattning?

Steg 2: Ar det en plan for totalforsvar, finansiell plan eller en plan for raddningstjansten?

Slutsats steg 1: JA, vattentjanstplanen faller under sddana planer som anges i 3 §. Vattentjanstplanen &r
reglerad i Lag (2006:412) om allménna vattentjanster och tas fram av kommunen.

Slutsats steg 2: NEJ, vattentjanstplanen &r inte en plan som omfattas av undantaget enligt.

Steg 3, i figuren
Steg 3: Kan genomférandet av planen/programmet omfatta verksamhet/atgard som kréaver Natura
2000-tillstand enligt 7 kap. 2 § MB?

Slutsats steg 3: NEJ, vattentjanstplanen omfattar inte Natura 2000- omraden eller andra omraden som
avsesi2 8.

Steg 4, i figuren
Steg 4: Ar planen/programmet ndgon av de som listas i 2 § 2. a- i miljébedémnings-forordningen?
Miljobeddmningsforordning (2017:966) 2 & punkt 2 anger att:



Slutsats steg 4: JA, vattentjanstplanen faller under de planer som tas upp under ”i” p.2.

Steg 5, i figuren

Steg 5: Anger planen/programmet forutsattningar for att bedriva sddana verksamheter eller vidta sadana
atgarder som anges i 6 § eller bilagan till miljobedémnings-forordningen? 6 § eller bilagan till
miljobedomningsforordningen tar upp flera verksamheter och atgarder som berdr vattentjanstplanens
amnesomrade. Till exempel listas har infrastrukturprojekt (bilagan, p.10) med hdg relevans:



Slutsats steg 5: NEJ, Vattentjanstplanen kan identifiera behov av att bedriva projekt som anges i 6 8 eller
bilagan till miljobeddmningsforordningen, men anger inte forutsattningarna for att bedriva
verksamheten eller vidta dtgarder. Vattentjanstplanens upplagg hanterar vad som behéver géras men inte
hur atgarder ska genomforas eller viket eventuellt markansprak kan komma att kravas. Det far
efterféljande utrednings-arbete hantera.

Dérmed konstateras att en betydande miljopaverkan med anledning av planen inte kan forutséttas men
att det kravs en undersokning for att fastsla om behov av strategisk miljobedémning kravs (enligt
miljobalkens 6 kap. 5 §, nedan).



Undersdkning om betydande miljopaverkan kan antas

For att utreda om planen antas medféra betydande miljopaverkan gors en undersokning. Vad en
undersokning innebar framgar av miljobalkens 6 kap. 6 §:

Om undersokningen visar att planen kan antas medféra betydande miljopaverkan behover en
miljokonsekvensbeskrivning (strategisk miljébedémning) tas fram och antas parallellt med planen.
Undersokningen ska generera ett beslutsunderlag. Om undersdkningen visar att planen inte kan antas
medfdra betydande miljépaverkan behover ingen strategisk miljobedémning tas fram.

Metod for Undersdkning

Undersckningen har utgatt ifran 5 § miljobedomningsforordningen dar det tydliggors vad
undersokningen skall utga ifran vid bedémning av om planen eller programmets genomforande kan
antas ge upphov till betydande miljopaverkan.



Steg 6, i figuren
Planen bedoms, med stod av nedanstaende checklista, inte antas medféra betydande miljopaverkan

vilket medfor att ingen miljobedémning kommer att uppréttas. Planen véntas ge vissa positiva effekter
kopplat till att sékerstalla vattentjansterna.

Kommunens stéllningstagande om att planen inte antas medféra betydande miljopaverkan redovisas i
samradsmaterialet till vattentjanstplanen (detta dokument).

Checklista
En checklista har upprattats och anvants som hjalp i arbetet med bedémningen for att tydliggdra vilka
aspekter som sérskilt har bedémts i undersékningen.

Vid ”ja” pa foljande 3 fragor innebar planen alltid en betydande Ja Nej
miljopaverkan och en strategisk miljobedémning kravs.

Paverkar planen ett Natura 2000-omrade sa att tillstand kréavs enligt MB 7 kap Nej
28a §?

Anger planen forutsattningar for att bedriva sadana verksamheter eller vidta Nej

sadana atgarder som anges i 6 § eller bilagan till
miljobedémningsférordningen?

Innebar planens genomfarande betydande miljopaverkan? Nej
Stallningstagande utifran checklistan nedan




Bed6émd paverkan

Checklista o0 ) ‘@ Kommentarer
) 0 o
z £ o

Agenda 2030, X Ingen direkt paverkan men eventuellt liten

Globala mal potentiellt positiv paverkan av mal 6, rent
vatten och sanitet for alla.

Nationella miljomal X Ingen paverkan

Regionala miljomal X Ingen paverkan

Nationella planer X Ingen paverkan

Oversiktsplan X Ingen direkt paverkan, vattentjanstplanen
foljer 6versiktsplanens beskrivning for
samhallsutveckling.

Ovriga kommunala X Ingen paverkan

policys, planer och

program

Riksintressen X Ingen paverkan

Kulturvirden X Ingen paverkan

Naturvirden X Ingen paverkan

Sociala virden och X Ingen paverkan

rekreation

Materiella viarden X Igen direkt paverkan men atgarder till foljd
av planen kan skydda tekniska installationer,
som har materiella varden i den allménna
VA-anldggningen.

Risker for X Riskerna bedéms minska nagot genom att

manniskors halsa sékra vattentjansterna.

eller for miljon

Ekosystemtjanster X Ingen direkt paverkan

Vatten, yt- och grund- X Vattentjanstplanen syftar till att sdkra

vattenkvalitet vattentjansterna, inga tekniska l6sningar
finns angivna.

Klimatférhallanden X Ingen direkt paverkan

Mark X Ingen direkt paverkan

Luft X Ingen direkt paverkan

Behover ytterligare undersokningar eller analyser
genomforas?

Nej




Beslut

Enligt miljobalkens 6 kap. 7 § framgar det att: Beslut som foljer kommunens stéllningstagande om att
planen inte antas medfora betydande miljopaverkan tas av kommunfullméktige i samband med
antagandet av planen, da detta stallningstagande kommer ligga som en bilaga till planen vid antagande.

Ansvariga handldggare Hallefors kommun
Anuliina Svensson

Vattenstrateg



Bilaga 2

Hallefors kommun

Samradsredogorelse

Bilaga till vattentjanstplan

Hur samradet har bedrivits

Samradet genomfordes efter kommunstyrelsen beslut Dnr 26/00214. Enligt 6 § Lag (2006:412) om
allménna vattentjanster. Dar det anges att; det ska finnas en aktuell vattentjanstplan i varje kommun
som ska samradas.

Samradstiden 17 april- 15 maj 2026 annonserades pa kommunens anslagstavla och i Nerikes
Allehanda. Forslaget har funnits tillgangligt pA kommunens hemsida, utstallt pa biblioteket i Hallefors
och i Samhallsbyggnadsforvaltningens reception i Lindesberg. Forslaget har mejlats till Miljéenheten
och Lansstyrelsen Orebro lan.

Inkomna synpunkter och kommentarer

Léansstyrelsen har inkommit med synpunkter. Nedan presenteras synpunkter och kommentarer kring
hur kommunen tar hand om synpunkten.

Ingen férandring i planen

I planen har det fortydligats att Silvergruvan har beslutats att inga i kommunalt verksamhetsomrade
for dricksvatten. Under samradet har det inte framkommit ndgra dvriga synpunkter som utgor grund
till forandringar eller revideringar i vattentjanstplanen.

Lansstyrelsen

Lansstyrelsen ser positivt pa att kommunen har tagit fram en vattentjanstplan for Hallefors kommun.
Lansstyrelsen har foljande synpunkter pa planen:

Skyfall

Planen saknar forslag pa atgarder for hur man avser arbeta vidare med skyfallsarbetet nar man
identifierat riskomraden/anlaggningar i lagpunkter. Det &r viktigt att det finns en plan for att vidta
atgarder for att minska riskerna for VA-systemet nar dessa har hittats.

Kommentar: Synpunkten delas att det efter utredning av skyfallsrisker behéver finnas en planering for
genomforande av atgarder for att skyfallssakra VA-anlaggningar.

Férorenad mark

Planen saknar fororeningsperspektiv. Vattentjanstplanen namner ingenting om fororenade omraden
och hur man avser jobba for att langsiktigt skydda de vattenforekomster som anvands till dricksvatten.
Planen beskriver inte heller hur férorenade omraden ska hanteras vid framtida ledningsdragningar.
Ledningsgravar kan orsaka att fororeningar sprids langa vagar fran sin kalla och riskerar darmed att
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fororena nya omraden. Det ar redan idag kant att markarbeten i Silvergruvan for att tillhandahélla
redan beslutat kommunalt dricksvatten kommer innebdra gravning i férorenad mark.
Lansstyrelsen bedomer att Hallefors kommun behéver inkludera férorenade omraden i
vattentjanstplanen eller atminstone beskriva hur man kommer att hantera markfororeningar som
upptécks vid markarbeten.

Kommentar: Synpunkten delas att det behdvs speciella utredningar och tekniskt arbetssétt i fororenade
omraden, ingen justering gors i planen da planen inte beskriver eventuella markansprak eller hur
atgarderna ska utforas. | VA fornyelseplanen for ledningsnét tas hansyn till i vilken ordning ledningar
behdver fornyas. Vattentjanstplanen beskriver inte hur atgardslistan ska genomforas i detalj.
Vattenledningar i fororenade omraden ska prioriteras i fornyelseplanen genom att konsekvenserna
riskerar att bli stora om driftstorningar uppstar pa dessa ledningar.

Fornldmningar

Flera av de atgarder som omnamns i vattentjanstplanen riskerar att beréra fornlamningar. Det galler
framst de atgarder som hor samman med utbyggnadsplanen for nya verksamhetsomraden med
kommunal vattentjanst.

Alla fornlamningar, saval kanda som okénda, ar skyddade enligt kulturmiljclagen (1988:950), vilket
innebdr att det ar forbjudet att utan tillstand av Lansstyrelsen rubba, ta bort, gréva ut, ticka over eller
genom bebyggelse, plantering eller pa annat satt andra eller skada en fornlamning. Kanda
fornlamningar framgar av bland annat Riksantikvarieambetets kulturmiljoregister: Fornsok (raa.se).

For att utreda om tidigare okéanda fornlamningar kommer att berdras av en planerad atgérd kan en
arkeologisk utredning behdva utféras. Det finns en hdg sannolikhet for att arkeologiska utredningar
kan behova utforas infor etablerande av flera av de tankta verksamhetsomraden som omnamns i
vattentjanstplanen. Lansstyrelsen vill darfér uppmuntra till tidig dialog i samband med planering for
dessa nya verksamhetsomraden, for att i ett tidigt skede kunna lamna besked om fornlamningar
riskerar att beréras och om arkeologiska atgarder kan bli aktuella.

Kommentar: Synpunkten delas, ingen justering gors i planen da planen inte beskriver eventuella
markansprak eller hur atgarderna ska utforas. Fornlamningar beaktas vid planering av
anlaggningsarbete.

Ovrigt

Nér det galler omradet Silvergruvan har egen vattenforsorjning inom omradet bedomts innebéra risk
for manniskors halsa da det ar forhojda halter arsenik, koppar och kadmium i flera av de enskilda
vattentékter som finns i omradet. Det finns ett lagakraftvunnet beslut om att omradet ska ombesorjas
av kommunalt vatten. Lansstyrelsen anser att det ska framga av planen.

Kommentar: Det har fortydligats i vattentjanstplanen att Silvergruvan &r beslutat att inga i
verksamhetsomrade for kommunalt dricksvatten och att det pagar tekniska utredningar for att
genomfdra beslutet.
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Bilaga: Utdrag ur
kommunallagens 2 kapitel

Redovisning av partistod

En mottagare av partistod ska arligen lamna en skriftlig redovisning som visar
att partistodet har anvants for det andamal som anges i Kommunallagen 2 kap
9 § forsta stycket.

Till redovisningen ska fogas ett granskningsintyg utférdat av en granskare
som mottagaren av partistodet utser.

Redovisningen ska gélla for perioden 1 januari — 31 december och ges in till
fullmaktige senast sex manader efter rakenskapsarets utgang.

Redovisningen kan exempelvis vara en dvergripande redogorelse for vilka
verksamheter, aktiviteter som genomforts i kommunen for partistodet eller
verksamhetsredogorelse.

Det vasentliga ar att redovisningen ar utformad pa ett sadant satt att den ger
en réttvisande bild av hur mottagaren anvént partistodet.

Det innebér bl.a. att redovisningen bor omfatta allt det partistod som har
anvants, bade det som har mottagits for det senaste aret och det som
eventuellt sparats fran tidigare ar.

I redovisningen bor aven framga i vilken man 6verforingar gjorts till delar av
partiorganisationen utanfor Hallefors kommun samt vilka motprestationer
som erhallits.

Politiskt parti: Sverigedemokraterna

Tidsperiod: 2025-01-01 - 2025-12-31

E-post Organisationsnr

HALLEFORS KOMMUN kommun@hellefors.se 212000-1942

Postadress

712 83 Hallefors

Besoksadress Telefon Bankgiro

Sikforsvagen 7 0591-641 00 vx 193-8950



Verksamhet/aktivitet i Hallefors kommun

Lokalhyra for partilokalen p& Hedlingsvagen 2A, 712 34 Hallefors.

Hyra betald for partiets lokal som anvénds for méten, férelasningar och medlemsaktiviteter.

Elkostnader for partilokalen.
El for belysning och annan energiférbrukning i partilokalen.

Forbrukningsinventarier och material.
Inkdp av nddvandiga material och inventarier for att driva verksamheten i partilokalen.

Representation och medlemsaktiviteter.
Kostnader for att arrangera moten, evenemang och aktiviteter for medlemmar.

Bankkostnader for att uppratta féreningens bankkonto.

Overforing till partiorganisationen utanfor
Héllefors kommun

Overforing:
13 300 kronor till partiets riksorganisation.

Motprestation:

Tillhandahallande av bla. lokal hemsida, partimejl, utbildningsportal och 6vriga stodtjanster.

Overforing:

Motprestation:

Overforing:

Motprestation:




Bilaga

Kommunalt partistod

9 § Kommuner och landsting far ge ekonomiskt bidrag och annat std till
politiska partier for att stdrka deras stéllning i den kommunala demokratin
(partistod).

Partistod far ges till de politiska partier som &r representerade i fullméktige.
Ett parti ar representerat om det har fatt mandat i fullmaktige for vilket en
vald ledamot dr faststalld enligt 14 kap. vallagen (2005:837).

Partistod far ges ocksa till ett parti som har upphort att vara representerat i
fullmaktige, dock endast under ett ar efter det att representationen upphorde.

Partistod far bara ges till ett parti som ar en juridisk person. Lag
(2013:1053).

10 8§ Fullméktige ska besluta om partistddets omfattning och formerna for det.
Stodet far inte utformas sa, att det otillborligt gynnar eller missgynnar ett
parti.

Fullmaktige far besluta att endast mandat for vilket en vald ledamot ar
faststalld enligt 14 kap. vallagen (2005:837) ska beaktas vid fordelningen av
partistodet. Lag (2013:1053).

11 § Fullméktige ska besluta att en mottagare av partistod arligen ska lamna
en skriftlig redovisning som visar att partistodet har anvants for det andamal
som anges i 9 § forsta stycket.

Redovisningen ska avse perioden 1 januari-31 december och ges in till
fullmaktige senast sex manader efter redovisningsperiodens utgang. En av
mottagaren utsedd sérskild granskare ska granska om redovisningen ger en
rattvisande bild av hur mottagaren har anvant partistédet. Granskarens rapport
Over granskningen ska bifogas redovisningen.

Fullméktige far besluta att stod inte ska betalas till parti som inte lamnar
redovisning och granskningsrapport enligt forsta och andra styckena. Lag
(2013:1053).

12 § Beslut om att betala ut partistod ska fattas av fullmaktige minst en gang
per ar. Lag (2013:1053).



Behandling av personuppgifter

Héllefors kommun behdver dina personuppgifter for att kunna
hantera din ansékan om partistdd.

Hallefors kommun behandlar dina personuppgifter i enlighet
med gallande lagstiftning. Dina personuppgifter kommer att
sparas hos kommunen i enlighet med géllande lagstiftning,
vilket ibland innebér att personuppgifterna sparas for all framtid.

Personuppgiftsansvarig & kommunstyrelsen Om du vill ha
information om de uppgifter Hallefors kommun har om dig,
begéra rattelse, lamna invandningar eller annat, har du ratt att
kontakta kommunen. Enklast gors det pd kommun@hellefors.se.

Du nar vart dataskyddsombud pa dataskyddsombud@lindesberg.se
Tillsynsmyndighet &r Integritetsskyddsmyndigheten.

Mer information om hur Hallefors kommun behandlar dina
personuppgifter finns pa www.hellefors.se/gdpr.



Redovisning av kommunalt partistod i Hallefors kommun

Redovisningsperiod
2025-01-01 till 2025-12-31

Partiets utsedda granskare

Namn: Oscar Lundqyvist

Adress: Kapellgatan 4, 694 31, Hallsberg
Telefonnummer: 070-585 87 54
E-postadress: oscar.lundgvist@sd.se

Riktigheten i redovisade uppgifter intygas via digital signering.

Redovisning
Sparat kapital: 27 462 kronor.
Erhallet mandat och partistéd 2025: 103 200 kronor.

Lokalhyra 16 911 kr
Elkostnader 5184 kr
Valfondsavgift (till riksorganisationen) 13 300 kr
Representation 2 936,10 kr
Bankkostnader 4 528 kr

Summa utgifter ‘ 42 859,10 kr ‘

Hur vi starkt den lokala demokratin

Vi har aktivt delat bilder och skrivit uppdateringar pa sociala medier samt publicerat artiklar
i lokala tidningar. Detta arbete har skapat engagemang och &kat medvetenheten om
partiets arbete och politik. Partilokalen, som &r den stdrsta utgiftsposten, har varit en viktig
investering for att starka demokratin genom att erbjuda en tydlig och permanent narvaro
déar invanare, kommunanstéllda, besdkare och medlemmar kan traffas.

Onskas mer detaljerad info kring ndgon av posterna, svar pa uppkomna fragor eller bokning
av fysiskt méte, sa kan man kontakta oss via mejl: hallefors@sd.se.



Preliminar balansrakning

SVERIGEDEMOKRATERNA HALLEFORS
802495-3898

Rékenskapsdr: 2025-01-01 - 2025-12-31

Avser perioden: 2025-01-01 - 2025-12-31
Period fg &r: 2024-01-01 - 2024-12-31

Vid periodens Foriandring Vid periodens Periodslut fg ar
borjan slut
TILLGANGAR
Anlidggningstillgdngar
Materiella anlidggningstillgdngar
Inventarier, verktyg och installationer
1220 Inventarier och verktyg 14 579,00 0,00 14 579,00 14 579,00
Summa materiella anldggningstillgdngar 14 579,00 0,00 14 579,00 14 579,00
Summa anldggningstillgdngar 14 579,00 0,00 14 579,00 14 579,00
Omsittningstillgdngar
Ovriga omsittningstillgdngar
Kassa och bank
1930 Foretagskonto/checkkonto/affarskonto 111 962,64 60 939,90 172 902,54 111 962,64
Summa ovriga omséttningstililgdngar 111 962,64 60 939,90 172 902,54 111 962,64
Summa omséttningstillgdngar 111 962,64 60 939,90 172 902,54 111 962,64
SUMMA TILLGANGAR 126 541,64 60 939,90 187 481,54 126 541,64
EGET KAPITAL OCH SKULDER
Eget kapital
Eget kapital vid drets bérjan
2061 Eget kapital/stiftelsekapital/grundkapital -73 581,51 0,00 -73 581,51 -73 581,51
2068 Vinst eller férlust fran féregdende ar -47 270,44 0,00 -47 270,44 -47 270,44
-120 851,95 0,00 -120 851,95 -120 851,95
Rrets resultat
2069 Arets resultat 27 462,18 0,00 27 462,18 27 462,18
Summa eget kapital -93 389,77 0,00 -93 389,77 -93 389,77
SUMMA EGET KAPITAL OCH SKULDER -93 389,77 0,00 -93 389,77 -93 389,77
BERAKNAT RESULTAT 33 151,87 60 939,90 94 091,77 33 151,87
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Beslut
. Datum Diarienummer
Lan SSty relsen 2026-06-24 10528-2026

Orebro 1dn

Hallefors kommun
kommun@hellefors.se

Ny ledamot och ersattare for ledamot i
kommunfullmaktige

Beslut

Lansstyrelsen i Orebro lin beslutar att utse ny ledamot och
ersattare for ledamot i kommunfullmaktige fran och med den 24 juni
2026 till och med den 14 oktober 2026.

Kommun: Hillefors kommun

Parti: Grythyttelistan

Ny ledamot: Per Schmidt

Avgangen ledamot: Wilhelm Tham

Ny ersittare: Viola Marie Louise Tham

Beskrivning av drendet

Kommunfullmaktige i Hallefors kommun har kommit in med en
begaran om ny sammanrakning. Detta med anledning av att Wilhelm
Tham har avsagt sig uppdraget.

Motivering till beslutet

Om en ledamot i kommunfullméaktige avgar under valperioden, ska
lansstyrelsen efter anmalan utse en ny ledamot. Lansstyrelsen ska
vid behov aven utse ersattare i kommunfullmaktige.

Bestammelser som beslutet grundas pa
14 kap. 13-23 §§ vallagen (2005:837).

Information

Bevis (protokollsutdrag) utfardas for de som berors av beslutet.

Postadress: 701 86 Orebro Telefon: 010-224 80 00 E-post: orebro@lansstyrelsen.se Webb: lansstyrelsen.se/orebro

www.lansstyrelsen.se/orebro/personuppgifter



Lansstyrelsen Orebro lan Beslut
2026-06-24 10528-2026

Begaran om entledigande hos fullmaktige

Om du av nagon anledning inte vill vara ledamot eller ersattare for
ledamot i fullmaktige ska du vanda dig till fullmaktige i den kommun
eller region som du blivit utsedd i och begara att du dnskar avga.

Nar fullmaktige beslutat om ditt entledigande kommer lansstyrelsen
att utse en ny ledamot eller ersattare.

Om du diaremot anser att lansstyrelsens beslut ar felaktigt pa nagot
satt, t.ex. att beslutat om att faststalla valresultatet inte har foljts nar
en ny ledamot eller ersattare har utsetts, kan du 6verklaga beslutet
hos Valprovningsnamnden.

Du kan dverklaga beslutet

Se nedan information om hur du 6verklagar.

De som medverkat i beslutet

Beslutet har fattats av chefsjurist Anna Mia Thuringer med lansjurist
Lisa Ahl som féredragande.

Kopia till
Grythyttelistan

Per Schmidt
Viola Marie Louise Tham



Lansstyrelsen Orebro lan Beslut

2026-06-24 10528-2026

Du kan 6verklaga beslutet hos Valprévningsnamnden

Om du inte ar n6jd med Lansstyrelsens beslut, kan du skriftligen
overklaga beslutet hos Valprovningsnamnden.

Hur overklagar jag beslutet?

Lamna eller skicka din skriftliga éverklagan till Lansstyrelsen Orebro
lan antingen via e-post; orebro@lansstyrelsen.se, eller med post;
Lansstyrelsen Orebro 1an, 701 86 Orebro.

Tiden for overklagande

Ditt 6verklagande maste ha kommit in till Lansstyrelsen inom tio
dagar fran dagen for beslutet. Om det kommer in senare kan
overklagandet inte provas. I ditt Overklagande kan du be att fa
ytterligare tid till att utveckla dina synpunkter och skalen till att du
overklagar. Sedan ar det Valprovningsnamnden som beslutar om
tiden kan forlangas.

Ditt 6verklagande ska innehalla

o Vilket beslut som du 6verklagar, beslutets datum och
diarienummer.

e Hur du vill att beslutet ska andras.

e Varfor du anser att Lansstyrelsens beslut ar felaktigt.

Om du har handlingar som du anser stddjer din 6verklagan sd bor du
bifoga kopior pa dessa. Kontakta Lansstyrelsen i forvag om du
behover bifoga filer som ar storre an 15 MB via e-post.

Ombud

Om du anlitar ett ombud som skdter 6éverklagandet at dig ska
ombudet underteckna skrivelsen samt uppge sitt eget namn, adress
och telefonnummer. Ombudet bor ocksa bifoga en fullmakt.

Behover du veta mer?

Har du ytterligare fragor kan du kontakta Lansstyrelsen via e-post,
orebro@lansstyrelsen.se, eller via vaxeltelefonnummer
010-224 80 00. Ange diarienummer 10528-2026.



STYRELSEMOTE HALLEFORS
BOSTADS AB 2026-06-18

Styrelsen
Plats och tid Representationsrummet,
Kommunhuset Hallefors
Beslutande Ledamoter
Richard Voight
Katja Ollila
Cecilia Albertsson

Mikael Bilock
Magnus Fritzell

Ovriga narvarande ]
Veronica Svensson

Justerare

Justeringens plats och tid

Underskrifter Paragrafer 66 -

Ordftrande: Rickard Voigt
Vice Ordférande: Mikael

Bilock
ANSLAG/BEVIS
Protokollet ar justerat. Justeringen har tillkdnnagivits genom anslag.
Organ Héllefors Bostads AB
Sammantradesdatum

Forvaringsplats for protokollet

Dokument-I1D 09222115557582074246 Signerat RV, MB




8§66

Val av motesordforande

Rickard Voight

§ 67

Val av sekreterare

Veronica Svensson

8§68

Godkannande av kallelse till dagens sammantrade

Kallelsen godkanns

§ 69
Faststallande av dagordning
Dagordningen faststalls

8§70
Foregaende protokoll
Laggs till handlingarna

871

Ekonomisk och finansiell rapport — kommunens
ekonomichef deltar:

Ekonomichef redogor for arsredovisning och
kontrollrakningen

- Kassaflode saknas i redovisningen
Atgéard: Forvaltningen har nu tagit fram detta.

Ekonomichef redogor for revisorrapporten
1. Policydokument maste ses 6ver
Atgard: férvaltningen kommer se 6ver detta.

2. Likviditeten och bolagets fortsatta drift — bolaget har
drabbats av en allvarlig likviditetsbrist vilket ar val
dokumenterad.

Atgard: ny limitprévning har gjorts hos Kommuninvest
for 1an upp till borgensatagandet.

3. Likviditetsplan och resultatbudget saknas vilket ar en
allvarlig anmarkning

Atgard: detta har forvaltningen nu tagit fram.
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4. Revisor konstaterar i sin revisionsrapport att VD och
styrelseordférande har kommit éverens om ett
avgangsvederlag — redogorelse for detta saknas.
Detta avtal ar gjort utan styrelsebeslut.

Revisor 6ppnar upp for diskussion om ansvarsfrihet for
VD och styrelsen.

Styrelsebeslut: styrelsen beslutar att rekommendera
att inte ge tidigare styrelse och VD ansvarsfrihet.
Beslut kommer dock att fattas pa kommunfullmaktige.

Ekonomichef och interimistisk VD redogor for
vakansgraden

Nulage inklusive omstallningsarbetet
731 lagenheter totalt

Totalt 25 % vakansgrad - innebér 183 stycken
Detta &r inklusive de huskroppar som ska rivas.

Nulage exklusive omstallningsarbetet
547 lagenheter som inte omfattas av omstéallningsarbetet
13,7% vilket innebéar 75 vakanta lagenheter

Ekonomichef redogor for likviditet och kassaflode
i bolaget.

e Ekonomienheten har tagit fram en
kassaflodesmodell som visar pa bolagets
betalningsformaga.

e Bolaget har idag en laneskuld pa 215,7 miljoner

e Bolaget lanar till drift — bolaget har alldeles for hoga
kostnader i drift gentemot intéakter.

e Med den kostnadsbilden som bolaget har idag sa
kommer likviditeten inklusive de 59 miljoner som
finns kvar i ldaneutrymmet réacka till oktober manad.

e Totalt behover bolaget 1dna 84 miljoner for att klara
aret.

Styrelsebeslut: bolaget behover lana ytterligare 84
miljoner kronor for att klara aret. Detta innebér 25
miljoner till fran oktober.

e Styrelsen behdver ga upp med ett arende till AU 15
september med en utdkning av borgensramen.
Deadline for att anmala arendet till AU ar den 4
september. Har behdver styrelsen nogsamt beskriva
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situationen i bolaget och en kommunikationsplan
behover medfolja detta. Styrelsen uppdrar ar
ekonomichef att ta fram en sadan tjansteskrivelse.

e Styrelsen uppdrar at forvaltningen att ta fram ett
forslag pa ny organisation till samma arbetsutskott.

Ekonomichef redogor for budget 2026

Ekonomichef redogor for att ekonomienheten har tagit
fram en budget for 2026 och en prognos framat.
Ekonomienheten har identifierat 0kade kostnader for
reparation och underhall och en diskussion kring
uppskjuten underhallsskuld fors pa styrelsemétet.
Ekonomichef redogor ocksa for en plan var
effektiviseringar kan ske i organisationen och vad
atgarderna skulle ha for effekt.

Ekonomichef redogor for granskning av bolaget

Ekonomichef redogor for att ekonomienheten har bérjat
granska tidigare anstéllda och styrelseledamoter.

Styrelsebeslut:

Styrelsen konstaterar att det, mot bakgrund av tillganglig
information, finns skal att narmare granska bolagets
historiska verksamhet och ekonomiska forhallanden.

Styrelsen beslutar darfor att:

1. Initiera en extern, oberoende granskning av bolaget
(s.k. sarskild genomlysning/forensisk granskning), med
syfte att:

- klarlagga bolagets ekonomiska situation,

- identifiera eventuella avvikelser, brister eller
oegentligheter,

- samt sékerstélla att bolaget uppfyller tillampliga lagkrav
och redovisningsprinciper.

2. Granskningen ska omfatta, men inte nédvandigtvis
begrénsas till:

- redovisning
och bokféring for perioden 2025, samt 2026 fram till och
med 2026-06-02

- storre transaktioner och avtal,
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- skatte- och avgiftsrelaterade fragor,

- samt 6vriga omraden som beddms relevanta under
uppdragets gang.

3. TF Vd ges i uppdrag att:
- inhamta forslag fran lampliga externa radgivare,
- presentera forslag till styrelsen.

- samt sékerstalla att granskningen genomfors
skyndsamt.

4. Resultatet av granskningen ska:
- rapporteras till styrelsen,
- dokumenteras i sarskild rapport,
- och utgora underlag for eventuella vidare atgarder.

5. Styrelsen forbehaller sig ratten att, baserat pa resultatet:
- vidta réattsliga atgarder,
- gora anmalningar till berrda myndigheter,

- samt vidta nédvandiga organisatoriska och ekonomiska
atgarder.

6. Sekretess och informationshantering
Styrelsen beslutar att all information som:
- framkommer inom ramen for granskningen,
- tillhandahalls till externa radgivare,
- eller behandlas i samband med detta uppdrag
ska omfattas av strikt sekretess.

Det innebér att:
- Externa radgivare ska omfattas av sekretessavtal.
- Samtliga styrelseledamoter ska iaktta konfidentialitet.

- Information endast far delas med personer som behover
den for uppdragets genomférande.
- Dokumentation ska hanteras pa ett sékert sétt.

Beslutet fattades enhalligt.
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§72

VD-rapport - aterrapport av de storre
byggprojekten

Verksamhetschef for samhallsutveckling och fastighet har gjort en
avstamning av pagaende storre projekt Hallefors bostads AB, 2026-06-
09.

Trasten

Rivning, ombyggnation och ROT-renovering av tva byggnader i centrum.
Projektet fortloper i huvudsak enligt tidplan med fardigstallande i juni
2027. Slutkostnadsprognosen uppgar till 187,5 mkr, vilket innebar
budgettverskridande med 29,4 mkr mot budget. Kostnadstkningen
forklaras framst av mycket omfattande ATA-arbeten (ca 38 % av
anbudssumman), relaterade till sanering, tekniska installationer samt
atgarder av brister i befintliga byggnader. De omfattande ATA-arbetena
beror pa bristfalligt forfragningsunderlag och undervéarderat
byggnadsskick. Gillersvagen 6 ar fardig och inflyttad med vissa mindre
kvarstaende brister, medan arbeten pa Gillersvagen 2 har paborjats.
Samarbetet med entreprenéren har varit utmanande.

Stadsvillorna

Nybyggnation av tva flerbostadshus med fyra lagenheter per hus, totalt
atta lagenheter. Projektet 16per i stort enligt plan med fardigstallande
hdsten 2026 och en prognostiserad kostnad om 23,9 mkr, vilket innebar
budgetoverskridande med 2,9 mkr mot budget. Mindre férseningar
forekommer kopplat till tillfallig bemmanningsproblematik. Fem tecknade
hyreskontrakt, tre muntliga 6verenskommelser om uthyrning.
Samarbetet med entreprendren fungerar val.

Bjorkhaga kék och kontor

Pagaende ombyggnationer i lokaler dar Hallefors kommun &r hyresgést.
Fardigstallande november 2026. Budget finns, men slutkostnadsprognos
saknas. Risk for tillkommande ko5stnader finns genom ej kalkylerade
atgarder (till exempel passersystem).

Polstjarnan

Tre fastigheter har tomstallts infor planerad rivning. Efter brand den 9
juni ska atgardsplan tas fram. Projektorganisation och ansvarsférdelning
har varit otydlig.2

Overgripande iakttagelser av byggprojekten
- Betydande kostnadsokningar i Trasten till foljd av bristande
underlag och tekniskt skick.
- Byggherrekostnader ingar inte i prognoser och behéver
kompletteras.
- Brister i projektstyrning och upphandling har identifierats.
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Aterrapport 6vriga lagenhetsbestand

Stora underhallsbehov generellt i hela fastighetsbestandet

Inga underhallsplaner &r uppdaterade sedan 2022

Behov av strukturerad sammanstallning med behov och kostnader

Akuta atgarder
Dorrar och fonster pa Kyrkogatan i Grythyttan samt dranering
Torget 4 i Grythyttan (ligger inom riksintresseomrade for kulturmiljo)

873
VD uppdraget

Veronica Svensson innehar uppdraget som VD fran
260602 med stod i uppdraget enligt foljande:

Verksamhetschef for samhallsutveckling och fastighet - Jessica
Nilsson

Stottning i operativa och organisatoriska fragor
Utredning av framtida organisation
Lopande driftsfragor

Strategiska forvaltningsfragor
Uppdatering av underhallsplaner
Projektledning och projektuppféljning av alla pagaende projekt.

Ekonomichef — Mattias Westerlund

Leder arbetet for att skapa en langsiktigt hallbar ekonomi, stark likviditet och
god ekonomisk hushallning i bolaget.

Upprétta budget, prognoser och flerarsplaner samt foljer upp ekonomiska
resultat.

Sakerstéller att styrelse och VD far korrekta och aktuella ekonomiska
beslutsunderlag.

Ansvarar for bolagets likviditetsplanering och betalningsberedskap pa kort och
lang sikt.

Tar fram finansieringsplaner och ansvarar for dialogen med Kommuninvest
och andra finansiérer.

Foljer upp bolagets laneskuld, borgensramar och finansiella risker.

Ansvarar for investeringskalkyler, projektredovisning och ekonomisk
uppfoljning av bygg- och renoveringsprojekt.

Sakerstaller att alla storre investeringar ar ekonomiskt hallbara och val
dokumenterade.

Ansvarar for redovisning, bokslut, delarsrapporter och arsredovisning enligt
gallande regelverk.

Samordnar arbetet med revisorer och sakerstéller att revisionsfragor hanteras
korrekt.

Utvecklar intern kontroll, ekonomiska rutiner och processer for att minska
risker och starka styrningen.
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Identifierar och analyserar ekonomiska risker kopplade till likviditet,
finansiering, investeringar och verksamhet.

Utreda och analysera tidigare redovisning och ekonomiska kalkyler for att
skapa sig en bild av det ekonomiska laget i Hallefors bostads AB.

Digitalisering och informationschef — Asa Rénnmark
Jakobsson
Stod i alla forekommande administrativa processer samt IT

Registrering av allméanna handlingar

Upprattandestdd och revideringsstod av befintliga policys, styrdokument och
riktlinjer

Publicering och administration av hemsida och webb

Revidering av befintlig hemsida och ev. ombyggnation av funktionalitet
Kanalstrategi och styrande dokument gallande kommunikation

Genomgang av befintliga verksamhetssystem IT och ev. andringar
(uppsagning, revidering och upprattande avtal mm)

Interna rutiner, checklistor mm for diarieféring, kundtjanst mm

HR chef — Emma Norén
Stod i alla forekommande HR fragor rérande bolagets anstallda

Styrelsebeslut: styrelsen beslutar om ovanstaende férdelning av
arbetsuppgifter.

874
Forslag om lonetillagg for interimistisk VD och chefer i
forvaltningen

Styrelsen beslutar om att bifalla forslaget om lonetillagg
for samtliga chefer.

Arbetsordning styrelse — 6nskemal om
uppdatering? (Tidigare arbetsordning bifogas i
kallelsen.)

Beslut om att bibehalla arbetsordningen

8§75

VD instruktion — 6nskemal om uppdatering?
(Tidigare VD-instruktion bifogas i kallelsen.)

Styrelsebeslut: beslut om att bibehalla VD instruktionen
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§76
Onskemal om utbildning

Styrelsen uppdrar till VD att anordna en
heldagsutbildning/studiebestk gallande bolaget den 17
augusti. Onskemal om:

- Fordjupning i bolagets arbete
- Fordjupning i kommunens arbete
- Expert i bolagsratt

8§77

Beslut om forslag pa delegationsordning -
bordlaggs till kommande mote

Behov av 6versyn av delegationsordning uppdras till VD
att genomfora till nasta styrelsemote.

§78 Behov av Oversyn av attestordning
Uppdras till VD till nasta styrelsemdote

8§79

Genomgang av arvodesbestammelser och rutiner
for dessa.

Styrelsebeslut: beslut om att Cecilia Albertsson avsager sig
arvode och darmed inte mottar ndgot arvode

Forslag pa nya arvoden for styrelsen:

Ett prisbasbelopp per ar for métesordférande och ett halvt
prisbasbelopp pa ledamoter.

Arendet bereds till kommunfullméktige. VD ar behjalplig
att ta fram en tjansteskrivelse angaende detta.

8§80

Kommande agardialoger (Se ars hjul dgardialog
samt beslut om extra &gardialog i december).

Tva agadialoger kommer ske under hosten — agaren bjuder
in till dessa. Deltar gor VD, ordférande och vice
ordférande. Resten av styrelsen kan delta vid mdjlighet.

§81

Faststallande av ordférande pa kommande
kommunfullmé&ktige enligt bolagsordning.
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10

Richard Voight
Vice ordférande Mikael Bilokk
8§82 Uppfoljning av foregaende styrelsebeslut

Utredning av ev. nedlaggning av bolaget har uppdragits till Conectura

VD behdévde ej sdgas upp da VD hade sagt upp sig sjalv med omedelbar verkan
1/6 2026.

Alla datorer och telefoner ar inlamnade och fore detta styrelseledamoter ar
avstangda fran lokaler och fran samtliga system.

§83 Ovriga fragor

Arshjul for styrelseméten — 6 moten per ar. Alla moten &r fysiska men
mojlighet finns att delta digitalt vid behov.
Maoten inbokas foljande tre datum: 17/8, 28/9, 25/10
Omorganisationen foreslas ske Per capsulam i augusti sa att tidsplanen infor
AU 15 september kan hallas.

Beslut om att styrelseportalen ska anvandas framover.

Viktigt att administrator tas bort fran portalen.

Bolagsordning etcetera ska ligga i portalen.

Polisiara arenden kommer tillkomma efter utredning

Losenord maste bytas i portalen

§84
Motet avslutas
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Styrelsen

Plats och tid

Beslutande

Ovriga ndrvarande

Justerare

Justeringens plats och tid:

Underskrifter

STYRELSEMOTE HALLEFORS
BOSTADS AB 2026-08-17

Representationsrummet,
Kommunhuset Hallefors, kl. 14:00-16.30

Ledamoter

Katja Ollila
Cecilia Albertsson
Mikael Bilock
Magnus Fritzell
Richard Voight

Erséattare

VD Veronica Svensson

Sekreterare Sara Beya
Ekonomichef Matthias Westerlund
Verksamhetschef fastighet och
samhallsutveckling Jessica Nilsson
Noel Afifi, fran § 89

Anna Wiberg, fran § 89

Katja Ollila
Magnus Fritzell

Digital justering

Paragrafer
§85-92

Protokollet justeras digitalt

Organ

Sammantradesdatum

ANSLAG/BEVIS

Protokollet ar justerat.

Hallefors Bostads AB

2026-08-17

Forvaringsplats for protokollet Héllefors Bostads AB:s kontor
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§85

Godkannande av kallelse till dagens sammantrade
Ordférande Richard Voight redogor for kallelsen till dagens
sammantrade vilken godkanns.

§ 86

Faststallande av dagordning

Ordforande ligger till ”Ovrig punkt” och flyttar “Inval av suppleanter” att
behandlas direkt efter "Foregaende protokoll”.

Med ovanstaende andringar faststalls dagordningen.

§87
Foregaende protokoll
Laggs till handlingarna.

§ 88

Inval av suppleanter

Styrelsebeslut: styrelsen beslutar att foresla kommunfullméktige att
valja Noel Afifi och Anna Wiberg till suppleanter i styrelsen i Hallefors
Bostads AB.

§89
Rapporter

Ekonomisk och finansiell rapport — Hallefors
kommuns ekonomichef deltar.

Ekonomichef redogor for vakansgraden

105 lagenheter exklusive sadant som ej ar uthyrningsbart.
138 lagenheter om man inkluderar de som ej ar
uthyrningsbara.

Hyresbortfall beréknas till 776 tkr per manad.
Hyresbortfall just nu i ekonomisystemet ligger pa 7491/ 7
=1 070 mnkr / manad.

Styrelsebeslut: styrelsen beslutar att uppdra till forvaltningen att till
nasta mote ta fram varfor de 33 ej uthyrningsbara lagenheterna ar ej
uthyrningsbara, samt tydlig inventering av vakansgraden och vilka typer
av lagenheter eller lokaler som &r vakanta.

Styrelsebeslut: styrelsen beslutar att uppdra till
forvaltningen att ta fram en underhallsplan till slutet av
aret.
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Ekonomichef redogor for prognos

Utfall med -7 mnkr per 31 juli. Enligt budget ska bolaget
ligga pa -8,2 mnkr per sista december, det kommer bli
svart att na den summan som det ser ut nu. Hoga
varmekostnader ligger till grund foér att summan ar hég for
perioden 10,1 mnkr (DEC-JUN). Prisbékningar ligger
bakom kostnadsokningen. | utfallet for perioden ligger det
ocksa stora utbetalningar till tidigare VD.

Ekonomichef redogor for likviditeten i bolaget

Likviditeten ligger enligt utfall nagot battre &an likviditetsplan.
Likviditeten ligger + 1-1,5 mnkr battre &n plan. Detta beror pa inte fullt
sa mycket leverantorsfakturor som vi raknat med.

Ekonomichef redogor for arende om hojd

borgensram

Bolaget behdver lana 70 mnkr och detta ar en hojd prognos om man
jamfor med analysen som férvaltningen gjorde under varen till
kommunstyrelsen och kommunfullmaktige infér beslut om byte av
styrelse och VD. Da var forvaltningens analys 59 mnkr men da raknades
inte med driftkostnader for 11 mnkr i analysen. Ekonomichef redogor for
likviditetsplan med prognos till december 2027.

Styrelsebeslut: styrelsen beslutar att dska om hojd
borgensram med 70 miljoner kronor for att klara drift och
beslutade projekt.

VD-rapport — aterrapport av de
storre byggprojekten

Bjorkhaga kok och kontor

Projektet pagar enligt plan med en manads fordrojning. Fardigstallande
sista november. Koket kommer byggas ut och matsalen blir nagot mindre
men i stort sett plats fér samma antal besékare som tidigare.

Stadsvillorna

Forsening med en manad och inflytt forsta oktober i stéllet for forsta
september. Alla lagenheter ar uthyrda och alla kontrakt paskrivna.
Byggmote 17 augusti. Det befaras nedskrivning av vardet efter vardering.

Styrelsebeslut: styrelsen beslutar att ge forvaltningen i uppdrag att till
styrelsemote i oktober redovisa vardering av bolagets fastigheter.

Trasten
Inget nytillkommet da byggmote planeras den 31 augusti.
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Polstjarnan
Forvaltaren har fatt i uppgift att starta upp en projektering av den
kommande rivningen.

Styrelsen patalar att hantering av den fjarde fastigheten med
underhallscentral behéver finnas med i rivningsplan.

Obligatorisk ventilationskontroll (OVK)
Verksamhetschef for fastighet och samhallsutveckling informerar om
obligatorisk ventilationskontroll (OVK). OVK behover genomforas da
detta inte skett enligt erforderliga intervall. Det finns inget foreldaggande
fran tillsynsmyndigheten &n, men processen behover paskyndas och de
mest bradskande OVK:erna ar inbokade till en uppskattad kostnad om
300 tkr.

Personalsituation
VD redogor for flera fragor gallande personalsituationen pa bolaget.

Styrelsebeslut: styrelsen beslutar att VD ges i uppdrag
att forhandla med facket om personalférmaner.

Information om all inclusive-lagenheter
VD lyfter fraga om all inclusive lagenheter

Styrelsebeslut: styrelsen beslutar att ge i uppdrag att utreda all
inclusive-lagenheterna avseende laglighet, forenlighet med allmannyttan
samt risker och konsekvenser med att tillhandahalla respektive inte
tillhandahalla dem. Under utredningstiden hyrs inte fler all inclusive-
lagenheter ut.

Information om sponsring
VD redogor for den sponsring som Hallefors Bostads AB ger varije ar
vilket uppgar till ca 25 tkr per ar.

Styrelsebeslut: styrelsen beslutar att avsluta sponsringar fran och med
2027.

8§90

Uppfoljning av styrelsebeslut

2026-06-18 beslutade styrelsen att rekommendera kommunfullmaktige
att inte ge ansvarsfrihet for tidigare styrelse och VD.
Kommunfullméktiges beslut blev att i ombudsinstruktion till
bolagsstamman ge styrelsen for Hallefors Bostads AB ansvarsfrihet for ar
2025. Anmarkning riktas mot tidigare styrelsen och VD for bristande
ekonomisk kontroll och styrning i verksamheten samt ohdrsambhet till

Dokument-ID 09222115557587227560

Signerat RV, MF, KO, SB



agarens uppsikt vilken enligt kommunallagen utdvas av
kommunstyrelsen.

2026-06-18 beslutade styrelsen att initiera en oberoende granskning av
foretaget med syfte att kartlagga bolagets ekonomiska situation,
identifiera eventuella avvikelser, brister eller oegentligheter, samt
sakerstalla att bolaget uppfyller tillampliga lagkrav och
redovisningsprinciper.

Upphandlingen av de fyra stora projekten Trasten, Bjorkhaga,
Stadsvillorna och renovering av kontoret ska utredas och aven bolagets
stallning och beslut gentemot dgaren.

VD skickar ut projektplanerna och budget for till styrelsen for paseende
och beslut fattas per projekt.

2026-06-18 beslutade styrelsen om fordelning av arbetsuppgifter som
presenterades. VD kommer att ta in en interimistisk 16sning avseende
HR-fragan.

2026-06-18 beslutade styrelsen om att bifalla férslag om I6netillagg. Nu
har en bankprocess for ordférande skapats.

Samtliga beslut ar verkstallda utom:

1. Beslut om forslag pa delegationsordning - bordlaggs till
kommande méte da forvaltningen ej ar klara med
forslaget

2. Behov av 6versyn av attestordning
bordlaggs till kommande mote da forvaltningen ej ar
klara med forslaget

3. Oversyn av arvoden

Styrelsebeslut: styrelsen beslutar att foresla kommunfullmaktige att
ordférande far ett helt prisbasbelopp per ar och évriga ledamdter och
suppleanter far ett halvt prisbasbelopp per ar inklusive
ansvarsforsakring. Nya summor galler fran och med kommande ar.

§91
Genomgang av forslag pa omorganisation av bolaget
VD, ekonomichef och verksamhetschef fastighet och samhallsutveckling
redogor for forslag pa omorganisation av bolaget. Genomgang av vilka
tjanster som finns inom kommunen och Hallefors Bostads AB idag och
vilken samverkan som ar mojlig.
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Signerat RV, MF, KO, SB



Styrelsebeslut: styrelsen beslutar att godkéanna forslaget i sin helhet
med undantag for tjansten vardinna, vilkens uppdrag VD ges i uppdrag
att forhandla med hyresgastféreningen. Arendet behandlas pa allmanna
utskottet den 15 september och pa kommunstyrelsen och
kommunfullméktige i oktober.

§92

Ovriga punkter

VD informerar regelbundet om Héllefors Bostads AB pa
kommunstyrelsen.

Cecilia Albertsson lyfter fraga avseende Hallefors Bostads AB:s bil.
Styrelsen tydliggor att foretagets bil ska nyttjas enligt policy, lagar och
regler.

Ordning och reda samt kontroll i bolaget ska prioriteras och
vidarebehandlas i nasta mote.

§93
Motet avslutas
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2026-06-26 07:52:52.992538 UTC ±7 ms

    		2026-06-26 07:34:59.744543 UTC

    		

      13.53.161.141

      

        GuzzleHttp/7

      

    

    		

      

        The initiator Reduca eSign (Re) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2026-09-24 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2026-06-26 07:52:52.992538 UTC ±7 ms

    		2026-06-26 07:34:59.744543 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (rickhard@dn-avenue.com) to Richard Voigt (RV). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-06-26 07:52:52.992538 UTC ±7 ms

    		2026-06-26 07:34:59.744543 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (mikael.bilock@bilock.se) to Mikael Bilock (MB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-06-26 07:53:01.245654 UTC ±7 ms

    		2026-06-26 07:34:59.744543 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Richard Voigt (RV) was delivered.

      


    

  



  

  

    		2026-06-26 07:53:01.260107 UTC ±7 ms

    		2026-06-26 07:34:59.744543 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mikael Bilock (MB) was delivered.

      


    

  



  

  

    		2026-06-26 07:56:22.127649 UTC ±9 ms

    		2026-06-26 07:34:59.744543 UTC

    		

      95.193.8.238

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.0.0.0 Safari/537.36 Edg/148.0.0.0

      

    

    		

      

        The party Richard Voigt (RV) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-06-26 07:56:53.064592 UTC ±9 ms

    		2026-06-26 07:34:59.744543 UTC

    		

      95.193.8.238

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.0.0.0 Safari/537.36 Edg/148.0.0.0

      

    

    		

      

        The document was signed by Richard Voigt (RV) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Styrelsemötesprotokoll BoAB 2026-06-18" med dokument-ID 9222115557582074246.







Data returned from 
  the BankID network
:
  
Name: RICKHARD VOIGT
  
ID number: 
  *Redacted by author*

  
IP: 95.193.8.238



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-06-26 08:57:24.257683 UTC ±12 ms

    		2026-06-26 08:34:59.965118 UTC

    		

      165.1.243.96

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/149.0.0.0 Safari/537.36 Edg/149.0.0.0

      

    

    		

      

        The party Mikael Bilock (MB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-06-26 08:58:04.641354 UTC ±12 ms

    		2026-06-26 08:34:59.965118 UTC

    		

      165.1.243.96

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/149.0.0.0 Safari/537.36 Edg/149.0.0.0

      

    

    		

      

        The document was signed by Mikael Bilock (MB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Styrelsemötesprotokoll BoAB 2026-06-18" med dokument-ID 9222115557582074246.







Data returned from 
  the BankID network
:
  
Name: MIKAEL BILOCK
  
ID number: 
  *Redacted by author*

  
IP: 81.233.206.195



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-06-26 08:58:04.641354 UTC ±12 ms

    		2026-06-26 08:34:59.965118 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2026-06-26 08:58:04.862531 UTC ±12 ms

    		2026-06-26 08:34:59.965118 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2026-08-26 11:22:09.672703 UTC ±9 ms

    		2026-08-26 10:58:28.322962 UTC

    		

      13.53.161.141

      

        GuzzleHttp/7

      

    

    		

      

        The initiator Reduca eSign (Re) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing deadline to 2026-11-24 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2026-08-26 11:22:09.672703 UTC ±9 ms

    		2026-08-26 10:58:28.322962 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (rickhard@dn-avenue.com) to Richard Voigt (RV). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-08-26 11:22:09.672703 UTC ±9 ms

    		2026-08-26 10:58:28.322962 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (magnus@champagneimport.se) to Magnus Fritzell (MF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-08-26 11:22:09.672703 UTC ±9 ms

    		2026-08-26 10:58:28.322962 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (katja.ollila@hellefors.se) to Katja Ollila (KO). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-08-26 11:22:09.672703 UTC ±9 ms

    		2026-08-26 10:58:28.322962 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (sara.beya@hellefors.se) to Sara Beya (SB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-08-26 11:22:13.583897 UTC ±9 ms

    		2026-08-26 10:58:28.322962 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Richard Voigt (RV) was delivered.

      


    

  



  

  

    		2026-08-26 11:22:13.611984 UTC ±9 ms

    		2026-08-26 10:58:28.322962 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Katja Ollila (KO) was delivered.

      


    

  



  

  

    		2026-08-26 11:22:13.639427 UTC ±9 ms

    		2026-08-26 10:58:28.322962 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sara Beya (SB) was delivered.

      


    

  



  

  

    		2026-08-26 11:22:18.984499 UTC ±9 ms

    		2026-08-26 10:58:28.322962 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Magnus Fritzell (MF) was delivered.

      


    

  



  

  

    		2026-08-26 11:25:14.362631 UTC ±10 ms

    		2026-08-26 10:58:28.322962 UTC

    		

      195.34.84.145

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/151.0.0.0 Safari/537.36

      

    

    		

      

        The party Sara Beya (SB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-08-26 11:25:59.069396 UTC ±10 ms

    		2026-08-26 10:58:28.322962 UTC

    		

      135.225.152.67

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/142.0.7444.162 Safari/537.36

      

    

    		

      

        The party Sara Beya (SB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-08-26 11:28:49.662049 UTC ±11 ms

    		2026-08-26 10:58:28.322962 UTC

    		

      195.34.84.145

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/151.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Sara Beya (SB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Styrelsemötesprotokoll BoAB 260817 - kopia_ver 2" med dokument-ID 9222115557587227560.







Data returned from 
  the BankID network
:
  
Name: Adi Sara Beya
  
ID number: 
  *Redacted by author*

  
IP: 95.193.179.216



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-08-26 13:15:09.780471 UTC ±1 ms

    		2026-08-26 12:58:29.426629 UTC

    		

      94.234.80.206

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/152.0.0.0 Safari/537.36

      

    

    		

      

        The party Magnus Fritzell (MF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-08-26 13:15:33.042015 UTC ±1 ms

    		2026-08-26 12:58:29.426629 UTC

    		

      94.234.80.206

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/152.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Magnus Fritzell (MF) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Styrelsemötesprotokoll BoAB 260817 - kopia_ver 2" med dokument-ID 9222115557587227560.







Data returned from 
  the BankID network
:
  
Name: Sven Magnus Fritzell
  
ID number: 
  *Redacted by author*

  
IP: 94.234.80.206



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-08-26 14:59:08.486692 UTC ±0 ms

    		2026-08-26 14:58:31.358101 UTC

    		

      217.208.176.127

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/151.0.0.0 Safari/537.36 Edg/151.0.0.0

      

    

    		

      

        The party Richard Voigt (RV) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-08-26 14:59:57.658392 UTC ±1 ms

    		2026-08-26 14:58:31.358101 UTC

    		

      217.208.176.127

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/151.0.0.0 Safari/537.36 Edg/151.0.0.0

      

    

    		

      

        The document was signed by Richard Voigt (RV) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Styrelsemötesprotokoll BoAB 260817 - kopia_ver 2" med dokument-ID 9222115557587227560.







Data returned from 
  the BankID network
:
  
Name: RICKHARD VOIGT
  
ID number: 
  *Redacted by author*

  
IP: 217.208.176.127



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-08-26 16:57:54.975767 UTC ±24 ms

    		2026-08-26 15:58:31.370292 UTC

    		

      95.197.151.51

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/151.0.0.0 Mobile Safari/537.36 EdgA/151.0.0.0

      

    

    		

      

        The party Katja Ollila (KO) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-08-26 16:58:34.270504 UTC ±0 ms

    		2026-08-26 16:58:31.395175 UTC

    		

      95.197.151.51

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/151.0.0.0 Mobile Safari/537.36 EdgA/151.0.0.0

      

    

    		

      

        The document was signed by Katja Ollila (KO) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Styrelsemötesprotokoll BoAB 260817 - kopia_ver 2" med dokument-ID 9222115557587227560.







Data returned from 
  the BankID network
:
  
Name: KATJA OLLILA
  
ID number: 
  *Redacted by author*

  
IP: 95.197.151.51



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-08-26 16:58:34.270504 UTC ±0 ms

    		2026-08-26 16:58:31.395175 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2026-08-26 16:58:34.558313 UTC ±0 ms

    		2026-08-26 16:58:31.395175 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

      


    

  



  







Evidence of Time

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Purpose

2. Time measurement process

2.1 The hypervisor

2.2 Time synchronisation

3. Configuration of hardware and services

3.1 Boot Time

3.2 NTP Configuration

3.3 Monitoring

3.4 Time scale

4. Calculation of the probability of the clock error

4.1 Clock error samples

4.2 Clock error algorithm

4.3 Clock error samples and evidence of normal distribution

4.4 Input parameters

4.5 Probability of the clock error

5. Clock Error Samples

1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)
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		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 6.0 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.07 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈100.000%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2026-05-15 17:11:15.528496 UTC and 2026-06-26 08:34:59.965118 UTC:







  		Time collected

  		Clock offset







  

    		2026-05-15 17:11:15.528496

    		0.0 ms

  





  

    		2026-05-15 18:11:17.847435

    		0.0 ms

  





  

    		2026-05-15 19:11:19.36874

    		0.0 ms

  





  

    		2026-05-15 20:11:21.046762

    		0.0 ms

  





  

    		2026-05-15 21:11:22.758359

    		0.0 ms

  





  

    		2026-05-15 22:11:24.151241

    		0.1 ms

  





  

    		2026-05-15 23:11:25.712741

    		0.0 ms

  





  

    		2026-05-16 00:11:27.063414

    		0.0 ms

  





  

    		2026-05-16 01:11:27.459469

    		0.0 ms

  





  

    		2026-05-16 02:11:29.343708

    		0.0 ms

  





  

    		2026-05-16 03:11:30.884343

    		0.0 ms

  





  

    		2026-05-16 04:11:32.312859

    		0.0 ms

  





  

    		2026-05-16 05:11:33.915378

    		0.0 ms

  





  

    		2026-05-16 06:11:35.295684

    		0.1 ms

  





  

    		2026-05-16 07:11:35.59383

    		0.0 ms

  





  

    		2026-05-16 08:11:35.914798

    		0.0 ms

  





  

    		2026-05-16 09:11:36.89778

    		0.0 ms

  





  

    		2026-05-16 10:11:37.110573

    		0.0 ms

  





  

    		2026-05-16 11:11:37.526755

    		0.0 ms

  





  

    		2026-05-16 12:11:37.614884

    		0.0 ms

  





  

    		2026-05-16 13:11:37.694357

    		0.0 ms

  





  

    		2026-05-16 14:11:38.519856

    		0.0 ms

  





  

    		2026-05-16 15:11:39.11439

    		0.1 ms

  





  

    		2026-05-16 16:11:39.541178

    		0.0 ms

  





  

    		2026-05-16 17:11:39.939339

    		0.0 ms

  





  

    		2026-05-16 18:11:41.818927

    		-0.1 ms

  





  

    		2026-05-16 19:11:44.100708

    		0.0 ms

  





  

    		2026-05-16 20:11:46.22552

    		-0.1 ms

  





  

    		2026-05-16 21:11:47.843923

    		0.0 ms

  





  

    		2026-05-16 22:11:49.67076

    		0.0 ms

  





  

    		2026-05-16 23:11:49.818982

    		0.0 ms

  





  

    		2026-05-17 00:11:50.052718

    		0.0 ms

  





  

    		2026-05-17 01:11:51.620298

    		0.0 ms

  





  

    		2026-05-17 02:11:53.224494

    		0.0 ms

  





  

    		2026-05-17 03:11:54.578189

    		0.0 ms

  





  

    		2026-05-17 04:11:55.0252

    		0.0 ms

  





  

    		2026-05-17 05:11:55.518368

    		0.1 ms

  





  

    		2026-05-17 06:11:56.004193

    		0.0 ms

  





  

    		2026-05-17 07:11:56.189436

    		-0.1 ms

  





  

    		2026-05-17 08:11:57.961254

    		0.0 ms

  





  

    		2026-05-17 09:11:58.883527

    		0.0 ms

  





  

    		2026-05-17 10:12:00.512945

    		0.0 ms

  





  

    		2026-05-17 11:12:00.847657

    		0.1 ms

  





  

    		2026-05-17 12:12:01.006342

    		0.0 ms

  





  

    		2026-05-17 13:12:01.24351

    		0.0 ms

  





  

    		2026-05-17 14:12:01.53541

    		0.0 ms

  





  

    		2026-05-17 15:12:01.806641

    		-0.1 ms

  





  

    		2026-05-17 16:12:02.869038

    		0.1 ms

  





  

    		2026-05-17 17:12:03.860892

    		0.1 ms

  





  

    		2026-05-17 18:12:04.811375

    		0.0 ms

  





  

    		2026-05-17 19:12:07.163839

    		-0.1 ms

  





  

    		2026-05-17 20:12:09.915659

    		0.2 ms

  





  

    		2026-05-17 21:12:12.119765

    		0.2 ms

  





  

    		2026-05-17 22:12:13.654098

    		0.0 ms

  





  

    		2026-05-17 23:12:15.390649

    		0.1 ms

  





  

    		2026-05-18 00:12:16.857097

    		0.1 ms

  





  

    		2026-05-18 01:12:18.153937

    		0.0 ms

  





  

    		2026-05-18 02:12:18.907779

    		0.0 ms

  





  

    		2026-05-18 03:12:20.974508

    		0.0 ms

  





  

    		2026-05-18 04:12:22.627234

    		0.0 ms

  





  

    		2026-05-18 05:12:24.572451

    		0.0 ms

  





  

    		2026-05-18 06:12:25.078435

    		0.0 ms

  





  

    		2026-05-18 07:12:25.480312

    		-0.1 ms

  





  

    		2026-05-18 08:12:25.644772

    		0.0 ms

  





  

    		2026-05-18 09:12:26.006688

    		0.0 ms

  





  

    		2026-05-18 10:12:26.218711

    		0.0 ms

  





  

    		2026-05-18 11:12:27.504325

    		0.0 ms

  





  

    		2026-05-18 12:12:28.047913

    		0.0 ms

  





  

    		2026-05-18 13:12:28.561169

    		0.1 ms

  





  

    		2026-05-18 14:12:28.739892

    		0.0 ms

  





  

    		2026-05-18 15:12:30.375261

    		0.0 ms

  





  

    		2026-05-18 16:12:30.70847

    		0.0 ms

  





  

    		2026-05-18 17:12:30.735353

    		0.1 ms

  





  

    		2026-05-18 18:12:32.133849

    		0.0 ms

  





  

    		2026-05-18 19:12:32.323617

    		0.0 ms

  





  

    		2026-05-18 20:12:33.781792

    		-0.2 ms

  





  

    		2026-05-18 21:12:35.047428

    		0.0 ms

  





  

    		2026-05-18 22:12:35.087698

    		-0.1 ms

  





  

    		2026-05-18 23:12:35.810283

    		0.0 ms

  





  

    		2026-05-19 00:12:38.050613

    		0.0 ms

  





  

    		2026-05-19 01:12:39.632308

    		-0.2 ms

  





  

    		2026-05-19 02:12:40.986074

    		0.0 ms

  





  

    		2026-05-19 03:12:41.079057

    		0.0 ms

  





  

    		2026-05-19 04:12:41.136022

    		0.1 ms

  





  

    		2026-05-19 05:12:41.535078

    		0.0 ms

  





  

    		2026-05-19 06:12:43.132181

    		0.0 ms

  





  

    		2026-05-19 07:12:43.878864

    		0.1 ms

  





  

    		2026-05-19 08:12:44.347705

    		0.0 ms

  





  

    		2026-05-19 09:12:44.869273

    		0.0 ms

  





  

    		2026-05-19 10:12:44.99679

    		0.1 ms

  





  

    		2026-05-19 11:12:45.833264

    		0.0 ms

  





  

    		2026-05-19 12:12:46.016592

    		0.0 ms

  





  

    		2026-05-19 13:12:46.711835

    		0.9 ms

  





  

    		2026-05-19 14:12:48.406057

    		0.0 ms

  





  

    		2026-05-19 15:12:48.779133

    		0.0 ms

  





  

    		2026-05-19 16:12:49.252225

    		0.0 ms

  





  

    		2026-05-19 17:12:49.596425

    		0.2 ms

  





  

    		2026-05-19 18:12:50.015771

    		0.0 ms

  





  

    		2026-05-19 19:12:51.131227

    		0.0 ms

  





  

    		2026-05-19 20:12:51.822736

    		0.0 ms

  





  

    		2026-05-19 21:12:52.013388

    		0.1 ms

  





  

    		2026-05-19 22:12:53.707375

    		0.0 ms

  





  

    		2026-05-19 23:12:55.071359

    		0.2 ms

  





  

    		2026-05-20 00:12:56.846751

    		0.0 ms

  





  

    		2026-05-20 01:12:58.231227

    		0.1 ms

  





  

    		2026-05-20 02:12:59.632288

    		0.1 ms

  





  

    		2026-05-20 03:13:00.898662

    		0.0 ms

  





  

    		2026-05-20 04:13:02.372322

    		0.0 ms

  





  

    		2026-05-20 05:13:04.197989

    		0.1 ms

  





  

    		2026-05-20 06:13:05.227197

    		0.0 ms

  





  

    		2026-05-20 07:13:06.605813

    		0.0 ms

  





  

    		2026-05-20 08:13:07.134952

    		0.0 ms

  





  

    		2026-05-20 09:13:07.505258

    		0.0 ms

  





  

    		2026-05-20 10:13:08.057959

    		0.0 ms

  





  

    		2026-05-20 11:13:08.650678

    		0.0 ms

  





  

    		2026-05-20 12:13:08.810342

    		-0.1 ms

  





  

    		2026-05-20 13:13:09.122907

    		0.0 ms

  





  

    		2026-05-20 14:13:09.176896

    		0.0 ms

  





  

    		2026-05-20 15:13:09.245671

    		0.0 ms

  





  

    		2026-05-20 16:13:09.853526

    		0.0 ms

  





  

    		2026-05-20 17:13:09.986359

    		0.0 ms

  





  

    		2026-05-20 18:13:10.423056

    		0.1 ms

  





  

    		2026-05-20 19:13:11.546876

    		0.0 ms

  





  

    		2026-05-20 20:13:12.601402

    		0.0 ms

  





  

    		2026-05-20 21:13:13.034602

    		0.1 ms

  





  

    		2026-05-20 22:13:14.625479

    		0.1 ms

  





  

    		2026-05-20 23:13:14.639037

    		0.0 ms

  





  

    		2026-05-21 00:13:16.396106

    		0.0 ms

  





  

    		2026-05-21 01:13:17.556645

    		0.0 ms

  





  

    		2026-05-21 02:13:19.123354

    		0.0 ms

  





  

    		2026-05-21 03:13:20.361286

    		0.0 ms

  





  

    		2026-05-21 04:13:21.847928

    		0.0 ms

  





  

    		2026-05-21 05:13:23.39773

    		0.0 ms

  





  

    		2026-05-21 06:13:23.606251

    		0.0 ms

  





  

    		2026-05-21 07:13:24.142134

    		0.1 ms

  





  

    		2026-05-21 08:13:24.95061

    		0.1 ms

  





  

    		2026-05-21 09:13:25.696555

    		0.0 ms

  





  

    		2026-05-21 10:13:25.787993

    		0.0 ms

  





  

    		2026-05-21 11:13:26.366227

    		0.0 ms

  





  

    		2026-05-21 12:13:26.730856

    		0.0 ms

  





  

    		2026-05-21 13:13:26.918925

    		0.0 ms

  





  

    		2026-05-21 14:13:27.565075

    		-0.4 ms

  





  

    		2026-05-21 15:13:28.650794

    		0.0 ms

  





  

    		2026-05-21 16:13:28.951958

    		0.0 ms

  





  

    		2026-05-21 17:13:29.391013

    		-0.6 ms

  





  

    		2026-05-21 18:13:30.028105

    		-0.1 ms

  





  

    		2026-05-21 19:13:31.425721

    		-0.1 ms

  





  

    		2026-05-21 20:13:33.708552

    		0.0 ms

  





  

    		2026-05-21 21:13:35.380908

    		0.0 ms

  





  

    		2026-05-21 22:13:36.739874

    		0.0 ms

  





  

    		2026-05-21 23:13:38.117791

    		0.1 ms

  





  

    		2026-05-22 00:13:39.212148

    		-0.1 ms

  





  

    		2026-05-22 01:13:39.268982

    		0.0 ms

  





  

    		2026-05-22 02:13:40.721638

    		0.0 ms

  





  

    		2026-05-22 03:13:42.171177

    		0.0 ms

  





  

    		2026-05-22 04:13:43.593428

    		0.0 ms

  





  

    		2026-05-22 05:13:45.42015

    		0.0 ms

  





  

    		2026-05-22 06:13:47.234436

    		0.2 ms

  





  

    		2026-05-22 07:13:49.452022

    		0.0 ms

  





  

    		2026-05-22 08:13:49.609453

    		0.0 ms

  





  

    		2026-05-22 09:13:49.953297

    		0.0 ms

  





  

    		2026-05-22 10:13:50.910509

    		0.0 ms

  





  

    		2026-05-22 11:13:50.985862

    		0.0 ms

  





  

    		2026-05-22 12:13:51.682495

    		0.0 ms

  





  

    		2026-05-22 13:13:52.116344

    		0.0 ms

  





  

    		2026-05-22 14:13:52.708919

    		0.0 ms

  





  

    		2026-05-22 15:13:53.19905

    		-0.1 ms

  





  

    		2026-05-22 16:13:55.346508

    		0.0 ms

  





  

    		2026-05-22 17:13:56.990296

    		0.0 ms

  





  

    		2026-05-22 18:13:57.072592

    		0.0 ms

  





  

    		2026-05-22 19:13:57.793293

    		0.0 ms

  





  

    		2026-05-22 20:13:59.21019

    		0.0 ms

  





  

    		2026-05-22 21:14:00.993803

    		0.0 ms

  





  

    		2026-05-22 22:14:02.197183

    		0.0 ms

  





  

    		2026-05-22 23:14:03.346391

    		0.0 ms

  





  

    		2026-05-23 00:14:05.007479

    		0.1 ms

  





  

    		2026-05-23 01:14:06.428177

    		-0.1 ms

  





  

    		2026-05-23 02:14:07.874236

    		0.0 ms

  





  

    		2026-05-23 03:14:09.080186

    		0.1 ms

  





  

    		2026-05-23 04:14:10.635037

    		0.0 ms

  





  

    		2026-05-23 05:22:08.921072

    		0.0 ms

  





  

    		2026-05-23 06:22:09.297979

    		0.0 ms

  





  

    		2026-05-23 07:22:11.326746

    		0.0 ms

  





  

    		2026-05-23 08:22:11.824569

    		0.0 ms

  





  

    		2026-05-23 09:22:13.180143

    		-0.1 ms

  





  

    		2026-05-23 10:22:14.02994

    		0.0 ms

  





  

    		2026-05-23 11:22:14.808146

    		0.0 ms

  





  

    		2026-05-23 12:22:15.532561

    		0.0 ms

  





  

    		2026-05-23 13:22:15.557921

    		0.0 ms

  





  

    		2026-05-23 14:22:15.770907

    		-0.1 ms

  





  

    		2026-05-23 15:22:17.447081

    		0.0 ms

  





  

    		2026-05-23 16:22:18.452577

    		0.0 ms

  





  

    		2026-05-23 17:22:21.222609

    		0.0 ms

  





  

    		2026-05-23 18:22:21.249569

    		0.0 ms

  





  

    		2026-05-23 19:22:21.265158

    		0.1 ms

  





  

    		2026-05-23 20:22:22.299215

    		0.0 ms

  





  

    		2026-05-23 21:22:22.850643

    		0.0 ms

  





  

    		2026-05-23 22:22:24.353436

    		0.0 ms

  





  

    		2026-05-23 23:22:25.471087

    		0.0 ms

  





  

    		2026-05-24 00:22:26.913498

    		0.0 ms

  





  

    		2026-05-24 01:22:27.999796

    		0.0 ms

  





  

    		2026-05-24 02:22:28.474448

    		0.1 ms

  





  

    		2026-05-24 03:22:29.796557

    		-0.2 ms

  





  

    		2026-05-24 04:22:31.299469

    		0.0 ms

  





  

    		2026-05-24 05:22:32.83844

    		0.1 ms

  





  

    		2026-05-24 06:22:34.024286

    		0.0 ms

  





  

    		2026-05-24 07:22:35.79249

    		0.0 ms

  





  

    		2026-05-24 08:22:35.842449

    		0.0 ms

  





  

    		2026-05-24 09:22:36.112648

    		-0.1 ms

  





  

    		2026-05-24 10:22:36.417242

    		0.0 ms

  





  

    		2026-05-24 11:22:37.364943

    		-0.2 ms

  





  

    		2026-05-24 12:22:37.575233

    		-0.1 ms

  





  

    		2026-05-24 13:22:37.745654

    		0.1 ms

  





  

    		2026-05-24 14:22:38.235118

    		-0.1 ms

  





  

    		2026-05-24 15:22:38.429925

    		0.0 ms

  





  

    		2026-05-24 16:22:38.733654

    		0.2 ms

  





  

    		2026-05-24 17:22:39.642825

    		0.0 ms

  





  

    		2026-05-24 18:22:41.248507

    		0.0 ms

  





  

    		2026-05-24 19:22:41.431441

    		-0.1 ms

  





  

    		2026-05-24 20:22:43.753736

    		0.1 ms

  





  

    		2026-05-24 21:22:45.434827

    		0.0 ms

  





  

    		2026-05-24 22:22:47.039648

    		0.5 ms

  





  

    		2026-05-24 23:22:48.496

    		0.0 ms

  





  

    		2026-05-25 00:22:49.612134

    		0.1 ms

  





  

    		2026-05-25 01:22:50.919656

    		0.0 ms

  





  

    		2026-05-25 02:22:51.038776

    		0.0 ms

  





  

    		2026-05-25 03:22:52.922263

    		0.0 ms

  





  

    		2026-05-25 04:22:54.741054

    		0.2 ms

  





  

    		2026-05-25 05:22:56.324869

    		-0.1 ms

  





  

    		2026-05-25 06:22:57.059015

    		-0.1 ms

  





  

    		2026-05-25 07:22:57.811729

    		0.0 ms

  





  

    		2026-05-25 08:22:59.270584

    		0.0 ms

  





  

    		2026-05-25 09:22:59.968733

    		0.1 ms

  





  

    		2026-05-25 10:23:00.11641

    		0.0 ms

  





  

    		2026-05-25 11:23:00.237303

    		-0.1 ms

  





  

    		2026-05-25 12:23:01.015281

    		0.2 ms

  





  

    		2026-05-25 13:23:01.669069

    		-0.1 ms

  





  

    		2026-05-25 14:23:02.355561

    		0.0 ms

  





  

    		2026-05-25 15:23:02.452646

    		0.0 ms

  





  

    		2026-05-25 16:23:02.572514

    		-0.1 ms

  





  

    		2026-05-25 17:23:02.819058

    		0.0 ms

  





  

    		2026-05-25 18:23:02.883379

    		0.0 ms

  





  

    		2026-05-25 19:23:03.734395

    		0.0 ms

  





  

    		2026-05-25 20:23:04.354937

    		0.0 ms

  





  

    		2026-05-25 21:23:06.579665

    		0.0 ms

  





  

    		2026-05-25 22:23:08.591093

    		0.0 ms

  





  

    		2026-05-25 23:23:09.808594

    		0.0 ms

  





  

    		2026-05-26 00:23:11.39789

    		0.0 ms

  





  

    		2026-05-26 01:23:12.728425

    		-0.1 ms

  





  

    		2026-05-26 02:23:13.932263

    		0.0 ms

  





  

    		2026-05-26 03:23:14.733848

    		0.0 ms

  





  

    		2026-05-26 04:23:16.294182

    		0.0 ms

  





  

    		2026-05-26 05:23:18.65998

    		-0.1 ms

  





  

    		2026-05-26 06:23:19.113132

    		0.0 ms

  





  

    		2026-05-26 07:23:20.822884

    		0.0 ms

  





  

    		2026-05-26 08:23:21.409342

    		0.0 ms

  





  

    		2026-05-26 09:23:21.521993

    		0.0 ms

  





  

    		2026-05-26 10:23:21.894948

    		0.0 ms

  





  

    		2026-05-26 11:23:22.950131

    		0.0 ms

  





  

    		2026-05-26 12:23:23.200567

    		-0.1 ms

  





  

    		2026-05-26 13:23:23.940264

    		-0.1 ms

  





  

    		2026-05-26 14:23:23.981548

    		0.0 ms

  





  

    		2026-05-26 15:23:23.991093

    		-0.2 ms

  





  

    		2026-05-26 16:23:25.775143

    		0.0 ms

  





  

    		2026-05-26 17:23:27.197121

    		0.0 ms

  





  

    		2026-05-26 18:23:28.013349

    		0.0 ms

  





  

    		2026-05-26 19:23:28.655365

    		0.5 ms

  





  

    		2026-05-26 20:23:29.276777

    		0.1 ms

  





  

    		2026-05-26 21:23:30.098139

    		0.0 ms

  





  

    		2026-05-26 22:23:30.502171

    		0.0 ms

  





  

    		2026-05-26 23:23:30.624474

    		0.0 ms

  





  

    		2026-05-27 00:23:30.810588

    		-0.1 ms

  





  

    		2026-05-27 01:23:32.592876

    		0.0 ms

  





  

    		2026-05-27 02:23:34.136329

    		0.0 ms

  





  

    		2026-05-27 03:23:35.823565

    		0.0 ms

  





  

    		2026-05-27 04:23:37.558434

    		0.0 ms

  





  

    		2026-05-27 05:23:37.603446

    		-0.1 ms

  





  

    		2026-05-27 06:23:38.316378

    		0.0 ms

  





  

    		2026-05-27 07:23:38.672446

    		0.0 ms

  





  

    		2026-05-27 08:23:38.684092

    		-0.1 ms

  





  

    		2026-05-27 09:23:38.698951

    		0.0 ms

  





  

    		2026-05-27 10:23:39.395122

    		0.0 ms

  





  

    		2026-05-27 11:23:39.690157

    		-0.4 ms

  





  

    		2026-05-27 12:23:39.891242

    		0.0 ms

  





  

    		2026-05-27 13:23:40.508472

    		-0.1 ms

  





  

    		2026-05-27 14:23:40.637531

    		0.0 ms

  





  

    		2026-05-27 15:23:41.326216

    		0.0 ms

  





  

    		2026-05-27 16:23:42.852708

    		0.4 ms

  





  

    		2026-05-27 17:23:43.261755

    		0.0 ms

  





  

    		2026-05-27 18:23:45.221646

    		0.1 ms

  





  

    		2026-05-27 19:23:45.95778

    		0.1 ms

  





  

    		2026-05-27 20:23:46.27791

    		0.1 ms

  





  

    		2026-05-27 21:23:48.420076

    		0.4 ms

  





  

    		2026-05-27 22:23:49.994771

    		0.3 ms

  





  

    		2026-05-27 23:23:51.306927

    		0.0 ms

  





  

    		2026-05-28 00:23:52.872452

    		-0.1 ms

  





  

    		2026-05-28 01:23:54.243263

    		-0.2 ms

  





  

    		2026-05-28 02:23:55.808724

    		0.0 ms

  





  

    		2026-05-28 03:23:57.446747

    		0.0 ms

  





  

    		2026-05-28 04:23:58.797238

    		0.0 ms

  





  

    		2026-05-28 05:24:00.48262

    		0.0 ms

  





  

    		2026-05-28 06:24:01.078949

    		0.0 ms

  





  

    		2026-05-28 07:24:01.908148

    		-0.2 ms

  





  

    		2026-05-28 08:24:02.687395

    		0.0 ms

  





  

    		2026-05-28 09:24:03.526107

    		-0.1 ms

  





  

    		2026-05-28 10:24:03.604465

    		0.0 ms

  





  

    		2026-05-28 11:24:04.133094

    		-0.1 ms

  





  

    		2026-05-28 12:24:04.436082

    		-0.1 ms

  





  

    		2026-05-28 13:24:04.761515

    		0.0 ms

  





  

    		2026-05-28 14:24:04.947216

    		0.1 ms

  





  

    		2026-05-28 15:24:05.659482

    		0.0 ms

  





  

    		2026-05-28 16:24:05.831582

    		0.0 ms

  





  

    		2026-05-28 17:24:07.847782

    		-0.2 ms

  





  

    		2026-05-28 18:24:08.21141

    		0.0 ms

  





  

    		2026-05-28 19:24:10.426268

    		0.0 ms

  





  

    		2026-05-28 20:24:12.862837

    		-0.1 ms

  





  

    		2026-05-28 21:24:14.271407

    		0.0 ms

  





  

    		2026-05-28 22:24:14.633194

    		0.1 ms

  





  

    		2026-05-28 23:24:16.845122

    		0.0 ms

  





  

    		2026-05-29 00:24:18.471883

    		-0.1 ms

  





  

    		2026-05-29 01:24:19.963393

    		0.0 ms

  





  

    		2026-05-29 02:24:21.61873

    		0.1 ms

  





  

    		2026-05-29 03:24:22.854653

    		0.0 ms

  





  

    		2026-05-29 04:24:24.445253

    		0.0 ms

  





  

    		2026-05-29 05:24:26.265822

    		0.1 ms

  





  

    		2026-05-29 06:24:29.12752

    		0.0 ms

  





  

    		2026-05-29 07:24:30.53123

    		-0.2 ms

  





  

    		2026-05-29 08:24:30.55072

    		0.0 ms

  





  

    		2026-05-29 09:24:30.831795

    		0.0 ms

  





  

    		2026-05-29 10:24:31.265343

    		-0.1 ms

  





  

    		2026-05-29 11:24:31.621115

    		0.0 ms

  





  

    		2026-05-29 12:24:31.795818

    		0.0 ms

  





  

    		2026-05-29 13:24:32.489329

    		0.0 ms

  





  

    		2026-05-29 14:24:33.041301

    		-0.1 ms

  





  

    		2026-05-29 15:24:33.955403

    		-0.1 ms

  





  

    		2026-05-29 16:24:35.501282

    		-0.1 ms

  





  

    		2026-05-29 17:24:36.805498

    		0.1 ms

  





  

    		2026-05-29 18:24:37.46381

    		0.1 ms

  





  

    		2026-05-29 19:24:38.373417

    		0.0 ms

  





  

    		2026-05-29 20:24:38.606961

    		0.0 ms

  





  

    		2026-05-29 21:24:39.613499

    		0.0 ms

  





  

    		2026-05-29 22:24:41.11804

    		0.0 ms

  





  

    		2026-05-29 23:24:42.478678

    		0.0 ms

  





  

    		2026-05-30 00:24:43.789196

    		0.0 ms

  





  

    		2026-05-30 01:24:45.159928

    		0.0 ms

  





  

    		2026-05-30 02:24:46.544762

    		0.0 ms

  





  

    		2026-05-30 03:24:47.678537

    		0.0 ms

  





  

    		2026-05-30 04:24:48.831326

    		0.0 ms

  





  

    		2026-05-30 05:24:49.041819

    		0.0 ms

  





  

    		2026-05-30 06:24:50.568838

    		0.0 ms

  





  

    		2026-05-30 07:24:51.969471

    		0.0 ms

  





  

    		2026-05-30 08:24:52.197243

    		0.0 ms

  





  

    		2026-05-30 09:24:52.692888

    		0.0 ms

  





  

    		2026-05-30 10:24:53.38813

    		0.0 ms

  





  

    		2026-05-30 11:24:53.803563

    		0.4 ms

  





  

    		2026-05-30 12:24:53.976753

    		0.0 ms

  





  

    		2026-05-30 13:24:54.034337

    		0.0 ms

  





  

    		2026-05-30 14:24:54.184901

    		0.1 ms

  





  

    		2026-05-30 15:24:55.346255

    		0.0 ms

  





  

    		2026-05-30 16:24:55.647207

    		0.0 ms

  





  

    		2026-05-30 17:24:56.337041

    		0.0 ms

  





  

    		2026-05-30 18:24:57.633898

    		-0.1 ms

  





  

    		2026-05-30 19:24:58.243587

    		0.0 ms

  





  

    		2026-05-30 20:24:59.348868

    		-0.1 ms

  





  

    		2026-05-30 21:25:00.605382

    		0.1 ms

  





  

    		2026-05-30 22:25:02.097972

    		0.0 ms

  





  

    		2026-05-30 23:25:03.619044

    		0.1 ms

  





  

    		2026-05-31 00:25:05.166947

    		0.0 ms

  





  

    		2026-05-31 01:25:06.663877

    		0.0 ms

  





  

    		2026-05-31 02:25:08.182197

    		0.0 ms

  





  

    		2026-05-31 03:25:09.664786

    		0.0 ms

  





  

    		2026-05-31 04:25:10.967901

    		0.1 ms

  





  

    		2026-05-31 05:25:12.727106

    		0.0 ms

  





  

    		2026-05-31 06:25:15.057303

    		0.0 ms

  





  

    		2026-05-31 07:25:15.307357

    		0.0 ms

  





  

    		2026-05-31 08:25:15.373723

    		0.1 ms

  





  

    		2026-05-31 09:25:17.495884

    		0.0 ms

  





  

    		2026-05-31 10:25:17.767746

    		-0.2 ms

  





  

    		2026-05-31 11:25:17.967443

    		-0.1 ms

  





  

    		2026-05-31 12:25:18.820616

    		0.1 ms

  





  

    		2026-05-31 13:25:18.949074

    		-0.4 ms

  





  

    		2026-05-31 14:25:20.198799

    		0.0 ms

  





  

    		2026-05-31 15:25:20.462176

    		0.1 ms

  





  

    		2026-05-31 16:25:20.648504

    		-0.1 ms

  





  

    		2026-05-31 17:25:20.877792

    		0.1 ms

  





  

    		2026-05-31 18:25:23.706088

    		0.0 ms

  





  

    		2026-05-31 19:25:25.337139

    		0.0 ms

  





  

    		2026-05-31 20:25:27.421968

    		0.0 ms

  





  

    		2026-05-31 21:25:29.140885

    		-0.1 ms

  





  

    		2026-05-31 22:25:30.683046

    		0.2 ms

  





  

    		2026-05-31 23:25:31.938821

    		-0.1 ms

  





  

    		2026-06-01 00:25:33.662886

    		0.1 ms

  





  

    		2026-06-01 01:25:35.172997

    		-0.1 ms

  





  

    		2026-06-01 02:25:36.516245

    		0.1 ms

  





  

    		2026-06-01 03:25:37.907966

    		0.0 ms

  





  

    		2026-06-01 04:25:39.369935

    		0.0 ms

  





  

    		2026-06-01 05:25:40.991392

    		-0.1 ms

  





  

    		2026-06-01 06:25:41.238434

    		-0.1 ms

  





  

    		2026-06-01 07:25:42.08216

    		0.0 ms

  





  

    		2026-06-01 08:25:42.40224

    		0.0 ms

  





  

    		2026-06-01 09:25:42.708217

    		0.0 ms

  





  

    		2026-06-01 10:25:42.763723

    		-0.1 ms

  





  

    		2026-06-01 11:25:43.212881

    		-0.1 ms

  





  

    		2026-06-01 12:25:43.256955

    		-0.1 ms

  





  

    		2026-06-01 13:25:43.296247

    		-0.1 ms

  





  

    		2026-06-01 14:25:43.528795

    		0.0 ms

  





  

    		2026-06-01 15:25:43.662421

    		0.0 ms

  





  

    		2026-06-01 16:25:43.727098

    		0.0 ms

  





  

    		2026-06-01 17:25:44.402256

    		-0.1 ms

  





  

    		2026-06-01 18:25:44.72637

    		0.0 ms

  





  

    		2026-06-01 19:25:45.417364

    		0.3 ms

  





  

    		2026-06-01 20:25:45.61101

    		0.0 ms

  





  

    		2026-06-01 21:25:47.533843

    		0.0 ms

  





  

    		2026-06-01 22:25:48.765669

    		0.0 ms

  





  

    		2026-06-01 23:25:50.300254

    		0.1 ms

  





  

    		2026-06-02 00:25:51.584453

    		-0.1 ms

  





  

    		2026-06-02 01:25:53.147776

    		0.0 ms

  





  

    		2026-06-02 02:25:54.633166

    		0.1 ms

  





  

    		2026-06-02 03:25:56.111354

    		0.0 ms

  





  

    		2026-06-02 04:25:57.858615

    		0.0 ms

  





  

    		2026-06-02 05:25:58.303927

    		-0.1 ms

  





  

    		2026-06-02 06:25:58.426986

    		-0.1 ms

  





  

    		2026-06-02 07:25:58.625498

    		0.0 ms

  





  

    		2026-06-02 08:25:58.693628

    		0.1 ms

  





  

    		2026-06-02 09:25:58.996655

    		0.0 ms

  





  

    		2026-06-02 10:25:59.463184

    		0.0 ms

  





  

    		2026-06-02 11:25:59.617645

    		0.0 ms

  





  

    		2026-06-02 12:26:00.166198

    		0.0 ms

  





  

    		2026-06-02 13:26:01.261117

    		0.0 ms

  





  

    		2026-06-02 14:26:02.080698

    		0.1 ms

  





  

    		2026-06-02 15:26:02.692304

    		0.0 ms

  





  

    		2026-06-02 16:26:02.875813

    		0.2 ms

  





  

    		2026-06-02 17:26:03.359658

    		0.0 ms

  





  

    		2026-06-02 18:26:03.710475

    		0.0 ms

  





  

    		2026-06-02 19:26:03.842832

    		0.0 ms

  





  

    		2026-06-02 20:26:06.694039

    		0.0 ms

  





  

    		2026-06-02 21:26:08.591202

    		0.0 ms

  





  

    		2026-06-02 22:26:10.285666

    		0.2 ms

  





  

    		2026-06-02 23:26:11.895478

    		-0.1 ms

  





  

    		2026-06-03 00:26:13.165318

    		0.0 ms

  





  

    		2026-06-03 01:26:14.680313

    		0.1 ms

  





  

    		2026-06-03 02:26:16.246704

    		0.0 ms

  





  

    		2026-06-03 03:26:17.747109

    		0.0 ms

  





  

    		2026-06-03 04:26:19.351205

    		0.0 ms

  





  

    		2026-06-03 05:26:21.64635

    		-0.1 ms

  





  

    		2026-06-03 06:26:22.210632

    		0.0 ms

  





  

    		2026-06-03 07:26:22.602042

    		0.0 ms

  





  

    		2026-06-03 08:26:22.632687

    		0.0 ms

  





  

    		2026-06-03 09:26:22.828159

    		0.0 ms

  





  

    		2026-06-03 10:26:23.754312

    		-0.1 ms

  





  

    		2026-06-03 11:26:23.925167

    		0.2 ms

  





  

    		2026-06-03 12:26:24.096861

    		-0.1 ms

  





  

    		2026-06-03 13:26:24.606454

    		-0.1 ms

  





  

    		2026-06-03 14:26:24.906966

    		0.0 ms

  





  

    		2026-06-03 15:26:25.625817

    		0.0 ms

  





  

    		2026-06-03 16:26:26.242153

    		0.2 ms

  





  

    		2026-06-03 17:26:26.587824

    		-0.1 ms

  





  

    		2026-06-03 18:26:27.107688

    		0.0 ms

  





  

    		2026-06-03 19:26:27.358851

    		-0.1 ms

  





  

    		2026-06-03 20:26:29.761522

    		-0.1 ms

  





  

    		2026-06-03 21:26:31.252424

    		0.1 ms

  





  

    		2026-06-03 22:26:31.664936

    		0.4 ms

  





  

    		2026-06-03 23:26:33.049104

    		-0.3 ms

  





  

    		2026-06-04 00:26:34.669666

    		0.0 ms

  





  

    		2026-06-04 01:26:36.073763

    		0.2 ms

  





  

    		2026-06-04 02:26:37.398733

    		0.2 ms

  





  

    		2026-06-04 03:26:38.905113

    		0.0 ms

  





  

    		2026-06-04 04:26:40.584777

    		0.0 ms

  





  

    		2026-06-04 05:26:42.368564

    		0.0 ms

  





  

    		2026-06-04 06:26:42.613824

    		-0.2 ms

  





  

    		2026-06-04 07:26:42.725716

    		0.0 ms

  





  

    		2026-06-04 08:26:42.950494

    		0.0 ms

  





  

    		2026-06-04 09:26:43.522509

    		0.0 ms

  





  

    		2026-06-04 10:26:43.729883

    		0.0 ms

  





  

    		2026-06-04 11:26:43.920558

    		0.0 ms

  





  

    		2026-06-04 12:26:44.448613

    		0.1 ms

  





  

    		2026-06-04 13:26:45.585228

    		0.0 ms

  





  

    		2026-06-04 14:26:46.156137

    		0.0 ms

  





  

    		2026-06-04 15:26:47.076555

    		-0.1 ms

  





  

    		2026-06-04 16:26:47.855481

    		0.0 ms

  





  

    		2026-06-04 17:26:48.454354

    		0.0 ms

  





  

    		2026-06-04 18:26:49.578325

    		0.1 ms

  





  

    		2026-06-04 19:26:50.240973

    		0.2 ms

  





  

    		2026-06-04 20:26:52.560129

    		0.0 ms

  





  

    		2026-06-04 21:26:53.91969

    		0.1 ms

  





  

    		2026-06-04 22:26:55.328487

    		0.0 ms

  





  

    		2026-06-04 23:26:56.541948

    		-0.1 ms

  





  

    		2026-06-05 00:26:57.626778

    		0.1 ms

  





  

    		2026-06-05 01:26:58.595822

    		0.0 ms

  





  

    		2026-06-05 02:26:58.842793

    		0.0 ms

  





  

    		2026-06-05 03:27:00.381257

    		0.0 ms

  





  

    		2026-06-05 04:27:02.163287

    		0.0 ms

  





  

    		2026-06-05 05:27:04.010145

    		0.0 ms

  





  

    		2026-06-05 06:27:05.366039

    		0.0 ms

  





  

    		2026-06-05 07:27:07.369105

    		0.0 ms

  





  

    		2026-06-05 08:27:07.660106

    		0.0 ms

  





  

    		2026-06-05 09:27:07.697664

    		0.0 ms

  





  

    		2026-06-05 10:27:07.902601

    		-0.2 ms

  





  

    		2026-06-05 11:27:08.945992

    		0.0 ms

  





  

    		2026-06-05 12:27:09.886529

    		0.0 ms

  





  

    		2026-06-05 13:27:11.136372

    		0.0 ms

  





  

    		2026-06-05 14:27:11.82687

    		0.0 ms

  





  

    		2026-06-05 15:27:12.132165

    		0.0 ms

  





  

    		2026-06-05 16:27:13.052571

    		-0.5 ms

  





  

    		2026-06-05 17:27:13.572565

    		0.0 ms

  





  

    		2026-06-05 18:27:15.151967

    		0.0 ms

  





  

    		2026-06-05 19:27:16.969432

    		0.0 ms

  





  

    		2026-06-05 20:27:17.108705

    		0.1 ms

  





  

    		2026-06-05 21:27:17.292564

    		0.0 ms

  





  

    		2026-06-05 22:27:17.713146

    		0.3 ms

  





  

    		2026-06-05 23:27:19.283438

    		0.0 ms

  





  

    		2026-06-06 00:27:20.755505

    		0.0 ms

  





  

    		2026-06-06 01:27:22.387984

    		0.0 ms

  





  

    		2026-06-06 02:27:23.660963

    		0.1 ms

  





  

    		2026-06-06 03:27:24.646505

    		0.3 ms

  





  

    		2026-06-06 04:27:26.22675

    		0.0 ms

  





  

    		2026-06-06 05:27:28.256701

    		0.0 ms

  





  

    		2026-06-06 06:27:28.941145

    		0.0 ms

  





  

    		2026-06-06 07:27:29.340926

    		0.0 ms

  





  

    		2026-06-06 08:27:29.938127

    		0.0 ms

  





  

    		2026-06-06 09:27:30.667817

    		0.0 ms

  





  

    		2026-06-06 10:27:30.750952

    		0.0 ms

  





  

    		2026-06-06 11:27:31.315555

    		-0.1 ms

  





  

    		2026-06-06 12:27:31.428291

    		0.0 ms

  





  

    		2026-06-06 13:27:32.024347

    		0.0 ms

  





  

    		2026-06-06 14:27:32.321539

    		0.0 ms

  





  

    		2026-06-06 15:27:32.412766

    		0.0 ms

  





  

    		2026-06-06 16:27:32.541193

    		-0.1 ms

  





  

    		2026-06-06 17:27:32.691558

    		0.0 ms

  





  

    		2026-06-06 18:27:33.039899

    		0.0 ms

  





  

    		2026-06-06 19:27:33.100802

    		0.0 ms

  





  

    		2026-06-06 20:27:33.221915

    		0.0 ms

  





  

    		2026-06-06 21:27:35.128542

    		0.0 ms

  





  

    		2026-06-06 22:27:36.958782

    		0.0 ms

  





  

    		2026-06-06 23:27:38.305711

    		0.0 ms

  





  

    		2026-06-07 00:27:39.857503

    		0.0 ms

  





  

    		2026-06-07 01:27:41.413778

    		0.0 ms

  





  

    		2026-06-07 02:27:43.022334

    		0.0 ms

  





  

    		2026-06-07 03:27:44.443422

    		0.0 ms

  





  

    		2026-06-07 04:27:46.062027

    		0.0 ms

  





  

    		2026-06-07 05:27:46.228458

    		0.0 ms

  





  

    		2026-06-07 06:27:46.320549

    		0.0 ms

  





  

    		2026-06-07 07:27:48.022336

    		-0.1 ms

  





  

    		2026-06-07 08:27:48.061305

    		0.0 ms

  





  

    		2026-06-07 09:27:48.084743

    		0.1 ms

  





  

    		2026-06-07 10:27:48.693569

    		0.0 ms

  





  

    		2026-06-07 11:27:49.188844

    		-0.1 ms

  





  

    		2026-06-07 12:27:49.897266

    		-0.1 ms

  





  

    		2026-06-07 13:27:50.187769

    		0.0 ms

  





  

    		2026-06-07 14:27:50.570969

    		0.0 ms

  





  

    		2026-06-07 15:27:52.001681

    		-0.1 ms

  





  

    		2026-06-07 16:27:52.359403

    		0.0 ms

  





  

    		2026-06-07 17:27:52.747095

    		0.0 ms

  





  

    		2026-06-07 18:27:54.890874

    		0.0 ms

  





  

    		2026-06-07 19:27:55.267792

    		0.0 ms

  





  

    		2026-06-07 20:27:55.372121

    		0.1 ms

  





  

    		2026-06-07 21:27:56.964203

    		0.0 ms

  





  

    		2026-06-07 22:27:57.242598

    		0.0 ms

  





  

    		2026-06-07 23:27:57.331618

    		0.0 ms

  





  

    		2026-06-08 00:27:59.078075

    		0.2 ms

  





  

    		2026-06-08 01:28:00.463367

    		0.0 ms

  





  

    		2026-06-08 02:28:01.941125

    		-0.1 ms

  





  

    		2026-06-08 03:28:03.239598

    		0.1 ms

  





  

    		2026-06-08 04:28:04.725077

    		-0.1 ms

  





  

    		2026-06-08 05:28:06.637517

    		0.0 ms

  





  

    		2026-06-08 06:28:07.168157

    		0.0 ms

  





  

    		2026-06-08 07:28:07.88313

    		0.0 ms

  





  

    		2026-06-08 08:28:08.419155

    		0.0 ms

  





  

    		2026-06-08 09:28:08.774679

    		0.0 ms

  





  

    		2026-06-08 10:28:09.779355

    		0.1 ms

  





  

    		2026-06-08 11:28:09.862029

    		0.1 ms

  





  

    		2026-06-08 12:28:10.180909

    		0.4 ms

  





  

    		2026-06-08 13:28:10.263036

    		0.0 ms

  





  

    		2026-06-08 14:28:10.428698

    		0.0 ms

  





  

    		2026-06-08 15:28:10.451018

    		0.0 ms

  





  

    		2026-06-08 16:28:10.519533

    		0.0 ms

  





  

    		2026-06-08 17:28:10.85273

    		0.0 ms

  





  

    		2026-06-08 18:28:11.316166

    		0.0 ms

  





  

    		2026-06-08 19:28:12.74211

    		0.1 ms

  





  

    		2026-06-08 20:28:15.336728

    		0.2 ms

  





  

    		2026-06-08 21:28:16.238144

    		0.2 ms

  





  

    		2026-06-08 22:28:16.451954

    		0.0 ms

  





  

    		2026-06-08 23:28:16.681222

    		0.0 ms

  





  

    		2026-06-09 00:28:18.039694

    		0.1 ms

  





  

    		2026-06-09 01:28:19.401908

    		0.0 ms

  





  

    		2026-06-09 02:28:20.925734

    		0.2 ms

  





  

    		2026-06-09 03:28:22.235597

    		0.0 ms

  





  

    		2026-06-09 04:28:23.720996

    		0.2 ms

  





  

    		2026-06-09 05:28:24.519319

    		-0.3 ms

  





  

    		2026-06-09 06:28:25.218178

    		0.0 ms

  





  

    		2026-06-09 07:28:26.957945

    		0.1 ms

  





  

    		2026-06-09 08:28:27.092585

    		0.0 ms

  





  

    		2026-06-09 09:28:27.690045

    		0.0 ms

  





  

    		2026-06-09 10:28:27.909933

    		0.0 ms

  





  

    		2026-06-09 11:28:28.133561

    		0.0 ms

  





  

    		2026-06-09 12:28:28.294475

    		0.0 ms

  





  

    		2026-06-09 13:28:28.861032

    		0.0 ms

  





  

    		2026-06-09 14:28:29.592205

    		-0.2 ms

  





  

    		2026-06-09 15:28:31.206244

    		-0.1 ms

  





  

    		2026-06-09 16:28:31.265447

    		0.0 ms

  





  

    		2026-06-09 17:28:33.216374

    		0.0 ms

  





  

    		2026-06-09 18:28:35.276459

    		-0.1 ms

  





  

    		2026-06-09 19:28:35.875309

    		0.1 ms

  





  

    		2026-06-09 20:28:36.095882

    		0.0 ms

  





  

    		2026-06-09 21:28:37.531605

    		0.0 ms

  





  

    		2026-06-09 22:28:39.082628

    		0.0 ms

  





  

    		2026-06-09 23:28:40.239343

    		0.0 ms

  





  

    		2026-06-10 00:28:41.732559

    		0.0 ms

  





  

    		2026-06-10 01:28:42.928578

    		0.0 ms

  





  

    		2026-06-10 02:28:44.406562

    		0.2 ms

  





  

    		2026-06-10 03:28:45.484055

    		-0.1 ms

  





  

    		2026-06-10 04:28:47.004594

    		0.0 ms

  





  

    		2026-06-10 05:28:48.518212

    		0.0 ms

  





  

    		2026-06-10 06:28:49.28083

    		0.0 ms

  





  

    		2026-06-10 07:28:49.59911

    		0.0 ms

  





  

    		2026-06-10 08:28:49.778169

    		0.0 ms

  





  

    		2026-06-10 09:28:49.865778

    		0.0 ms

  





  

    		2026-06-10 10:28:50.359702

    		0.0 ms

  





  

    		2026-06-10 11:28:50.491269

    		0.0 ms

  





  

    		2026-06-10 12:28:50.59881

    		0.0 ms

  





  

    		2026-06-10 13:28:51.05947

    		0.0 ms

  





  

    		2026-06-10 14:28:51.263838

    		0.0 ms

  





  

    		2026-06-10 15:28:51.382457

    		0.0 ms

  





  

    		2026-06-10 16:28:51.447264

    		0.0 ms

  





  

    		2026-06-10 17:28:54.167222

    		0.0 ms

  





  

    		2026-06-10 18:28:56.349427

    		0.1 ms

  





  

    		2026-06-10 19:28:58.462599

    		0.1 ms

  





  

    		2026-06-10 20:29:00.359926

    		-0.1 ms

  





  

    		2026-06-10 21:29:02.268398

    		0.0 ms

  





  

    		2026-06-10 22:29:03.862614

    		0.0 ms

  





  

    		2026-06-10 23:29:05.196572

    		0.0 ms

  





  

    		2026-06-11 00:29:06.386219

    		0.0 ms

  





  

    		2026-06-11 01:29:07.826253

    		-0.1 ms

  





  

    		2026-06-11 02:29:09.238633

    		0.0 ms

  





  

    		2026-06-11 03:29:10.616444

    		-0.2 ms

  





  

    		2026-06-11 04:29:12.215127

    		0.0 ms

  





  

    		2026-06-11 05:29:13.799899

    		-0.1 ms

  





  

    		2026-06-11 06:29:14.617618

    		0.0 ms

  





  

    		2026-06-11 07:29:15.263505

    		0.0 ms

  





  

    		2026-06-11 08:29:15.498365

    		0.0 ms

  





  

    		2026-06-11 09:29:16.271815

    		0.0 ms

  





  

    		2026-06-11 10:29:18.072993

    		0.0 ms

  





  

    		2026-06-11 11:29:18.205621

    		-0.1 ms

  





  

    		2026-06-11 12:29:18.657283

    		0.0 ms

  





  

    		2026-06-11 13:29:18.733231

    		0.0 ms

  





  

    		2026-06-11 14:29:18.774222

    		0.0 ms

  





  

    		2026-06-11 15:29:20.187069

    		-0.1 ms

  





  

    		2026-06-11 16:29:20.690155

    		0.0 ms

  





  

    		2026-06-11 17:29:21.001842

    		0.1 ms

  





  

    		2026-06-11 18:29:22.552836

    		0.0 ms

  





  

    		2026-06-11 19:29:24.372596

    		0.2 ms

  





  

    		2026-06-11 20:29:26.048382

    		0.1 ms

  





  

    		2026-06-11 21:29:27.388953

    		0.0 ms

  





  

    		2026-06-11 22:29:29.031766

    		-0.1 ms

  





  

    		2026-06-11 23:29:30.573206

    		-0.2 ms

  





  

    		2026-06-12 00:29:32.061684

    		0.0 ms

  





  

    		2026-06-12 01:29:32.180346

    		-0.1 ms

  





  

    		2026-06-12 02:29:34.015067

    		0.0 ms

  





  

    		2026-06-12 03:29:35.721277

    		0.0 ms

  





  

    		2026-06-12 04:29:37.301461

    		0.0 ms

  





  

    		2026-06-12 05:29:39.323618

    		-0.1 ms

  





  

    		2026-06-12 06:29:41.453417

    		0.0 ms

  





  

    		2026-06-12 07:29:44.160258

    		0.0 ms

  





  

    		2026-06-12 08:29:44.398471

    		0.0 ms

  





  

    		2026-06-12 09:29:45.118197

    		-0.1 ms

  





  

    		2026-06-12 10:29:45.721403

    		-0.1 ms

  





  

    		2026-06-12 11:29:46.147472

    		0.0 ms

  





  

    		2026-06-12 12:29:47.000431

    		0.0 ms

  





  

    		2026-06-12 13:29:47.775765

    		0.1 ms

  





  

    		2026-06-12 14:29:48.143315

    		0.0 ms

  





  

    		2026-06-12 15:29:49.093841

    		-0.1 ms

  





  

    		2026-06-12 16:29:49.13389

    		0.1 ms

  





  

    		2026-06-12 17:29:51.099234

    		0.0 ms

  





  

    		2026-06-12 18:29:52.311113

    		-0.2 ms

  





  

    		2026-06-12 19:29:53.731768

    		0.1 ms

  





  

    		2026-06-12 20:29:54.411319

    		0.0 ms

  





  

    		2026-06-12 21:29:56.564545

    		-0.1 ms

  





  

    		2026-06-12 22:29:57.968642

    		0.0 ms

  





  

    		2026-06-12 23:29:59.337056

    		0.0 ms

  





  

    		2026-06-13 00:30:00.495006

    		0.0 ms

  





  

    		2026-06-13 01:30:01.601771

    		0.0 ms

  





  

    		2026-06-13 02:30:02.995767

    		0.1 ms

  





  

    		2026-06-13 03:30:04.291848

    		-0.1 ms

  





  

    		2026-06-13 04:30:06.104475

    		-0.1 ms

  





  

    		2026-06-13 05:30:06.218076

    		-0.1 ms

  





  

    		2026-06-13 06:30:06.312381

    		0.1 ms

  





  

    		2026-06-13 07:30:06.427234

    		0.3 ms

  





  

    		2026-06-13 08:30:07.730884

    		0.0 ms

  





  

    		2026-06-13 09:30:08.008627

    		0.3 ms

  





  

    		2026-06-13 10:30:08.7832

    		0.0 ms

  





  

    		2026-06-13 11:30:08.823637

    		0.0 ms

  





  

    		2026-06-13 12:30:09.321653

    		0.0 ms

  





  

    		2026-06-13 13:30:09.334024

    		0.0 ms

  





  

    		2026-06-13 14:30:09.539922

    		-0.2 ms

  





  

    		2026-06-13 15:30:09.822314

    		0.2 ms

  





  

    		2026-06-13 16:30:10.249006

    		0.0 ms

  





  

    		2026-06-13 17:30:10.447985

    		0.0 ms

  





  

    		2026-06-13 18:30:10.860337

    		0.0 ms

  





  

    		2026-06-13 19:30:11.202986

    		0.0 ms

  





  

    		2026-06-13 20:30:12.903745

    		-0.1 ms

  





  

    		2026-06-13 21:30:13.418267

    		0.0 ms

  





  

    		2026-06-13 22:30:15.327369

    		0.1 ms

  





  

    		2026-06-13 23:30:16.520029

    		0.0 ms

  





  

    		2026-06-14 00:30:18.08101

    		0.0 ms

  





  

    		2026-06-14 01:30:19.631658

    		0.0 ms

  





  

    		2026-06-14 02:30:20.768756

    		0.0 ms

  





  

    		2026-06-14 03:30:21.011245

    		0.0 ms

  





  

    		2026-06-14 04:30:21.027027

    		0.0 ms

  





  

    		2026-06-14 05:30:21.136987

    		0.0 ms

  





  

    		2026-06-14 06:30:22.20901

    		0.0 ms

  





  

    		2026-06-14 07:30:24.209778

    		0.0 ms

  





  

    		2026-06-14 08:30:24.368961

    		0.0 ms

  





  

    		2026-06-14 09:30:24.811296

    		0.0 ms

  





  

    		2026-06-14 10:30:25.306914

    		-0.2 ms

  





  

    		2026-06-14 11:30:25.809178

    		0.1 ms

  





  

    		2026-06-14 12:30:27.392808

    		0.0 ms

  





  

    		2026-06-14 13:30:27.625613

    		0.0 ms

  





  

    		2026-06-14 14:30:28.682986

    		0.0 ms

  





  

    		2026-06-14 15:30:29.689555

    		0.0 ms

  





  

    		2026-06-14 16:30:30.612356

    		0.0 ms

  





  

    		2026-06-14 17:30:31.286356

    		0.0 ms

  





  

    		2026-06-14 18:30:33.126234

    		0.0 ms

  





  

    		2026-06-14 19:30:35.475102

    		-0.1 ms

  





  

    		2026-06-14 20:30:38.089445

    		0.1 ms

  





  

    		2026-06-14 21:30:40.126434

    		0.0 ms

  





  

    		2026-06-14 22:30:41.387144

    		0.0 ms

  





  

    		2026-06-14 23:30:42.702687

    		0.2 ms

  





  

    		2026-06-15 00:30:44.11311

    		0.0 ms

  





  

    		2026-06-15 01:30:45.278162

    		0.0 ms

  





  

    		2026-06-15 02:30:46.49919

    		0.0 ms

  





  

    		2026-06-15 03:30:48.016479

    		0.0 ms

  





  

    		2026-06-15 04:30:49.46123

    		0.0 ms

  





  

    		2026-06-15 05:30:49.702136

    		0.3 ms

  





  

    		2026-06-15 06:30:50.010563

    		-0.1 ms

  





  

    		2026-06-15 07:30:50.208877

    		-0.1 ms

  





  

    		2026-06-15 08:30:50.89439

    		-0.1 ms

  





  

    		2026-06-15 09:30:51.519761

    		0.0 ms

  





  

    		2026-06-15 10:30:51.86993

    		0.0 ms

  





  

    		2026-06-15 11:30:51.996794

    		-0.3 ms

  





  

    		2026-06-15 12:30:52.595086

    		0.0 ms

  





  

    		2026-06-15 13:30:53.039018

    		-0.2 ms

  





  

    		2026-06-15 14:30:53.226659

    		0.0 ms

  





  

    		2026-06-15 15:30:53.368887

    		-0.1 ms

  





  

    		2026-06-15 16:30:53.622322

    		0.0 ms

  





  

    		2026-06-15 17:30:55.286273

    		0.0 ms

  





  

    		2026-06-15 18:30:57.737831

    		0.0 ms

  





  

    		2026-06-15 19:31:00.115496

    		0.0 ms

  





  

    		2026-06-15 20:31:00.510198

    		0.0 ms

  





  

    		2026-06-15 21:31:02.514279

    		0.0 ms

  





  

    		2026-06-15 22:31:04.202155

    		0.0 ms

  





  

    		2026-06-15 23:31:05.775879

    		0.0 ms

  





  

    		2026-06-16 00:31:06.966157

    		0.0 ms

  





  

    		2026-06-16 01:31:08.235748

    		0.0 ms

  





  

    		2026-06-16 02:31:08.27882

    		0.0 ms

  





  

    		2026-06-16 03:31:08.721159

    		0.0 ms

  





  

    		2026-06-16 04:31:08.980272

    		0.0 ms

  





  

    		2026-06-16 05:31:09.790425

    		-0.1 ms

  





  

    		2026-06-16 06:31:10.477484

    		0.0 ms

  





  

    		2026-06-16 07:31:11.855989

    		-0.3 ms

  





  

    		2026-06-16 08:31:12.202719

    		0.0 ms

  





  

    		2026-06-16 09:31:12.885389

    		-0.2 ms

  





  

    		2026-06-16 10:31:13.242966

    		0.0 ms

  





  

    		2026-06-16 11:31:13.902414

    		0.0 ms

  





  

    		2026-06-16 12:31:14.81027

    		0.0 ms

  





  

    		2026-06-16 13:31:15.629491

    		-0.1 ms

  





  

    		2026-06-16 14:31:15.943656

    		-0.1 ms

  





  

    		2026-06-16 15:31:16.751923

    		0.0 ms

  





  

    		2026-06-16 16:31:18.033744

    		0.0 ms

  





  

    		2026-06-16 17:31:18.105695

    		-0.1 ms

  





  

    		2026-06-16 18:31:18.427961

    		0.0 ms

  





  

    		2026-06-16 19:31:19.47306

    		0.0 ms

  





  

    		2026-06-16 20:31:20.034344

    		0.0 ms

  





  

    		2026-06-16 21:31:20.306351

    		0.4 ms

  





  

    		2026-06-16 22:31:20.333527

    		0.0 ms

  





  

    		2026-06-16 23:31:21.580608

    		0.0 ms

  





  

    		2026-06-17 00:31:23.011144

    		0.0 ms

  





  

    		2026-06-17 01:31:24.308043

    		0.0 ms

  





  

    		2026-06-17 02:31:25.662244

    		0.2 ms

  





  

    		2026-06-17 03:31:27.153703

    		0.0 ms

  





  

    		2026-06-17 04:31:28.635242

    		0.0 ms

  





  

    		2026-06-17 05:31:29.304759

    		0.0 ms

  





  

    		2026-06-17 06:31:29.348295

    		0.0 ms

  





  

    		2026-06-17 07:31:29.715258

    		0.1 ms

  





  

    		2026-06-17 08:31:30.09534

    		0.0 ms

  





  

    		2026-06-17 09:31:30.802707

    		0.0 ms

  





  

    		2026-06-17 10:31:31.125

    		-0.1 ms

  





  

    		2026-06-17 11:31:31.164407

    		0.2 ms

  





  

    		2026-06-17 12:31:31.772735

    		0.0 ms

  





  

    		2026-06-17 13:31:31.88977

    		0.0 ms

  





  

    		2026-06-17 14:31:33.193256

    		0.0 ms

  





  

    		2026-06-17 15:31:34.143131

    		-0.1 ms

  





  

    		2026-06-17 16:31:35.66933

    		0.0 ms

  





  

    		2026-06-17 17:31:38.029373

    		0.2 ms

  





  

    		2026-06-17 18:31:39.173513

    		0.0 ms

  





  

    		2026-06-17 19:31:40.091719

    		0.0 ms

  





  

    		2026-06-17 20:31:41.118016

    		0.2 ms

  





  

    		2026-06-17 21:31:41.801493

    		0.2 ms

  





  

    		2026-06-17 22:31:43.438082

    		0.2 ms

  





  

    		2026-06-17 23:31:45.347493

    		0.1 ms

  





  

    		2026-06-18 00:31:46.786853

    		0.2 ms

  





  

    		2026-06-18 01:31:48.331133

    		-0.2 ms

  





  

    		2026-06-18 02:31:49.915693

    		0.2 ms

  





  

    		2026-06-18 03:31:51.436947

    		0.1 ms

  





  

    		2026-06-18 04:31:52.776858

    		-0.1 ms

  





  

    		2026-06-18 05:31:54.352715

    		-0.1 ms

  





  

    		2026-06-18 06:31:57.040797

    		0.1 ms

  





  

    		2026-06-18 07:31:57.118097

    		-0.6 ms

  





  

    		2026-06-18 08:31:57.635503

    		-0.1 ms

  





  

    		2026-06-18 09:31:57.777883

    		0.0 ms

  





  

    		2026-06-18 10:31:58.28142

    		0.0 ms

  





  

    		2026-06-18 11:32:00.61414

    		0.0 ms

  





  

    		2026-06-18 12:32:01.779824

    		0.0 ms

  





  

    		2026-06-18 13:32:03.119324

    		0.0 ms

  





  

    		2026-06-18 14:32:04.395629

    		0.1 ms

  





  

    		2026-06-18 15:32:04.849339

    		0.0 ms

  





  

    		2026-06-18 16:32:06.193979

    		0.1 ms

  





  

    		2026-06-18 17:32:06.32822

    		0.0 ms

  





  

    		2026-06-18 18:32:06.717058

    		0.0 ms

  





  

    		2026-06-18 19:32:08.729101

    		0.1 ms

  





  

    		2026-06-18 20:32:10.713523

    		0.2 ms

  





  

    		2026-06-18 21:32:10.76409

    		0.0 ms

  





  

    		2026-06-18 22:32:10.924349

    		0.1 ms

  





  

    		2026-06-18 23:32:10.996015

    		0.0 ms

  





  

    		2026-06-19 00:32:11.070637

    		0.0 ms

  





  

    		2026-06-19 01:32:12.517199

    		-0.2 ms

  





  

    		2026-06-19 02:32:14.211697

    		0.1 ms

  





  

    		2026-06-19 03:32:15.623897

    		-0.1 ms

  





  

    		2026-06-19 04:32:17.265665

    		0.0 ms

  





  

    		2026-06-19 05:32:18.640861

    		0.1 ms

  





  

    		2026-06-19 06:32:19.360806

    		0.0 ms

  





  

    		2026-06-19 07:32:19.412457

    		-0.1 ms

  





  

    		2026-06-19 08:32:21.511176

    		0.0 ms

  





  

    		2026-06-19 09:32:22.225383

    		0.0 ms

  





  

    		2026-06-19 10:32:23.997534

    		-0.1 ms

  





  

    		2026-06-19 11:32:24.14211

    		0.0 ms

  





  

    		2026-06-19 12:32:25.970387

    		0.0 ms

  





  

    		2026-06-19 13:32:27.002239

    		0.0 ms

  





  

    		2026-06-19 14:32:27.392551

    		0.0 ms

  





  

    		2026-06-19 15:32:27.62186

    		-0.1 ms

  





  

    		2026-06-19 16:32:28.364819

    		0.0 ms

  





  

    		2026-06-19 17:32:30.674339

    		0.0 ms

  





  

    		2026-06-19 18:32:30.735454

    		0.0 ms

  





  

    		2026-06-19 19:32:31.696234

    		-0.5 ms

  





  

    		2026-06-19 20:32:32.898218

    		0.0 ms

  





  

    		2026-06-19 21:32:32.999455

    		0.0 ms

  





  

    		2026-06-19 22:32:34.146062

    		0.0 ms

  





  

    		2026-06-19 23:32:35.842811

    		0.0 ms

  





  

    		2026-06-20 00:32:37.513198

    		0.0 ms

  





  

    		2026-06-20 01:32:38.959633

    		0.0 ms

  





  

    		2026-06-20 02:32:40.447434

    		0.0 ms

  





  

    		2026-06-20 03:32:42.238475

    		0.0 ms

  





  

    		2026-06-20 04:32:43.587056

    		0.0 ms

  





  

    		2026-06-20 05:32:43.710499

    		-0.1 ms

  





  

    		2026-06-20 06:32:44.019006

    		0.0 ms

  





  

    		2026-06-20 07:32:45.138874

    		0.0 ms

  





  

    		2026-06-20 08:32:45.303547

    		0.0 ms

  





  

    		2026-06-20 09:32:45.406295

    		0.0 ms

  





  

    		2026-06-20 10:32:45.765765

    		-0.1 ms

  





  

    		2026-06-20 11:32:45.909598

    		0.0 ms

  





  

    		2026-06-20 12:32:46.20695

    		0.0 ms

  





  

    		2026-06-20 13:32:46.625839

    		0.0 ms

  





  

    		2026-06-20 14:32:46.908125

    		0.0 ms

  





  

    		2026-06-20 15:32:47.967888

    		0.0 ms

  





  

    		2026-06-20 16:32:49.431971

    		0.0 ms

  





  

    		2026-06-20 17:32:50.023734

    		0.0 ms

  





  

    		2026-06-20 18:32:52.810158

    		0.0 ms

  





  

    		2026-06-20 19:32:53.023059

    		0.0 ms

  





  

    		2026-06-20 20:32:55.605913

    		-0.1 ms

  





  

    		2026-06-20 21:32:57.42061

    		0.0 ms

  





  

    		2026-06-20 22:32:59.412064

    		0.0 ms

  





  

    		2026-06-20 23:33:01.105027

    		0.0 ms

  





  

    		2026-06-21 00:33:02.373046

    		0.0 ms

  





  

    		2026-06-21 01:33:03.522109

    		0.0 ms

  





  

    		2026-06-21 02:33:04.934714

    		0.0 ms

  





  

    		2026-06-21 03:33:05.249526

    		0.0 ms

  





  

    		2026-06-21 04:33:06.824206

    		0.0 ms

  





  

    		2026-06-21 05:33:06.955494

    		0.0 ms

  





  

    		2026-06-21 06:33:08.527189

    		0.0 ms

  





  

    		2026-06-21 07:33:09.70205

    		-0.2 ms

  





  

    		2026-06-21 08:33:09.755713

    		0.0 ms

  





  

    		2026-06-21 09:33:10.462855

    		-0.1 ms

  





  

    		2026-06-21 10:33:10.952299

    		0.0 ms

  





  

    		2026-06-21 11:33:11.193265

    		0.0 ms

  





  

    		2026-06-21 12:33:12.03076

    		0.0 ms

  





  

    		2026-06-21 13:33:12.120387

    		0.0 ms

  





  

    		2026-06-21 14:33:13.807735

    		0.0 ms

  





  

    		2026-06-21 15:33:14.643186

    		0.0 ms

  





  

    		2026-06-21 16:33:15.195576

    		0.1 ms

  





  

    		2026-06-21 17:33:17.142725

    		0.0 ms

  





  

    		2026-06-21 18:33:18.423856

    		0.0 ms

  





  

    		2026-06-21 19:33:21.257885

    		0.0 ms

  





  

    		2026-06-21 20:33:21.301125

    		0.0 ms

  





  

    		2026-06-21 21:33:22.658665

    		0.0 ms

  





  

    		2026-06-21 22:33:24.479157

    		0.0 ms

  





  

    		2026-06-21 23:33:26.479248

    		0.1 ms

  





  

    		2026-06-22 00:33:27.898395

    		0.0 ms

  





  

    		2026-06-22 01:33:29.091052

    		0.0 ms

  





  

    		2026-06-22 02:33:30.425968

    		0.1 ms

  





  

    		2026-06-22 03:33:30.727278

    		0.0 ms

  





  

    		2026-06-22 04:33:32.398105

    		0.0 ms

  





  

    		2026-06-22 05:33:32.628713

    		0.0 ms

  





  

    		2026-06-22 06:33:33.106306

    		0.0 ms

  





  

    		2026-06-22 07:33:33.150321

    		0.0 ms

  





  

    		2026-06-22 08:33:33.72246

    		0.0 ms

  





  

    		2026-06-22 09:33:33.735944

    		0.0 ms

  





  

    		2026-06-22 10:33:33.976794

    		0.0 ms

  





  

    		2026-06-22 11:33:35.499375

    		0.0 ms

  





  

    		2026-06-22 12:33:35.992712

    		0.0 ms

  





  

    		2026-06-22 13:33:37.408659

    		0.2 ms

  





  

    		2026-06-22 14:33:39.180694

    		0.0 ms

  





  

    		2026-06-22 15:33:40.07681

    		-0.1 ms

  





  

    		2026-06-22 16:33:40.599422

    		0.0 ms

  





  

    		2026-06-22 17:33:41.267437

    		0.1 ms

  





  

    		2026-06-22 18:33:41.61175

    		-0.1 ms

  





  

    		2026-06-22 19:33:42.327552

    		0.0 ms

  





  

    		2026-06-22 20:33:42.942869

    		-0.1 ms

  





  

    		2026-06-22 21:33:44.689995

    		0.1 ms

  





  

    		2026-06-22 22:33:46.937188

    		0.0 ms

  





  

    		2026-06-22 23:33:49.001612

    		0.0 ms

  





  

    		2026-06-23 00:33:50.346101

    		0.0 ms

  





  

    		2026-06-23 01:33:50.813785

    		0.0 ms

  





  

    		2026-06-23 02:33:53.103094

    		0.0 ms

  





  

    		2026-06-23 03:33:54.546026

    		0.0 ms

  





  

    		2026-06-23 04:33:54.838924

    		0.0 ms

  





  

    		2026-06-23 05:33:55.071062

    		0.0 ms

  





  

    		2026-06-23 06:33:55.199268

    		-0.1 ms

  





  

    		2026-06-23 07:33:55.423791

    		0.0 ms

  





  

    		2026-06-23 08:33:57.042655

    		0.1 ms

  





  

    		2026-06-23 09:33:57.629461

    		0.0 ms

  





  

    		2026-06-23 10:33:57.912894

    		0.0 ms

  





  

    		2026-06-23 11:33:58.409921

    		0.0 ms

  





  

    		2026-06-23 12:33:58.440243

    		0.0 ms

  





  

    		2026-06-23 13:33:58.937328

    		0.0 ms

  





  

    		2026-06-23 14:33:59.50538

    		0.0 ms

  





  

    		2026-06-23 15:34:00.307697

    		0.0 ms

  





  

    		2026-06-23 16:34:01.374861

    		0.0 ms

  





  

    		2026-06-23 17:34:02.110019

    		-0.1 ms

  





  

    		2026-06-23 18:34:04.522731

    		0.0 ms

  





  

    		2026-06-23 19:34:05.073289

    		0.0 ms

  





  

    		2026-06-23 20:34:06.84396

    		0.1 ms

  





  

    		2026-06-23 21:34:07.07701

    		0.0 ms

  





  

    		2026-06-23 22:34:07.416129

    		0.0 ms

  





  

    		2026-06-23 23:34:08.866111

    		-0.1 ms

  





  

    		2026-06-24 00:34:10.294362

    		0.0 ms

  





  

    		2026-06-24 01:34:11.707181

    		0.1 ms

  





  

    		2026-06-24 02:34:12.866582

    		0.0 ms

  





  

    		2026-06-24 03:34:14.232111

    		0.0 ms

  





  

    		2026-06-24 04:34:15.39895

    		0.0 ms

  





  

    		2026-06-24 05:34:15.501131

    		-0.1 ms

  





  

    		2026-06-24 06:34:15.692855

    		0.0 ms

  





  

    		2026-06-24 07:34:15.966937

    		0.0 ms

  





  

    		2026-06-24 08:34:16.17435

    		0.0 ms

  





  

    		2026-06-24 09:34:16.255306

    		-0.1 ms

  





  

    		2026-06-24 10:34:16.55355

    		0.0 ms

  





  

    		2026-06-24 11:34:16.631251

    		0.0 ms

  





  

    		2026-06-24 12:34:16.845758

    		0.0 ms

  





  

    		2026-06-24 13:34:16.940425

    		0.1 ms

  





  

    		2026-06-24 14:34:17.591078

    		-0.1 ms

  





  

    		2026-06-24 15:34:17.846003

    		0.0 ms

  





  

    		2026-06-24 16:34:17.875815

    		0.0 ms

  





  

    		2026-06-24 17:34:18.095695

    		-0.1 ms

  





  

    		2026-06-24 18:34:20.968108

    		0.0 ms

  





  

    		2026-06-24 19:34:21.052304

    		0.0 ms

  





  

    		2026-06-24 20:34:22.616705

    		0.0 ms

  





  

    		2026-06-24 21:34:22.930412

    		0.0 ms

  





  

    		2026-06-24 22:34:22.939224

    		0.0 ms

  





  

    		2026-06-24 23:34:23.17252

    		0.1 ms

  





  

    		2026-06-25 00:34:24.475231

    		0.0 ms

  





  

    		2026-06-25 01:34:24.661219

    		0.0 ms

  





  

    		2026-06-25 02:34:26.411957

    		0.1 ms

  





  

    		2026-06-25 03:34:28.099102

    		0.0 ms

  





  

    		2026-06-25 04:34:29.750064

    		0.0 ms

  





  

    		2026-06-25 05:34:31.247786

    		0.0 ms

  





  

    		2026-06-25 06:34:33.266898

    		-0.3 ms

  





  

    		2026-06-25 07:34:33.50952

    		-0.1 ms

  





  

    		2026-06-25 08:34:33.714203

    		0.0 ms

  





  

    		2026-06-25 09:34:34.628726

    		0.0 ms

  





  

    		2026-06-25 10:34:35.643506

    		0.0 ms

  





  

    		2026-06-25 11:34:35.651677

    		0.0 ms

  





  

    		2026-06-25 12:34:36.757903

    		0.2 ms

  





  

    		2026-06-25 13:34:37.780014

    		0.1 ms

  





  

    		2026-06-25 14:34:37.871918

    		0.0 ms

  





  

    		2026-06-25 15:34:38.25948

    		0.0 ms

  





  

    		2026-06-25 16:34:39.667424

    		-0.3 ms

  





  

    		2026-06-25 17:34:40.541442

    		-0.2 ms

  





  

    		2026-06-25 18:34:41.503848

    		-0.1 ms

  





  

    		2026-06-25 19:34:43.041281

    		-0.1 ms

  





  

    		2026-06-25 20:34:45.69821

    		0.8 ms

  





  

    		2026-06-25 21:34:47.744456

    		0.0 ms

  





  

    		2026-06-25 22:34:49.4292

    		0.0 ms

  





  

    		2026-06-25 23:34:50.789217

    		0.0 ms

  





  

    		2026-06-26 00:34:52.238414

    		0.0 ms

  





  

    		2026-06-26 01:34:53.713251

    		0.0 ms

  





  

    		2026-06-26 02:34:55.072071

    		0.0 ms

  





  

    		2026-06-26 03:34:56.510987

    		0.0 ms

  





  

    		2026-06-26 04:34:57.99319

    		0.0 ms

  





  

    		2026-06-26 05:34:59.424337

    		0.0 ms

  





  

    		2026-06-26 06:34:59.472018

    		0.0 ms

  





  

    		2026-06-26 07:34:59.744543

    		0.0 ms

  





  

    		2026-06-26 08:34:59.965118

    		0.0 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.06 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈100.000%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2026-07-16 01:42:38.3088 UTC and 2026-08-26 16:58:31.395175 UTC:







  		Time collected

  		Clock offset







  

    		2026-07-16 01:42:38.3088

    		0.0 ms

  





  

    		2026-07-16 02:42:39.736181

    		0.0 ms

  





  

    		2026-07-16 03:42:41.036849

    		0.0 ms

  





  

    		2026-07-16 04:42:42.28594

    		-0.1 ms

  





  

    		2026-07-16 05:42:43.760508

    		0.0 ms

  





  

    		2026-07-16 06:42:45.8662

    		0.0 ms

  





  

    		2026-07-16 07:42:47.781033

    		0.0 ms

  





  

    		2026-07-16 08:42:48.090312

    		-0.3 ms

  





  

    		2026-07-16 09:42:48.176302

    		0.0 ms

  





  

    		2026-07-16 10:42:48.503985

    		0.0 ms

  





  

    		2026-07-16 11:42:49.272253

    		0.0 ms

  





  

    		2026-07-16 12:42:49.947109

    		0.0 ms

  





  

    		2026-07-16 13:42:51.07597

    		0.0 ms

  





  

    		2026-07-16 14:42:51.08879

    		0.0 ms

  





  

    		2026-07-16 15:42:51.584875

    		0.0 ms

  





  

    		2026-07-16 16:42:51.914371

    		0.1 ms

  





  

    		2026-07-16 17:42:53.650174

    		-0.2 ms

  





  

    		2026-07-16 18:42:54.252145

    		0.0 ms

  





  

    		2026-07-16 19:42:54.901787

    		0.0 ms

  





  

    		2026-07-16 20:42:55.573336

    		0.0 ms

  





  

    		2026-07-16 21:42:57.448093

    		-0.1 ms

  





  

    		2026-07-16 22:42:59.471388

    		0.0 ms

  





  

    		2026-07-16 23:43:01.02774

    		0.0 ms

  





  

    		2026-07-17 00:43:02.517685

    		0.0 ms

  





  

    		2026-07-17 01:43:03.935623

    		0.0 ms

  





  

    		2026-07-17 02:43:05.559779

    		-0.1 ms

  





  

    		2026-07-17 03:43:07.186056

    		0.0 ms

  





  

    		2026-07-17 04:43:08.668336

    		0.0 ms

  





  

    		2026-07-17 05:43:10.199185

    		0.0 ms

  





  

    		2026-07-17 06:43:12.779489

    		0.0 ms

  





  

    		2026-07-17 07:43:15.480175

    		0.0 ms

  





  

    		2026-07-17 08:43:16.155542

    		0.0 ms

  





  

    		2026-07-17 09:43:16.328035

    		-0.1 ms

  





  

    		2026-07-17 10:43:16.642292

    		0.0 ms

  





  

    		2026-07-17 11:43:16.85498

    		0.0 ms

  





  

    		2026-07-17 12:43:16.864212

    		0.0 ms

  





  

    		2026-07-17 13:43:17.667472

    		-0.1 ms

  





  

    		2026-07-17 14:43:17.811956

    		0.0 ms

  





  

    		2026-07-17 15:43:18.229163

    		-0.2 ms

  





  

    		2026-07-17 16:43:18.953479

    		0.0 ms

  





  

    		2026-07-17 17:43:19.900102

    		0.0 ms

  





  

    		2026-07-17 18:43:21.253521

    		-0.1 ms

  





  

    		2026-07-17 19:43:23.253002

    		0.0 ms

  





  

    		2026-07-17 20:43:25.201333

    		0.0 ms

  





  

    		2026-07-17 21:43:26.762321

    		0.0 ms

  





  

    		2026-07-17 22:43:28.460875

    		0.0 ms

  





  

    		2026-07-17 23:43:29.761551

    		-0.1 ms

  





  

    		2026-07-18 00:43:31.002875

    		0.0 ms

  





  

    		2026-07-18 01:43:32.371451

    		0.0 ms

  





  

    		2026-07-18 02:43:33.799428

    		0.0 ms

  





  

    		2026-07-18 03:43:35.01418

    		0.0 ms

  





  

    		2026-07-18 04:43:36.328593

    		0.0 ms

  





  

    		2026-07-18 05:43:37.359644

    		0.0 ms

  





  

    		2026-07-18 06:43:37.79884

    		0.0 ms

  





  

    		2026-07-18 07:43:37.956739

    		0.0 ms

  





  

    		2026-07-18 08:43:38.528524

    		0.0 ms

  





  

    		2026-07-18 09:43:38.691867

    		0.0 ms

  





  

    		2026-07-18 10:43:39.498723

    		0.0 ms

  





  

    		2026-07-18 11:43:41.896905

    		0.0 ms

  





  

    		2026-07-18 12:43:42.13829

    		0.1 ms

  





  

    		2026-07-18 13:43:42.48904

    		-0.1 ms

  





  

    		2026-07-18 14:43:42.51359

    		-0.1 ms

  





  

    		2026-07-18 15:43:43.099075

    		0.6 ms

  





  

    		2026-07-18 16:43:43.218103

    		-0.1 ms

  





  

    		2026-07-18 17:43:43.674571

    		0.0 ms

  





  

    		2026-07-18 18:43:45.732852

    		0.0 ms

  





  

    		2026-07-18 19:43:45.931658

    		0.2 ms

  





  

    		2026-07-18 20:43:46.153406

    		0.0 ms

  





  

    		2026-07-18 21:43:47.402948

    		0.4 ms

  





  

    		2026-07-18 22:43:48.903032

    		-0.1 ms

  





  

    		2026-07-18 23:43:50.496366

    		0.0 ms

  





  

    		2026-07-19 00:43:51.529393

    		0.0 ms

  





  

    		2026-07-19 01:43:52.657783

    		0.2 ms

  





  

    		2026-07-19 02:43:53.912422

    		0.2 ms

  





  

    		2026-07-19 03:43:55.27671

    		0.1 ms

  





  

    		2026-07-19 04:43:56.688187

    		-0.1 ms

  





  

    		2026-07-19 05:43:57.635057

    		0.1 ms

  





  

    		2026-07-19 06:43:58.528753

    		0.0 ms

  





  

    		2026-07-19 07:43:59.118937

    		0.0 ms

  





  

    		2026-07-19 08:43:59.401723

    		-0.1 ms

  





  

    		2026-07-19 09:43:59.504696

    		0.0 ms

  





  

    		2026-07-19 10:43:59.555677

    		0.0 ms

  





  

    		2026-07-19 11:44:00.316706

    		0.0 ms

  





  

    		2026-07-19 12:44:01.914407

    		0.0 ms

  





  

    		2026-07-19 13:44:02.68779

    		0.0 ms

  





  

    		2026-07-19 14:44:03.112009

    		0.0 ms

  





  

    		2026-07-19 15:44:04.823199

    		0.1 ms

  





  

    		2026-07-19 16:44:05.63266

    		0.0 ms

  





  

    		2026-07-19 17:44:06.04281

    		0.0 ms

  





  

    		2026-07-19 18:44:06.356995

    		0.0 ms

  





  

    		2026-07-19 19:44:06.454846

    		0.0 ms

  





  

    		2026-07-19 20:44:06.469169

    		0.0 ms

  





  

    		2026-07-19 21:44:06.654916

    		0.0 ms

  





  

    		2026-07-19 22:44:07.68318

    		0.0 ms

  





  

    		2026-07-19 23:44:09.667234

    		0.0 ms

  





  

    		2026-07-20 00:44:11.166222

    		0.0 ms

  





  

    		2026-07-20 01:44:12.371965

    		0.0 ms

  





  

    		2026-07-20 02:44:13.673591

    		0.0 ms

  





  

    		2026-07-20 03:44:14.034731

    		0.0 ms

  





  

    		2026-07-20 04:44:16.289963

    		0.0 ms

  





  

    		2026-07-20 05:44:16.939683

    		0.0 ms

  





  

    		2026-07-20 06:44:18.570501

    		0.0 ms

  





  

    		2026-07-20 07:44:18.98364

    		0.0 ms

  





  

    		2026-07-20 08:44:19.15161

    		0.0 ms

  





  

    		2026-07-20 09:44:19.47614

    		0.0 ms

  





  

    		2026-07-20 10:44:20.038094

    		0.0 ms

  





  

    		2026-07-20 11:44:20.933189

    		-0.2 ms

  





  

    		2026-07-20 12:44:21.111379

    		0.0 ms

  





  

    		2026-07-20 13:44:21.511177

    		0.0 ms

  





  

    		2026-07-20 14:44:23.240968

    		0.0 ms

  





  

    		2026-07-20 15:44:23.531551

    		-0.1 ms

  





  

    		2026-07-20 16:44:23.742346

    		0.0 ms

  





  

    		2026-07-20 17:44:24.330314

    		0.0 ms

  





  

    		2026-07-20 18:44:25.219337

    		0.0 ms

  





  

    		2026-07-20 19:44:27.213824

    		0.1 ms

  





  

    		2026-07-20 20:44:27.407037

    		0.0 ms

  





  

    		2026-07-20 21:44:29.037991

    		0.0 ms

  





  

    		2026-07-20 22:44:30.59683

    		0.0 ms

  





  

    		2026-07-20 23:44:32.421531

    		0.1 ms

  





  

    		2026-07-21 00:44:33.962153

    		0.1 ms

  





  

    		2026-07-21 01:44:35.403637

    		0.0 ms

  





  

    		2026-07-21 02:44:36.639088

    		0.0 ms

  





  

    		2026-07-21 03:44:38.007416

    		0.1 ms

  





  

    		2026-07-21 04:44:38.155682

    		0.0 ms

  





  

    		2026-07-21 05:44:41.066448

    		0.0 ms

  





  

    		2026-07-21 06:44:41.606847

    		0.0 ms

  





  

    		2026-07-21 07:44:42.014215

    		0.0 ms

  





  

    		2026-07-21 08:44:42.362243

    		-0.1 ms

  





  

    		2026-07-21 09:44:43.074528

    		0.1 ms

  





  

    		2026-07-21 10:44:44.820962

    		0.0 ms

  





  

    		2026-07-21 11:44:45.55082

    		-0.1 ms

  





  

    		2026-07-21 12:44:45.714777

    		0.0 ms

  





  

    		2026-07-21 13:44:46.057522

    		0.1 ms

  





  

    		2026-07-21 14:44:46.421235

    		-0.1 ms

  





  

    		2026-07-21 15:44:47.718273

    		0.0 ms

  





  

    		2026-07-21 16:44:48.020531

    		0.0 ms

  





  

    		2026-07-21 17:44:48.525693

    		0.0 ms

  





  

    		2026-07-21 18:44:49.144357

    		0.1 ms

  





  

    		2026-07-21 19:44:49.525923

    		-0.1 ms

  





  

    		2026-07-21 20:44:50.011068

    		0.0 ms

  





  

    		2026-07-21 21:44:50.658456

    		0.0 ms

  





  

    		2026-07-21 22:44:52.520065

    		0.0 ms

  





  

    		2026-07-21 23:44:54.232207

    		0.0 ms

  





  

    		2026-07-22 00:44:55.494117

    		0.0 ms

  





  

    		2026-07-22 01:44:56.958962

    		0.0 ms

  





  

    		2026-07-22 02:44:57.163534

    		0.0 ms

  





  

    		2026-07-22 03:44:58.821802

    		0.0 ms

  





  

    		2026-07-22 04:44:58.834829

    		0.0 ms

  





  

    		2026-07-22 05:44:59.242962

    		0.0 ms

  





  

    		2026-07-22 06:44:59.357329

    		0.0 ms

  





  

    		2026-07-22 07:44:59.518689

    		0.1 ms

  





  

    		2026-07-22 08:44:59.905372

    		0.0 ms

  





  

    		2026-07-22 09:45:01.043486

    		0.0 ms

  





  

    		2026-07-22 10:45:01.99541

    		0.0 ms

  





  

    		2026-07-22 11:45:02.595192

    		0.0 ms

  





  

    		2026-07-22 12:45:02.943281

    		0.2 ms

  





  

    		2026-07-22 13:45:03.278917

    		0.0 ms

  





  

    		2026-07-22 14:45:04.272245

    		0.0 ms

  





  

    		2026-07-22 15:45:04.841819

    		0.0 ms

  





  

    		2026-07-22 16:45:04.931542

    		0.0 ms

  





  

    		2026-07-22 17:45:05.449611

    		0.0 ms

  





  

    		2026-07-22 18:45:07.37728

    		0.0 ms

  





  

    		2026-07-22 19:45:08.023422

    		0.0 ms

  





  

    		2026-07-22 20:45:09.464426

    		0.0 ms

  





  

    		2026-07-22 21:45:11.500179

    		0.5 ms

  





  

    		2026-07-22 22:45:13.331744

    		0.0 ms

  





  

    		2026-07-22 23:45:14.840201

    		0.0 ms

  





  

    		2026-07-23 00:45:16.424954

    		0.1 ms

  





  

    		2026-07-23 01:45:17.996091

    		0.1 ms

  





  

    		2026-07-23 02:45:19.405323

    		0.0 ms

  





  

    		2026-07-23 03:45:21.023063

    		0.0 ms

  





  

    		2026-07-23 04:45:22.46899

    		0.0 ms

  





  

    		2026-07-23 05:45:22.507964

    		0.0 ms

  





  

    		2026-07-23 06:45:24.383239

    		0.0 ms

  





  

    		2026-07-23 07:45:26.626222

    		0.0 ms

  





  

    		2026-07-23 08:45:26.915285

    		0.0 ms

  





  

    		2026-07-23 09:45:27.099589

    		0.0 ms

  





  

    		2026-07-23 10:45:27.258026

    		0.0 ms

  





  

    		2026-07-23 11:45:27.338379

    		0.1 ms

  





  

    		2026-07-23 12:45:28.910254

    		0.0 ms

  





  

    		2026-07-23 13:45:29.005889

    		-0.1 ms

  





  

    		2026-07-23 14:45:30.121591

    		0.0 ms

  





  

    		2026-07-23 15:45:30.700977

    		0.0 ms

  





  

    		2026-07-23 16:45:31.039153

    		0.0 ms

  





  

    		2026-07-23 17:45:31.192683

    		0.0 ms

  





  

    		2026-07-23 18:45:31.875784

    		0.0 ms

  





  

    		2026-07-23 19:45:32.497462

    		0.0 ms

  





  

    		2026-07-23 20:45:32.862613

    		0.0 ms

  





  

    		2026-07-23 21:45:33.225323

    		0.0 ms

  





  

    		2026-07-23 22:45:33.492095

    		0.1 ms

  





  

    		2026-07-23 23:45:35.755849

    		0.0 ms

  





  

    		2026-07-24 00:45:37.534384

    		0.0 ms

  





  

    		2026-07-24 01:45:39.559925

    		0.1 ms

  





  

    		2026-07-24 02:45:40.771716

    		0.1 ms

  





  

    		2026-07-24 03:45:42.196157

    		0.0 ms

  





  

    		2026-07-24 04:45:43.932921

    		0.0 ms

  





  

    		2026-07-24 05:45:44.094483

    		0.1 ms

  





  

    		2026-07-24 06:45:45.397111

    		0.0 ms

  





  

    		2026-07-24 07:45:45.6988

    		0.0 ms

  





  

    		2026-07-24 08:45:47.4017

    		0.0 ms

  





  

    		2026-07-24 09:45:47.782547

    		0.0 ms

  





  

    		2026-07-24 10:45:47.95303

    		-0.1 ms

  





  

    		2026-07-24 11:45:48.016051

    		0.0 ms

  





  

    		2026-07-24 12:45:50.183208

    		0.0 ms

  





  

    		2026-07-24 13:45:50.655749

    		0.0 ms

  





  

    		2026-07-24 14:45:52.691951

    		0.1 ms

  





  

    		2026-07-24 15:45:53.035204

    		-0.2 ms

  





  

    		2026-07-24 16:45:54.606974

    		0.0 ms

  





  

    		2026-07-24 17:45:54.784263

    		-0.1 ms

  





  

    		2026-07-24 18:45:55.801109

    		0.0 ms

  





  

    		2026-07-24 19:45:56.296334

    		0.0 ms

  





  

    		2026-07-24 20:45:58.530586

    		0.0 ms

  





  

    		2026-07-24 21:46:00.802335

    		0.0 ms

  





  

    		2026-07-24 22:46:02.58012

    		0.0 ms

  





  

    		2026-07-24 23:46:04.275956

    		0.1 ms

  





  

    		2026-07-25 00:46:05.846966

    		0.0 ms

  





  

    		2026-07-25 01:46:06.116366

    		0.0 ms

  





  

    		2026-07-25 02:46:08.306035

    		0.0 ms

  





  

    		2026-07-25 03:46:10.203109

    		-0.1 ms

  





  

    		2026-07-25 04:46:11.649858

    		0.2 ms

  





  

    		2026-07-25 05:46:12.280609

    		0.0 ms

  





  

    		2026-07-25 06:46:14.40658

    		-0.1 ms

  





  

    		2026-07-25 07:46:14.740154

    		0.0 ms

  





  

    		2026-07-25 08:46:15.75816

    		-0.2 ms

  





  

    		2026-07-25 09:46:16.419707

    		0.0 ms

  





  

    		2026-07-25 10:46:17.175679

    		0.0 ms

  





  

    		2026-07-25 11:46:17.582193

    		0.0 ms

  





  

    		2026-07-25 12:46:18.185926

    		0.0 ms

  





  

    		2026-07-25 13:46:18.623354

    		0.0 ms

  





  

    		2026-07-25 14:46:18.910354

    		0.0 ms

  





  

    		2026-07-25 15:46:19.609796

    		0.0 ms

  





  

    		2026-07-25 16:46:19.750275

    		0.0 ms

  





  

    		2026-07-25 17:46:21.700062

    		-0.1 ms

  





  

    		2026-07-25 18:46:22.869445

    		0.0 ms

  





  

    		2026-07-25 19:46:23.029375

    		0.1 ms

  





  

    		2026-07-25 20:46:23.910264

    		0.1 ms

  





  

    		2026-07-25 21:46:25.031127

    		0.0 ms

  





  

    		2026-07-25 22:46:25.186312

    		0.0 ms

  





  

    		2026-07-25 23:46:25.855605

    		0.0 ms

  





  

    		2026-07-26 00:46:27.855828

    		0.0 ms

  





  

    		2026-07-26 01:46:30.038597

    		0.1 ms

  





  

    		2026-07-26 02:46:31.602466

    		0.0 ms

  





  

    		2026-07-26 03:46:33.243635

    		0.0 ms

  





  

    		2026-07-26 04:46:33.256806

    		-0.1 ms

  





  

    		2026-07-26 05:46:34.415004

    		0.0 ms

  





  

    		2026-07-26 06:46:35.243164

    		0.0 ms

  





  

    		2026-07-26 07:46:35.574958

    		-0.1 ms

  





  

    		2026-07-26 08:46:35.92795

    		0.0 ms

  





  

    		2026-07-26 09:46:35.957181

    		0.1 ms

  





  

    		2026-07-26 10:46:36.098248

    		0.0 ms

  





  

    		2026-07-26 11:46:36.161442

    		0.0 ms

  





  

    		2026-07-26 12:46:37.352772

    		0.0 ms

  





  

    		2026-07-26 13:46:37.773609

    		0.0 ms

  





  

    		2026-07-26 14:46:37.805644

    		0.0 ms

  





  

    		2026-07-26 15:46:38.573222

    		0.0 ms

  





  

    		2026-07-26 16:46:40.180655

    		0.0 ms

  





  

    		2026-07-26 17:46:41.709211

    		0.0 ms

  





  

    		2026-07-26 18:46:42.15723

    		0.0 ms

  





  

    		2026-07-26 19:46:43.696664

    		0.0 ms

  





  

    		2026-07-26 20:46:43.951498

    		0.0 ms

  





  

    		2026-07-26 21:46:43.983327

    		0.0 ms

  





  

    		2026-07-26 22:46:45.631329

    		0.0 ms

  





  

    		2026-07-26 23:46:47.350102

    		0.0 ms

  





  

    		2026-07-27 00:46:49.230397

    		0.0 ms

  





  

    		2026-07-27 01:46:49.288738

    		0.0 ms

  





  

    		2026-07-27 02:46:49.302431

    		0.0 ms

  





  

    		2026-07-27 03:46:50.75351

    		-0.1 ms

  





  

    		2026-07-27 04:46:52.729532

    		0.0 ms

  





  

    		2026-07-27 05:46:52.900054

    		0.0 ms

  





  

    		2026-07-27 06:46:54.473154

    		0.0 ms

  





  

    		2026-07-27 07:46:54.516223

    		0.0 ms

  





  

    		2026-07-27 08:46:55.128406

    		0.0 ms

  





  

    		2026-07-27 09:46:55.307145

    		0.0 ms

  





  

    		2026-07-27 10:46:55.529785

    		0.0 ms

  





  

    		2026-07-27 11:46:56.157414

    		0.0 ms

  





  

    		2026-07-27 12:46:56.502517

    		0.0 ms

  





  

    		2026-07-27 13:46:56.986671

    		0.0 ms

  





  

    		2026-07-27 14:46:57.319959

    		0.0 ms

  





  

    		2026-07-27 15:46:57.589647

    		0.0 ms

  





  

    		2026-07-27 16:46:57.823516

    		0.0 ms

  





  

    		2026-07-27 17:46:58.978246

    		0.0 ms

  





  

    		2026-07-27 18:46:59.431586

    		0.1 ms

  





  

    		2026-07-27 19:47:01.13642

    		0.0 ms

  





  

    		2026-07-27 20:47:02.485147

    		0.0 ms

  





  

    		2026-07-27 21:47:05.117836

    		0.0 ms

  





  

    		2026-07-27 22:47:06.977037

    		0.0 ms

  





  

    		2026-07-27 23:47:08.640201

    		0.0 ms

  





  

    		2026-07-28 00:47:09.989285

    		-0.1 ms

  





  

    		2026-07-28 01:47:11.258888

    		0.0 ms

  





  

    		2026-07-28 02:47:12.560711

    		0.0 ms

  





  

    		2026-07-28 03:47:14.09769

    		0.1 ms

  





  

    		2026-07-28 04:47:15.439286

    		0.0 ms

  





  

    		2026-07-28 05:47:17.641496

    		0.0 ms

  





  

    		2026-07-28 06:47:17.653956

    		0.0 ms

  





  

    		2026-07-28 07:47:19.050908

    		-0.1 ms

  





  

    		2026-07-28 08:47:19.828121

    		0.0 ms

  





  

    		2026-07-28 09:47:20.060127

    		0.0 ms

  





  

    		2026-07-28 10:47:20.249999

    		0.0 ms

  





  

    		2026-07-28 11:47:20.645517

    		0.0 ms

  





  

    		2026-07-28 12:47:20.800393

    		0.0 ms

  





  

    		2026-07-28 13:47:21.27088

    		-0.2 ms

  





  

    		2026-07-28 14:47:21.308354

    		0.0 ms

  





  

    		2026-07-28 15:47:21.320679

    		0.0 ms

  





  

    		2026-07-28 16:47:22.094233

    		0.0 ms

  





  

    		2026-07-28 17:47:23.40811

    		0.0 ms

  





  

    		2026-07-28 18:47:23.830306

    		0.0 ms

  





  

    		2026-07-28 19:47:26.522084

    		0.0 ms

  





  

    		2026-07-28 20:47:26.846774

    		0.0 ms

  





  

    		2026-07-28 21:47:27.902808

    		0.1 ms

  





  

    		2026-07-28 22:47:29.315706

    		0.0 ms

  





  

    		2026-07-28 23:47:29.789562

    		0.0 ms

  





  

    		2026-07-29 00:47:30.012015

    		0.0 ms

  





  

    		2026-07-29 01:47:32.198475

    		-0.2 ms

  





  

    		2026-07-29 02:47:33.503078

    		0.0 ms

  





  

    		2026-07-29 03:47:35.612101

    		-0.1 ms

  





  

    		2026-07-29 04:47:37.020911

    		0.0 ms

  





  

    		2026-07-29 05:47:39.14326

    		0.0 ms

  





  

    		2026-07-29 06:47:39.310041

    		0.0 ms

  





  

    		2026-07-29 07:47:39.631808

    		0.0 ms

  





  

    		2026-07-29 08:47:40.133162

    		0.1 ms

  





  

    		2026-07-29 09:47:40.2515

    		0.0 ms

  





  

    		2026-07-29 10:47:41.225906

    		0.0 ms

  





  

    		2026-07-29 11:47:41.979741

    		-0.1 ms

  





  

    		2026-07-29 12:47:42.033364

    		-0.3 ms

  





  

    		2026-07-29 13:47:43.153336

    		0.0 ms

  





  

    		2026-07-29 14:47:43.409966

    		0.0 ms

  





  

    		2026-07-29 15:47:43.53319

    		0.0 ms

  





  

    		2026-07-29 16:47:44.802807

    		0.0 ms

  





  

    		2026-07-29 17:47:45.597258

    		-0.1 ms

  





  

    		2026-07-29 18:47:46.306902

    		0.1 ms

  





  

    		2026-07-29 19:47:48.933009

    		0.0 ms

  





  

    		2026-07-29 20:47:51.532152

    		0.0 ms

  





  

    		2026-07-29 21:47:53.640882

    		0.0 ms

  





  

    		2026-07-29 22:47:55.381811

    		-0.1 ms

  





  

    		2026-07-29 23:47:57.473672

    		0.0 ms

  





  

    		2026-07-30 00:47:58.951389

    		0.2 ms

  





  

    		2026-07-30 01:48:00.334467

    		0.0 ms

  





  

    		2026-07-30 02:48:02.005176

    		0.0 ms

  





  

    		2026-07-30 03:48:03.611147

    		0.0 ms

  





  

    		2026-07-30 04:48:03.859669

    		0.0 ms

  





  

    		2026-07-30 05:48:05.478668

    		-0.1 ms

  





  

    		2026-07-30 06:48:06.425869

    		0.0 ms

  





  

    		2026-07-30 07:48:06.438494

    		-0.1 ms

  





  

    		2026-07-30 08:48:07.26016

    		0.0 ms

  





  

    		2026-07-30 09:48:08.006172

    		0.0 ms

  





  

    		2026-07-30 10:48:08.723222

    		0.0 ms

  





  

    		2026-07-30 11:48:08.864199

    		0.0 ms

  





  

    		2026-07-30 12:48:09.646765

    		0.0 ms

  





  

    		2026-07-30 13:48:09.820832

    		0.0 ms

  





  

    		2026-07-30 14:48:10.141285

    		0.0 ms

  





  

    		2026-07-30 15:48:10.986792

    		-0.1 ms

  





  

    		2026-07-30 16:48:12.804435

    		0.0 ms

  





  

    		2026-07-30 17:48:15.478443

    		0.0 ms

  





  

    		2026-07-30 18:48:17.142771

    		0.0 ms

  





  

    		2026-07-30 19:48:17.37844

    		0.1 ms

  





  

    		2026-07-30 20:48:19.513208

    		-0.1 ms

  





  

    		2026-07-30 21:48:21.413333

    		0.0 ms

  





  

    		2026-07-30 22:48:22.720305

    		0.1 ms

  





  

    		2026-07-30 23:48:24.115356

    		0.0 ms

  





  

    		2026-07-31 00:48:25.656661

    		0.0 ms

  





  

    		2026-07-31 01:48:27.042441

    		0.0 ms

  





  

    		2026-07-31 02:48:28.308973

    		0.0 ms

  





  

    		2026-07-31 03:48:29.797867

    		0.0 ms

  





  

    		2026-07-31 04:48:31.388501

    		0.0 ms

  





  

    		2026-07-31 05:48:32.739756

    		0.0 ms

  





  

    		2026-07-31 06:48:34.882415

    		0.0 ms

  





  

    		2026-07-31 07:48:35.190861

    		0.0 ms

  





  

    		2026-07-31 08:48:35.689262

    		0.0 ms

  





  

    		2026-07-31 09:48:36.476826

    		0.0 ms

  





  

    		2026-07-31 10:48:36.587578

    		0.1 ms

  





  

    		2026-07-31 11:48:36.800971

    		0.0 ms

  





  

    		2026-07-31 12:48:37.362881

    		0.0 ms

  





  

    		2026-07-31 13:48:37.43953

    		0.0 ms

  





  

    		2026-07-31 14:48:38.002369

    		0.1 ms

  





  

    		2026-07-31 15:48:38.069916

    		0.0 ms

  





  

    		2026-07-31 16:48:38.583313

    		-0.1 ms

  





  

    		2026-07-31 17:48:38.879147

    		0.0 ms

  





  

    		2026-07-31 18:48:39.586998

    		0.0 ms

  





  

    		2026-07-31 19:48:41.203006

    		0.0 ms

  





  

    		2026-07-31 20:48:42.969026

    		0.0 ms

  





  

    		2026-07-31 21:48:44.201996

    		0.0 ms

  





  

    		2026-07-31 22:48:44.303149

    		0.0 ms

  





  

    		2026-07-31 23:48:45.980137

    		0.0 ms

  





  

    		2026-08-01 00:48:47.751284

    		0.1 ms

  





  

    		2026-08-01 01:48:49.009823

    		0.0 ms

  





  

    		2026-08-01 02:48:50.642939

    		0.0 ms

  





  

    		2026-08-01 03:48:52.042513

    		-0.1 ms

  





  

    		2026-08-01 04:48:53.363012

    		0.0 ms

  





  

    		2026-08-01 05:48:53.48282

    		0.0 ms

  





  

    		2026-08-01 06:48:55.766801

    		0.0 ms

  





  

    		2026-08-01 07:48:56.10514

    		0.0 ms

  





  

    		2026-08-01 08:48:56.578082

    		0.0 ms

  





  

    		2026-08-01 09:48:57.040753

    		0.0 ms

  





  

    		2026-08-01 10:48:58.365829

    		0.0 ms

  





  

    		2026-08-01 11:48:59.112205

    		0.0 ms

  





  

    		2026-08-01 12:49:00.289045

    		0.0 ms

  





  

    		2026-08-01 13:49:00.48967

    		0.0 ms

  





  

    		2026-08-01 14:49:01.23082

    		0.0 ms

  





  

    		2026-08-01 15:49:01.557618

    		0.0 ms

  





  

    		2026-08-01 16:49:02.145255

    		0.0 ms

  





  

    		2026-08-01 17:49:03.576236

    		0.0 ms

  





  

    		2026-08-01 18:49:03.88818

    		0.0 ms

  





  

    		2026-08-01 19:49:03.959143

    		0.0 ms

  





  

    		2026-08-01 20:49:05.455956

    		0.2 ms

  





  

    		2026-08-01 21:49:07.210293

    		0.1 ms

  





  

    		2026-08-01 22:49:08.747141

    		0.0 ms

  





  

    		2026-08-01 23:49:09.882833

    		-0.1 ms

  





  

    		2026-08-02 00:49:11.302826

    		0.0 ms

  





  

    		2026-08-02 01:49:12.258523

    		0.0 ms

  





  

    		2026-08-02 02:49:13.389692

    		0.0 ms

  





  

    		2026-08-02 03:49:13.642671

    		0.0 ms

  





  

    		2026-08-02 04:49:14.976793

    		0.0 ms

  





  

    		2026-08-02 05:49:16.197211

    		0.0 ms

  





  

    		2026-08-02 06:49:16.478593

    		0.0 ms

  





  

    		2026-08-02 07:49:16.657975

    		-0.2 ms

  





  

    		2026-08-02 08:49:17.081469

    		0.0 ms

  





  

    		2026-08-02 09:49:17.366233

    		0.0 ms

  





  

    		2026-08-02 10:49:17.522945

    		-0.1 ms

  





  

    		2026-08-02 11:49:18.464644

    		0.0 ms

  





  

    		2026-08-02 12:49:18.874231

    		0.0 ms

  





  

    		2026-08-02 13:49:19.555269

    		-0.1 ms

  





  

    		2026-08-02 14:49:19.762111

    		0.0 ms

  





  

    		2026-08-02 15:49:19.994048

    		0.0 ms

  





  

    		2026-08-02 16:49:20.687243

    		0.0 ms

  





  

    		2026-08-02 17:49:22.263522

    		0.0 ms

  





  

    		2026-08-02 18:49:24.750005

    		0.0 ms

  





  

    		2026-08-02 19:49:25.337132

    		0.0 ms

  





  

    		2026-08-02 20:49:26.665062

    		0.0 ms

  





  

    		2026-08-02 21:49:26.746859

    		0.0 ms

  





  

    		2026-08-02 22:49:27.597999

    		-0.1 ms

  





  

    		2026-08-02 23:49:29.286831

    		0.0 ms

  





  

    		2026-08-03 00:49:31.085886

    		0.0 ms

  





  

    		2026-08-03 01:49:32.579156

    		0.0 ms

  





  

    		2026-08-03 02:49:33.857588

    		0.0 ms

  





  

    		2026-08-03 03:49:35.294746

    		0.0 ms

  





  

    		2026-08-03 04:49:36.865597

    		0.0 ms

  





  

    		2026-08-03 05:49:37.790019

    		0.0 ms

  





  

    		2026-08-03 06:49:37.983663

    		0.4 ms

  





  

    		2026-08-03 07:49:38.139272

    		0.0 ms

  





  

    		2026-08-03 08:49:38.492699

    		0.0 ms

  





  

    		2026-08-03 09:49:38.570811

    		0.0 ms

  





  

    		2026-08-03 10:49:38.75876

    		0.0 ms

  





  

    		2026-08-03 11:49:38.83467

    		0.0 ms

  





  

    		2026-08-03 12:49:39.334656

    		0.0 ms

  





  

    		2026-08-03 13:49:39.734664

    		0.0 ms

  





  

    		2026-08-03 14:49:40.588398

    		0.0 ms

  





  

    		2026-08-03 15:49:41.013859

    		0.2 ms

  





  

    		2026-08-03 16:49:41.79194

    		0.0 ms

  





  

    		2026-08-03 17:49:42.887131

    		-0.1 ms

  





  

    		2026-08-03 18:49:44.179689

    		0.3 ms

  





  

    		2026-08-03 19:49:44.649536

    		0.0 ms

  





  

    		2026-08-03 20:49:44.976426

    		0.0 ms

  





  

    		2026-08-03 21:49:45.993279

    		-0.1 ms

  





  

    		2026-08-03 22:49:47.984555

    		0.0 ms

  





  

    		2026-08-03 23:49:49.317756

    		0.0 ms

  





  

    		2026-08-04 00:49:51.096029

    		0.0 ms

  





  

    		2026-08-04 01:49:52.542003

    		0.0 ms

  





  

    		2026-08-04 02:49:53.737959

    		0.0 ms

  





  

    		2026-08-04 03:49:55.385286

    		-0.1 ms

  





  

    		2026-08-04 04:49:56.678623

    		0.0 ms

  





  

    		2026-08-04 05:49:56.71732

    		-0.1 ms

  





  

    		2026-08-04 06:49:57.072313

    		0.0 ms

  





  

    		2026-08-04 07:49:57.652969

    		0.0 ms

  





  

    		2026-08-04 08:49:57.708979

    		0.0 ms

  





  

    		2026-08-04 09:49:58.266784

    		0.0 ms

  





  

    		2026-08-04 10:49:58.602351

    		0.0 ms

  





  

    		2026-08-04 11:49:59.555691

    		-0.1 ms

  





  

    		2026-08-04 12:49:59.862396

    		0.0 ms

  





  

    		2026-08-04 13:50:00.39202

    		0.1 ms

  





  

    		2026-08-04 14:50:01.688717

    		0.0 ms

  





  

    		2026-08-04 15:50:02.775487

    		0.0 ms

  





  

    		2026-08-04 16:50:04.824739

    		0.1 ms

  





  

    		2026-08-04 17:50:05.461919

    		0.2 ms

  





  

    		2026-08-04 18:50:05.662189

    		0.0 ms

  





  

    		2026-08-04 19:50:06.98717

    		0.0 ms

  





  

    		2026-08-04 20:50:07.091332

    		0.3 ms

  





  

    		2026-08-04 21:50:08.806737

    		0.0 ms

  





  

    		2026-08-04 22:50:10.325596

    		0.0 ms

  





  

    		2026-08-04 23:50:11.744014

    		0.0 ms

  





  

    		2026-08-05 00:50:12.080593

    		0.0 ms

  





  

    		2026-08-05 01:50:13.399838

    		0.1 ms

  





  

    		2026-08-05 02:50:14.895985

    		0.0 ms

  





  

    		2026-08-05 03:50:14.921826

    		0.2 ms

  





  

    		2026-08-05 04:50:15.354749

    		0.0 ms

  





  

    		2026-08-05 05:50:18.08609

    		0.0 ms

  





  

    		2026-08-05 06:50:18.259063

    		0.0 ms

  





  

    		2026-08-05 07:50:18.677129

    		0.0 ms

  





  

    		2026-08-05 08:50:18.898272

    		-0.1 ms

  





  

    		2026-08-05 09:50:19.146263

    		0.1 ms

  





  

    		2026-08-05 10:50:20.477635

    		-0.1 ms

  





  

    		2026-08-05 11:50:20.80728

    		0.0 ms

  





  

    		2026-08-05 12:50:21.663062

    		0.1 ms

  





  

    		2026-08-05 13:50:21.973898

    		0.0 ms

  





  

    		2026-08-05 14:50:22.222092

    		0.1 ms

  





  

    		2026-08-05 15:50:22.722715

    		0.0 ms

  





  

    		2026-08-05 16:50:23.541968

    		-0.1 ms

  





  

    		2026-08-05 17:50:24.608646

    		-0.2 ms

  





  

    		2026-08-05 18:50:25.977266

    		0.0 ms

  





  

    		2026-08-05 19:50:26.584073

    		0.0 ms

  





  

    		2026-08-05 20:50:27.896574

    		0.1 ms

  





  

    		2026-08-05 21:50:29.658253

    		-0.2 ms

  





  

    		2026-08-05 22:50:31.442991

    		0.0 ms

  





  

    		2026-08-05 23:50:33.193604

    		0.0 ms

  





  

    		2026-08-06 00:50:34.569945

    		0.0 ms

  





  

    		2026-08-06 01:50:35.822328

    		-0.1 ms

  





  

    		2026-08-06 02:50:37.367769

    		0.0 ms

  





  

    		2026-08-06 03:50:38.593324

    		0.0 ms

  





  

    		2026-08-06 04:50:39.960936

    		0.3 ms

  





  

    		2026-08-06 05:50:41.723261

    		0.0 ms

  





  

    		2026-08-06 06:50:43.798742

    		0.0 ms

  





  

    		2026-08-06 07:50:44.932736

    		0.0 ms

  





  

    		2026-08-06 08:50:45.976588

    		0.0 ms

  





  

    		2026-08-06 09:50:46.612033

    		-0.1 ms

  





  

    		2026-08-06 10:50:47.603349

    		0.1 ms

  





  

    		2026-08-06 11:50:47.921555

    		0.1 ms

  





  

    		2026-08-06 12:50:48.884783

    		0.0 ms

  





  

    		2026-08-06 13:50:49.530982

    		0.1 ms

  





  

    		2026-08-06 14:50:50.929911

    		0.0 ms

  





  

    		2026-08-06 15:50:51.577529

    		0.0 ms

  





  

    		2026-08-06 16:50:52.892486

    		0.0 ms

  





  

    		2026-08-06 17:50:55.172762

    		0.0 ms

  





  

    		2026-08-06 18:50:57.274166

    		0.0 ms

  





  

    		2026-08-06 19:50:59.133332

    		0.0 ms

  





  

    		2026-08-06 20:51:00.840475

    		0.0 ms

  





  

    		2026-08-06 21:51:02.4185

    		0.0 ms

  





  

    		2026-08-06 22:51:04.08072

    		-0.1 ms

  





  

    		2026-08-06 23:51:05.387353

    		0.0 ms

  





  

    		2026-08-07 00:51:06.549849

    		0.0 ms

  





  

    		2026-08-07 01:51:07.524753

    		0.0 ms

  





  

    		2026-08-07 02:51:08.918981

    		0.0 ms

  





  

    		2026-08-07 03:51:10.201816

    		0.3 ms

  





  

    		2026-08-07 04:51:11.443005

    		0.0 ms

  





  

    		2026-08-07 05:51:13.363431

    		0.0 ms

  





  

    		2026-08-07 06:51:15.889018

    		0.0 ms

  





  

    		2026-08-07 07:51:16.169593

    		0.0 ms

  





  

    		2026-08-07 08:51:16.797122

    		0.0 ms

  





  

    		2026-08-07 09:51:17.21791

    		-0.1 ms

  





  

    		2026-08-07 10:51:17.529974

    		0.0 ms

  





  

    		2026-08-07 11:51:18.710828

    		-0.3 ms

  





  

    		2026-08-07 12:51:19.091602

    		0.0 ms

  





  

    		2026-08-07 13:51:19.907195

    		0.0 ms

  





  

    		2026-08-07 14:51:20.578162

    		0.0 ms

  





  

    		2026-08-07 15:51:20.823604

    		-1.2 ms

  





  

    		2026-08-07 16:51:21.105677

    		0.0 ms

  





  

    		2026-08-07 17:51:21.719773

    		0.0 ms

  





  

    		2026-08-07 18:51:23.085501

    		-0.3 ms

  





  

    		2026-08-07 19:51:25.19197

    		0.1 ms

  





  

    		2026-08-07 20:51:27.334071

    		0.1 ms

  





  

    		2026-08-07 21:51:29.126074

    		0.2 ms

  





  

    		2026-08-07 22:51:30.89538

    		0.0 ms

  





  

    		2026-08-07 23:51:32.156315

    		0.1 ms

  





  

    		2026-08-08 00:51:33.626711

    		0.0 ms

  





  

    		2026-08-08 01:51:34.879695

    		0.0 ms

  





  

    		2026-08-08 02:51:36.18568

    		0.0 ms

  





  

    		2026-08-08 03:51:37.741311

    		0.0 ms

  





  

    		2026-08-08 04:51:39.100431

    		0.0 ms

  





  

    		2026-08-08 05:51:40.993826

    		0.0 ms

  





  

    		2026-08-08 06:51:41.218182

    		0.0 ms

  





  

    		2026-08-08 07:51:41.386487

    		0.0 ms

  





  

    		2026-08-08 08:51:41.948873

    		0.0 ms

  





  

    		2026-08-08 09:51:42.916239

    		-0.1 ms

  





  

    		2026-08-08 10:51:43.037424

    		0.0 ms

  





  

    		2026-08-08 11:51:43.322254

    		-0.1 ms

  





  

    		2026-08-08 12:51:43.478283

    		0.0 ms

  





  

    		2026-08-08 13:51:44.140141

    		0.0 ms

  





  

    		2026-08-08 14:51:45.697182

    		0.0 ms

  





  

    		2026-08-08 15:51:46.363951

    		0.0 ms

  





  

    		2026-08-08 16:51:46.884536

    		0.0 ms

  





  

    		2026-08-08 17:51:46.964476

    		0.0 ms

  





  

    		2026-08-08 18:51:47.005419

    		0.0 ms

  





  

    		2026-08-08 19:51:48.093419

    		-0.2 ms

  





  

    		2026-08-08 20:51:48.37623

    		0.2 ms

  





  

    		2026-08-08 21:51:49.171846

    		0.0 ms

  





  

    		2026-08-08 22:51:49.399615

    		0.1 ms

  





  

    		2026-08-08 23:51:50.011383

    		0.0 ms

  





  

    		2026-08-09 00:51:51.552887

    		0.0 ms

  





  

    		2026-08-09 01:51:53.100542

    		-0.1 ms

  





  

    		2026-08-09 02:51:53.135627

    		0.0 ms

  





  

    		2026-08-09 03:51:53.395132

    		0.0 ms

  





  

    		2026-08-09 04:51:53.530796

    		0.0 ms

  





  

    		2026-08-09 05:51:53.784645

    		0.0 ms

  





  

    		2026-08-09 06:51:55.988275

    		0.0 ms

  





  

    		2026-08-09 07:51:56.578888

    		0.0 ms

  





  

    		2026-08-09 08:51:57.308296

    		0.1 ms

  





  

    		2026-08-09 09:51:57.726362

    		0.0 ms

  





  

    		2026-08-09 10:51:57.861297

    		-0.2 ms

  





  

    		2026-08-09 11:51:58.790242

    		0.0 ms

  





  

    		2026-08-09 12:51:59.177692

    		-0.1 ms

  





  

    		2026-08-09 13:51:59.911665

    		0.0 ms

  





  

    		2026-08-09 14:52:01.187307

    		0.0 ms

  





  

    		2026-08-09 15:52:01.728151

    		0.0 ms

  





  

    		2026-08-09 16:52:02.54367

    		-0.1 ms

  





  

    		2026-08-09 17:52:04.369058

    		-0.1 ms

  





  

    		2026-08-09 18:52:04.957359

    		0.1 ms

  





  

    		2026-08-09 19:52:06.493001

    		0.0 ms

  





  

    		2026-08-09 20:52:08.04057

    		-0.1 ms

  





  

    		2026-08-09 21:52:09.538432

    		-0.2 ms

  





  

    		2026-08-09 22:52:10.929336

    		0.0 ms

  





  

    		2026-08-09 23:52:11.115845

    		0.0 ms

  





  

    		2026-08-10 00:52:13.16005

    		0.0 ms

  





  

    		2026-08-10 01:52:14.352334

    		0.0 ms

  





  

    		2026-08-10 02:52:15.378373

    		0.0 ms

  





  

    		2026-08-10 03:52:15.528751

    		0.1 ms

  





  

    		2026-08-10 04:52:17.603951

    		0.0 ms

  





  

    		2026-08-10 05:52:18.677005

    		0.0 ms

  





  

    		2026-08-10 06:52:19.023058

    		-0.1 ms

  





  

    		2026-08-10 07:52:19.485688

    		-0.1 ms

  





  

    		2026-08-10 08:52:19.53787

    		0.0 ms

  





  

    		2026-08-10 09:52:20.632349

    		0.0 ms

  





  

    		2026-08-10 10:52:21.016392

    		0.0 ms

  





  

    		2026-08-10 11:52:21.232617

    		0.1 ms

  





  

    		2026-08-10 12:52:21.601755

    		0.1 ms

  





  

    		2026-08-10 13:52:22.770765

    		0.0 ms

  





  

    		2026-08-10 14:52:22.808674

    		0.0 ms

  





  

    		2026-08-10 15:52:23.08196

    		0.0 ms

  





  

    		2026-08-10 16:52:23.489075

    		0.0 ms

  





  

    		2026-08-10 17:52:26.19312

    		0.0 ms

  





  

    		2026-08-10 18:52:27.294757

    		0.0 ms

  





  

    		2026-08-10 19:52:27.682498

    		0.0 ms

  





  

    		2026-08-10 20:52:28.001962

    		-0.1 ms

  





  

    		2026-08-10 21:52:28.223183

    		0.0 ms

  





  

    		2026-08-10 22:52:28.852957

    		-0.2 ms

  





  

    		2026-08-10 23:52:30.327503

    		0.0 ms

  





  

    		2026-08-11 00:52:32.045141

    		0.1 ms

  





  

    		2026-08-11 01:52:33.452663

    		0.0 ms

  





  

    		2026-08-11 02:52:35.073196

    		-0.1 ms

  





  

    		2026-08-11 03:52:36.557315

    		0.0 ms

  





  

    		2026-08-11 04:52:38.374603

    		0.1 ms

  





  

    		2026-08-11 05:52:41.21597

    		0.0 ms

  





  

    		2026-08-11 06:52:41.782105

    		0.0 ms

  





  

    		2026-08-11 07:52:42.506932

    		0.0 ms

  





  

    		2026-08-11 08:52:42.601722

    		0.0 ms

  





  

    		2026-08-11 09:52:43.296054

    		0.0 ms

  





  

    		2026-08-11 10:52:43.994802

    		-0.2 ms

  





  

    		2026-08-11 11:52:44.232591

    		0.0 ms

  





  

    		2026-08-11 12:52:45.473424

    		0.0 ms

  





  

    		2026-08-11 13:52:45.96127

    		0.0 ms

  





  

    		2026-08-11 14:52:46.180061

    		0.0 ms

  





  

    		2026-08-11 15:52:47.136936

    		0.0 ms

  





  

    		2026-08-11 16:52:47.543653

    		-0.1 ms

  





  

    		2026-08-11 17:52:49.460975

    		-0.1 ms

  





  

    		2026-08-11 18:52:49.947498

    		-0.2 ms

  





  

    		2026-08-11 19:52:52.716516

    		0.0 ms

  





  

    		2026-08-11 20:52:54.921496

    		0.0 ms

  





  

    		2026-08-11 21:52:56.659539

    		-0.1 ms

  





  

    		2026-08-11 22:52:58.06104

    		0.0 ms

  





  

    		2026-08-11 23:52:59.592675

    		0.0 ms

  





  

    		2026-08-12 00:53:01.228887

    		-0.2 ms

  





  

    		2026-08-12 01:53:03.173817

    		0.1 ms

  





  

    		2026-08-12 02:53:04.830613

    		0.0 ms

  





  

    		2026-08-12 03:53:06.326748

    		0.0 ms

  





  

    		2026-08-12 04:53:07.729776

    		-0.1 ms

  





  

    		2026-08-12 05:53:08.446505

    		-0.1 ms

  





  

    		2026-08-12 06:53:09.174206

    		0.0 ms

  





  

    		2026-08-12 07:53:09.486549

    		-0.1 ms

  





  

    		2026-08-12 08:53:10.147519

    		0.0 ms

  





  

    		2026-08-12 09:53:11.275153

    		0.0 ms

  





  

    		2026-08-12 10:53:12.330282

    		0.0 ms

  





  

    		2026-08-12 11:53:12.512246

    		0.0 ms

  





  

    		2026-08-12 12:53:13.279495

    		-0.1 ms

  





  

    		2026-08-12 13:53:14.629106

    		0.1 ms

  





  

    		2026-08-12 14:53:15.525662

    		-0.5 ms

  





  

    		2026-08-12 15:53:17.041944

    		0.0 ms

  





  

    		2026-08-12 16:53:17.83176

    		0.0 ms

  





  

    		2026-08-12 17:53:19.845399

    		-0.1 ms

  





  

    		2026-08-12 18:53:19.87026

    		0.0 ms

  





  

    		2026-08-12 19:53:21.264445

    		0.3 ms

  





  

    		2026-08-12 20:53:22.096372

    		0.0 ms

  





  

    		2026-08-12 21:53:24.202134

    		0.2 ms

  





  

    		2026-08-12 22:53:25.985008

    		0.0 ms

  





  

    		2026-08-12 23:53:27.600944

    		0.0 ms

  





  

    		2026-08-13 00:53:29.188774

    		0.0 ms

  





  

    		2026-08-13 01:53:30.4776

    		0.0 ms

  





  

    		2026-08-13 02:53:31.811711

    		0.0 ms

  





  

    		2026-08-13 03:53:33.492962

    		-0.1 ms

  





  

    		2026-08-13 04:53:33.539729

    		0.0 ms

  





  

    		2026-08-13 05:53:34.383791

    		0.0 ms

  





  

    		2026-08-13 06:53:34.623801

    		0.0 ms

  





  

    		2026-08-13 07:53:34.879101

    		0.0 ms

  





  

    		2026-08-13 08:53:35.810393

    		0.0 ms

  





  

    		2026-08-13 09:53:35.888061

    		0.0 ms

  





  

    		2026-08-13 10:53:36.069272

    		0.0 ms

  





  

    		2026-08-13 11:53:36.579863

    		0.0 ms

  





  

    		2026-08-13 12:53:36.703758

    		0.0 ms

  





  

    		2026-08-13 13:53:37.360694

    		0.0 ms

  





  

    		2026-08-13 14:53:37.37023

    		0.0 ms

  





  

    		2026-08-13 15:53:37.550914

    		0.0 ms

  





  

    		2026-08-13 16:53:37.706186

    		0.0 ms

  





  

    		2026-08-13 17:53:39.242763

    		0.0 ms

  





  

    		2026-08-13 18:53:41.23891

    		-0.1 ms

  





  

    		2026-08-13 19:53:41.616823

    		0.2 ms

  





  

    		2026-08-13 20:53:43.675503

    		-0.1 ms

  





  

    		2026-08-13 21:53:45.484286

    		0.0 ms

  





  

    		2026-08-13 22:53:46.85571

    		0.0 ms

  





  

    		2026-08-13 23:53:48.156975

    		0.1 ms

  





  

    		2026-08-14 00:53:49.608145

    		-0.1 ms

  





  

    		2026-08-14 01:53:51.189201

    		0.1 ms

  





  

    		2026-08-14 02:53:52.574221

    		0.0 ms

  





  

    		2026-08-14 03:53:53.987913

    		0.1 ms

  





  

    		2026-08-14 04:53:55.451254

    		0.0 ms

  





  

    		2026-08-14 05:53:56.757956

    		-0.1 ms

  





  

    		2026-08-14 06:53:56.937519

    		0.0 ms

  





  

    		2026-08-14 07:53:58.038285

    		0.0 ms

  





  

    		2026-08-14 08:53:59.676426

    		0.0 ms

  





  

    		2026-08-14 09:54:00.706876

    		0.0 ms

  





  

    		2026-08-14 10:54:00.808505

    		0.0 ms

  





  

    		2026-08-14 11:54:02.014335

    		0.0 ms

  





  

    		2026-08-14 12:54:02.428866

    		0.0 ms

  





  

    		2026-08-14 13:54:02.658964

    		0.0 ms

  





  

    		2026-08-14 14:54:03.285811

    		0.0 ms

  





  

    		2026-08-14 15:54:04.573536

    		-0.1 ms

  





  

    		2026-08-14 16:54:04.671588

    		0.0 ms

  





  

    		2026-08-14 17:54:05.34182

    		0.2 ms

  





  

    		2026-08-14 18:54:05.471909

    		0.1 ms

  





  

    		2026-08-14 19:54:06.833561

    		0.0 ms

  





  

    		2026-08-14 20:54:08.819678

    		0.0 ms

  





  

    		2026-08-14 21:54:10.579295

    		0.2 ms

  





  

    		2026-08-14 22:54:12.206894

    		-0.1 ms

  





  

    		2026-08-14 23:54:13.597539

    		0.0 ms

  





  

    		2026-08-15 00:54:14.819743

    		0.0 ms

  





  

    		2026-08-15 01:54:16.283081

    		0.0 ms

  





  

    		2026-08-15 02:54:17.865268

    		0.0 ms

  





  

    		2026-08-15 03:54:19.347529

    		0.0 ms

  





  

    		2026-08-15 04:54:20.747718

    		0.0 ms

  





  

    		2026-08-15 05:54:22.14929

    		0.0 ms

  





  

    		2026-08-15 06:54:22.93355

    		0.0 ms

  





  

    		2026-08-15 07:54:23.309714

    		0.0 ms

  





  

    		2026-08-15 08:54:23.787345

    		-0.1 ms

  





  

    		2026-08-15 09:54:24.351827

    		0.0 ms

  





  

    		2026-08-15 10:54:26.381217

    		0.0 ms

  





  

    		2026-08-15 11:54:27.614506

    		-0.1 ms

  





  

    		2026-08-15 12:54:27.747136

    		0.0 ms

  





  

    		2026-08-15 13:54:27.813033

    		0.0 ms

  





  

    		2026-08-15 14:54:29.534815

    		0.0 ms

  





  

    		2026-08-15 15:54:30.878212

    		0.0 ms

  





  

    		2026-08-15 16:54:31.100945

    		0.0 ms

  





  

    		2026-08-15 17:54:31.151309

    		0.0 ms

  





  

    		2026-08-15 18:54:31.210511

    		0.0 ms

  





  

    		2026-08-15 19:54:33.274387

    		0.0 ms

  





  

    		2026-08-15 20:54:35.731982

    		0.0 ms

  





  

    		2026-08-15 21:54:37.279705

    		0.0 ms

  





  

    		2026-08-15 22:54:38.947252

    		-0.1 ms

  





  

    		2026-08-15 23:54:40.469667

    		0.0 ms

  





  

    		2026-08-16 00:54:42.121668

    		0.0 ms

  





  

    		2026-08-16 01:54:43.29769

    		0.0 ms

  





  

    		2026-08-16 02:54:44.532299

    		0.0 ms

  





  

    		2026-08-16 03:54:45.706949

    		0.0 ms

  





  

    		2026-08-16 04:54:47.651447

    		0.0 ms

  





  

    		2026-08-16 05:54:49.349135

    		0.0 ms

  





  

    		2026-08-16 06:54:49.577636

    		0.0 ms

  





  

    		2026-08-16 07:54:50.589243

    		0.0 ms

  





  

    		2026-08-16 08:54:51.096607

    		0.0 ms

  





  

    		2026-08-16 09:54:51.524922

    		0.0 ms

  





  

    		2026-08-16 10:54:51.681706

    		0.0 ms

  





  

    		2026-08-16 11:54:51.994022

    		-0.1 ms

  





  

    		2026-08-16 12:54:52.138897

    		0.0 ms

  





  

    		2026-08-16 13:54:52.971201

    		0.0 ms

  





  

    		2026-08-16 14:54:54.011852

    		-0.1 ms

  





  

    		2026-08-16 15:54:55.259301

    		0.0 ms

  





  

    		2026-08-16 16:54:55.67484

    		-0.3 ms

  





  

    		2026-08-16 17:54:57.220054

    		0.0 ms

  





  

    		2026-08-16 18:54:57.336713

    		0.0 ms

  





  

    		2026-08-16 19:54:58.716622

    		0.0 ms

  





  

    		2026-08-16 20:54:58.743693

    		0.0 ms

  





  

    		2026-08-16 21:54:59.980693

    		0.0 ms

  





  

    		2026-08-16 22:55:01.323828

    		0.0 ms

  





  

    		2026-08-16 23:55:02.79938

    		0.0 ms

  





  

    		2026-08-17 00:55:04.140409

    		0.0 ms

  





  

    		2026-08-17 01:55:05.481654

    		0.1 ms

  





  

    		2026-08-17 02:55:06.58779

    		0.0 ms

  





  

    		2026-08-17 03:55:06.903369

    		0.0 ms

  





  

    		2026-08-17 04:55:08.413749

    		0.0 ms

  





  

    		2026-08-17 05:55:08.810163

    		0.0 ms

  





  

    		2026-08-17 06:55:09.826244

    		-0.1 ms

  





  

    		2026-08-17 07:55:10.433157

    		0.0 ms

  





  

    		2026-08-17 08:55:11.106291

    		0.0 ms

  





  

    		2026-08-17 09:55:11.198378

    		-0.1 ms

  





  

    		2026-08-17 10:55:11.666831

    		0.0 ms

  





  

    		2026-08-17 11:55:12.134213

    		0.1 ms

  





  

    		2026-08-17 12:55:12.408221

    		0.0 ms

  





  

    		2026-08-17 13:55:12.537601

    		0.0 ms

  





  

    		2026-08-17 14:55:12.989728

    		0.0 ms

  





  

    		2026-08-17 15:55:14.310385

    		0.3 ms

  





  

    		2026-08-17 16:55:15.315588

    		-0.1 ms

  





  

    		2026-08-17 17:55:15.810618

    		0.1 ms

  





  

    		2026-08-17 18:55:16.023818

    		0.0 ms

  





  

    		2026-08-17 19:55:17.064186

    		-0.1 ms

  





  

    		2026-08-17 20:55:17.63451

    		0.2 ms

  





  

    		2026-08-17 21:55:18.404156

    		0.2 ms

  





  

    		2026-08-17 22:55:19.923677

    		-0.2 ms

  





  

    		2026-08-17 23:55:21.101239

    		0.0 ms

  





  

    		2026-08-18 00:55:22.326805

    		0.0 ms

  





  

    		2026-08-18 01:55:23.649525

    		0.0 ms

  





  

    		2026-08-18 02:55:23.834506

    		0.1 ms

  





  

    		2026-08-18 03:55:25.347182

    		0.0 ms

  





  

    		2026-08-18 04:55:26.713813

    		0.0 ms

  





  

    		2026-08-18 05:55:26.737631

    		0.0 ms

  





  

    		2026-08-18 06:55:27.03643

    		0.0 ms

  





  

    		2026-08-18 07:55:27.189984

    		0.0 ms

  





  

    		2026-08-18 08:55:27.711813

    		0.0 ms

  





  

    		2026-08-18 09:55:28.509833

    		0.0 ms

  





  

    		2026-08-18 10:55:28.564923

    		0.1 ms

  





  

    		2026-08-18 11:55:28.728292

    		0.0 ms

  





  

    		2026-08-18 12:55:28.887796

    		0.0 ms

  





  

    		2026-08-18 13:55:29.031895

    		0.1 ms

  





  

    		2026-08-18 14:55:29.511232

    		0.0 ms

  





  

    		2026-08-18 15:55:29.61248

    		0.0 ms

  





  

    		2026-08-18 16:55:30.800439

    		0.0 ms

  





  

    		2026-08-18 17:55:32.132186

    		0.1 ms

  





  

    		2026-08-18 18:55:32.902966

    		0.1 ms

  





  

    		2026-08-18 19:55:33.320143

    		0.0 ms

  





  

    		2026-08-18 20:55:35.108419

    		-0.1 ms

  





  

    		2026-08-18 21:55:36.707043

    		0.0 ms

  





  

    		2026-08-18 22:55:38.397303

    		0.0 ms

  





  

    		2026-08-18 23:55:39.775004

    		-0.1 ms

  





  

    		2026-08-19 00:55:41.345409

    		0.0 ms

  





  

    		2026-08-19 01:55:42.37239

    		0.1 ms

  





  

    		2026-08-19 02:55:43.783673

    		-0.1 ms

  





  

    		2026-08-19 03:55:45.195856

    		0.0 ms

  





  

    		2026-08-19 04:55:46.571937

    		0.1 ms

  





  

    		2026-08-19 05:55:46.820848

    		0.0 ms

  





  

    		2026-08-19 06:55:46.915256

    		0.0 ms

  





  

    		2026-08-19 07:55:47.268689

    		-0.2 ms

  





  

    		2026-08-19 08:55:47.980659

    		0.0 ms

  





  

    		2026-08-19 09:55:48.313629

    		0.0 ms

  





  

    		2026-08-19 10:55:48.935813

    		0.0 ms

  





  

    		2026-08-19 11:55:48.951929

    		0.0 ms

  





  

    		2026-08-19 12:55:49.19789

    		0.0 ms

  





  

    		2026-08-19 13:55:49.38064

    		0.0 ms

  





  

    		2026-08-19 14:55:49.443165

    		-0.1 ms

  





  

    		2026-08-19 15:55:50.011262

    		0.0 ms

  





  

    		2026-08-19 16:55:50.177719

    		-0.1 ms

  





  

    		2026-08-19 17:55:50.56677

    		0.0 ms

  





  

    		2026-08-19 18:55:50.986427

    		0.0 ms

  





  

    		2026-08-19 19:55:52.610007

    		0.0 ms

  





  

    		2026-08-19 20:55:54.27991

    		0.0 ms

  





  

    		2026-08-19 21:55:54.498866

    		0.0 ms

  





  

    		2026-08-19 22:55:55.888733

    		0.0 ms

  





  

    		2026-08-19 23:55:57.265252

    		-0.1 ms

  





  

    		2026-08-20 00:55:58.658859

    		0.0 ms

  





  

    		2026-08-20 01:55:59.713081

    		0.0 ms

  





  

    		2026-08-20 02:55:59.755029

    		0.0 ms

  





  

    		2026-08-20 03:55:59.766035

    		-0.1 ms

  





  

    		2026-08-20 04:55:59.816543

    		-0.1 ms

  





  

    		2026-08-20 05:56:00.629743

    		-0.3 ms

  





  

    		2026-08-20 06:56:03.329567

    		0.0 ms

  





  

    		2026-08-20 07:56:03.681048

    		0.0 ms

  





  

    		2026-08-20 08:56:03.819521

    		0.0 ms

  





  

    		2026-08-20 09:56:03.96956

    		-0.1 ms

  





  

    		2026-08-20 10:56:04.380787

    		0.1 ms

  





  

    		2026-08-20 11:56:05.876549

    		0.0 ms

  





  

    		2026-08-20 12:56:07.301624

    		0.0 ms

  





  

    		2026-08-20 13:56:07.546157

    		-0.1 ms

  





  

    		2026-08-20 14:56:08.174194

    		0.0 ms

  





  

    		2026-08-20 15:56:09.513877

    		0.0 ms

  





  

    		2026-08-20 16:56:11.816243

    		-0.1 ms

  





  

    		2026-08-20 17:56:12.060987

    		0.0 ms

  





  

    		2026-08-20 18:56:12.486563

    		0.0 ms

  





  

    		2026-08-20 19:56:13.709856

    		0.0 ms

  





  

    		2026-08-20 20:56:15.243701

    		0.0 ms

  





  

    		2026-08-20 21:56:16.826729

    		0.5 ms

  





  

    		2026-08-20 22:56:18.315022

    		0.1 ms

  





  

    		2026-08-20 23:56:19.638178

    		0.0 ms

  





  

    		2026-08-21 00:56:20.881457

    		0.0 ms

  





  

    		2026-08-21 01:56:22.231293

    		0.0 ms

  





  

    		2026-08-21 02:56:22.24246

    		0.0 ms

  





  

    		2026-08-21 03:56:23.847769

    		0.0 ms

  





  

    		2026-08-21 04:56:25.972306

    		0.0 ms

  





  

    		2026-08-21 05:56:27.83446

    		0.0 ms

  





  

    		2026-08-21 06:56:29.490282

    		-0.1 ms

  





  

    		2026-08-21 07:56:30.042006

    		0.0 ms

  





  

    		2026-08-21 08:56:30.611962

    		0.1 ms

  





  

    		2026-08-21 09:56:30.801048

    		0.1 ms

  





  

    		2026-08-21 10:56:33.06008

    		0.0 ms

  





  

    		2026-08-21 11:56:33.615303

    		0.0 ms

  





  

    		2026-08-21 12:56:33.636026

    		0.0 ms

  





  

    		2026-08-21 13:56:34.144192

    		-0.1 ms

  





  

    		2026-08-21 14:56:34.236107

    		0.1 ms

  





  

    		2026-08-21 15:56:34.929728

    		-0.1 ms

  





  

    		2026-08-21 16:56:35.717035

    		0.0 ms

  





  

    		2026-08-21 17:56:36.149132

    		0.1 ms

  





  

    		2026-08-21 18:56:36.533545

    		0.0 ms

  





  

    		2026-08-21 19:56:38.042437

    		0.0 ms

  





  

    		2026-08-21 20:56:39.343122

    		0.0 ms

  





  

    		2026-08-21 21:56:40.992588

    		0.0 ms

  





  

    		2026-08-21 22:56:42.574861

    		0.1 ms

  





  

    		2026-08-21 23:56:43.900235

    		0.0 ms

  





  

    		2026-08-22 00:56:45.574159

    		0.0 ms

  





  

    		2026-08-22 01:56:47.04318

    		0.0 ms

  





  

    		2026-08-22 02:56:48.320024

    		0.0 ms

  





  

    		2026-08-22 03:56:49.982653

    		0.1 ms

  





  

    		2026-08-22 04:56:51.517954

    		0.1 ms

  





  

    		2026-08-22 05:56:53.830613

    		-0.1 ms

  





  

    		2026-08-22 06:56:54.798833

    		-0.2 ms

  





  

    		2026-08-22 07:56:56.081387

    		-0.2 ms

  





  

    		2026-08-22 08:56:57.121907

    		0.0 ms

  





  

    		2026-08-22 09:56:57.692188

    		0.0 ms

  





  

    		2026-08-22 10:56:58.196501

    		-0.1 ms

  





  

    		2026-08-22 11:56:58.373341

    		0.0 ms

  





  

    		2026-08-22 12:56:59.524289

    		-0.1 ms

  





  

    		2026-08-22 13:56:59.968703

    		-0.1 ms

  





  

    		2026-08-22 14:57:01.436931

    		0.1 ms

  





  

    		2026-08-22 15:57:01.71048

    		0.1 ms

  





  

    		2026-08-22 16:57:01.794788

    		0.0 ms

  





  

    		2026-08-22 17:57:02.930753

    		0.1 ms

  





  

    		2026-08-22 18:57:04.008254

    		0.0 ms

  





  

    		2026-08-22 19:57:05.165229

    		0.0 ms

  





  

    		2026-08-22 20:57:05.310482

    		0.0 ms

  





  

    		2026-08-22 21:57:06.009399

    		0.0 ms

  





  

    		2026-08-22 22:57:06.70026

    		0.0 ms

  





  

    		2026-08-22 23:57:07.024619

    		-0.1 ms

  





  

    		2026-08-23 00:57:08.547726

    		-0.1 ms

  





  

    		2026-08-23 01:57:10.116946

    		0.0 ms

  





  

    		2026-08-23 02:57:11.268579

    		0.0 ms

  





  

    		2026-08-23 03:57:12.399466

    		0.1 ms

  





  

    		2026-08-23 04:57:13.519492

    		0.0 ms

  





  

    		2026-08-23 05:57:14.311964

    		0.0 ms

  





  

    		2026-08-23 06:57:15.677888

    		0.0 ms

  





  

    		2026-08-23 07:57:16.894873

    		0.0 ms

  





  

    		2026-08-23 08:57:17.443693

    		0.0 ms

  





  

    		2026-08-23 09:57:17.723448

    		-0.1 ms

  





  

    		2026-08-23 10:57:17.90778

    		0.0 ms

  





  

    		2026-08-23 11:57:19.224175

    		0.0 ms

  





  

    		2026-08-23 12:57:20.380033

    		0.0 ms

  





  

    		2026-08-23 13:57:20.605389

    		0.0 ms

  





  

    		2026-08-23 14:57:21.896514

    		-0.1 ms

  





  

    		2026-08-23 15:57:22.664833

    		-0.1 ms

  





  

    		2026-08-23 16:57:22.809666

    		-0.1 ms

  





  

    		2026-08-23 17:57:23.116539

    		0.0 ms

  





  

    		2026-08-23 18:57:23.308746

    		0.0 ms

  





  

    		2026-08-23 19:57:25.462069

    		0.0 ms

  





  

    		2026-08-23 20:57:27.439855

    		0.0 ms

  





  

    		2026-08-23 21:57:27.649459

    		0.3 ms

  





  

    		2026-08-23 22:57:29.507929

    		0.0 ms

  





  

    		2026-08-23 23:57:31.163251

    		0.1 ms

  





  

    		2026-08-24 00:57:32.681583

    		0.0 ms

  





  

    		2026-08-24 01:57:33.938266

    		0.0 ms

  





  

    		2026-08-24 02:57:35.332002

    		0.0 ms

  





  

    		2026-08-24 03:57:37.106459

    		0.0 ms

  





  

    		2026-08-24 04:57:38.609829

    		0.0 ms

  





  

    		2026-08-24 05:57:38.787019

    		0.0 ms

  





  

    		2026-08-24 06:57:38.986863

    		0.0 ms

  





  

    		2026-08-24 07:57:40.092304

    		0.0 ms

  





  

    		2026-08-24 08:57:40.188105

    		0.2 ms

  





  

    		2026-08-24 09:57:41.390419

    		0.0 ms

  





  

    		2026-08-24 10:57:41.67438

    		-0.1 ms

  





  

    		2026-08-24 11:57:41.860926

    		0.0 ms

  





  

    		2026-08-24 12:57:42.002538

    		0.0 ms

  





  

    		2026-08-24 13:57:43.336064

    		0.0 ms

  





  

    		2026-08-24 14:57:43.679163

    		-0.2 ms

  





  

    		2026-08-24 15:57:44.078864

    		-0.1 ms

  





  

    		2026-08-24 16:57:44.748947

    		-0.1 ms

  





  

    		2026-08-24 17:57:46.61163

    		0.0 ms

  





  

    		2026-08-24 18:57:46.695832

    		-0.1 ms

  





  

    		2026-08-24 19:57:47.103526

    		-0.1 ms

  





  

    		2026-08-24 20:57:48.972437

    		0.0 ms

  





  

    		2026-08-24 21:57:50.988398

    		0.0 ms

  





  

    		2026-08-24 22:57:52.463528

    		0.0 ms

  





  

    		2026-08-24 23:57:53.963737

    		0.0 ms

  





  

    		2026-08-25 00:57:55.157726

    		0.0 ms

  





  

    		2026-08-25 01:57:56.748705

    		-0.1 ms

  





  

    		2026-08-25 02:57:58.314274

    		-0.2 ms

  





  

    		2026-08-25 03:57:59.957034

    		0.1 ms

  





  

    		2026-08-25 04:58:01.477857

    		0.0 ms

  





  

    		2026-08-25 05:58:03.61197

    		0.1 ms

  





  

    		2026-08-25 06:58:04.795039

    		-0.1 ms

  





  

    		2026-08-25 07:58:04.970817

    		0.0 ms

  





  

    		2026-08-25 08:58:05.208699

    		0.0 ms

  





  

    		2026-08-25 09:58:05.540627

    		0.0 ms

  





  

    		2026-08-25 10:58:05.616075

    		0.0 ms

  





  

    		2026-08-25 11:58:05.905675

    		0.0 ms

  





  

    		2026-08-25 12:58:06.909522

    		-0.2 ms

  





  

    		2026-08-25 13:58:07.266964

    		0.0 ms

  





  

    		2026-08-25 14:58:07.578375

    		0.0 ms

  





  

    		2026-08-25 15:58:08.706118

    		0.0 ms

  





  

    		2026-08-25 16:58:09.067911

    		0.0 ms

  





  

    		2026-08-25 17:58:11.767058

    		0.0 ms

  





  

    		2026-08-25 18:58:12.583696

    		0.0 ms

  





  

    		2026-08-25 19:58:13.819133

    		0.3 ms

  





  

    		2026-08-25 20:58:14.605288

    		0.0 ms

  





  

    		2026-08-25 21:58:15.120374

    		0.1 ms

  





  

    		2026-08-25 22:58:15.415911

    		-0.1 ms

  





  

    		2026-08-25 23:58:17.362847

    		0.1 ms

  





  

    		2026-08-26 00:58:19.089012

    		0.0 ms

  





  

    		2026-08-26 01:58:20.354818

    		0.0 ms

  





  

    		2026-08-26 02:58:22.128667

    		0.0 ms

  





  

    		2026-08-26 03:58:23.440146

    		0.0 ms

  





  

    		2026-08-26 04:58:24.793326

    		0.0 ms

  





  

    		2026-08-26 05:58:25.50872

    		0.0 ms

  





  

    		2026-08-26 06:58:25.813073

    		0.0 ms

  





  

    		2026-08-26 07:58:25.882142

    		0.0 ms

  





  

    		2026-08-26 08:58:26.052372

    		0.0 ms

  





  

    		2026-08-26 09:58:26.990988

    		0.0 ms

  





  

    		2026-08-26 10:58:28.322962

    		0.0 ms

  





  

    		2026-08-26 11:58:28.896975

    		0.1 ms

  





  

    		2026-08-26 12:58:29.426629

    		0.0 ms

  





  

    		2026-08-26 13:58:31.242389

    		-0.1 ms

  





  

    		2026-08-26 14:58:31.358101

    		0.0 ms

  





  

    		2026-08-26 15:58:31.370292

    		0.0 ms

  





  

    		2026-08-26 16:58:31.395175

    		-0.2 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2026-06-26 07:56:23.023 UTC

    		95.193.8.238

    		Richard Voigt (RV) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-06-26 07:56:33.97 UTC

    		95.193.8.238

    		Richard Voigt (RV) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-06-11 10:09:35 UTC.

  

  

    		2026-06-26 08:57:24.935 UTC

    		165.1.243.96

    		Mikael Bilock (MB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-06-26 08:57:46.175 UTC

    		165.1.243.96

    		Mikael Bilock (MB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-06-11 10:09:35 UTC.
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2026-08-26 11:25:16.493 UTC

    		195.34.84.145

    		Sara Beya (SB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-08-26 11:28:13.378 UTC

    		195.34.84.145

    		Sara Beya (SB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-08-19 14:38:56 UTC.

  

  

    		2026-08-26 13:15:11.196 UTC

    		94.234.80.206

    		Magnus Fritzell (MF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-08-26 13:15:16.773 UTC

    		94.234.80.206

    		Magnus Fritzell (MF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-08-19 14:38:56 UTC.

  

  

    		2026-08-26 14:59:10.337 UTC

    		217.208.176.127

    		Richard Voigt (RV) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-08-26 14:59:35.493 UTC

    		217.208.176.127

    		Richard Voigt (RV) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-08-19 14:38:56 UTC.

  

  

    		2026-08-26 16:57:56.436 UTC

    		95.197.151.51

    		Katja Ollila (KO) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-08-26 16:58:20.369 UTC

    		95.197.151.51

    		Katja Ollila (KO) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-08-19 14:38:56 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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